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Revision History

Third edition Amendment 1/2013 (first amendment)
This amendment incorporates the following changes:

Section affected | Change

Part C, Section2 |Correction of typographical errors incorporated at Issue 3.

ILS 01
Part C, Section 2 | Correction of typographical errors incorporated at Issue 3.
ILS 02
Part C, Section 3 |Incorporation of new SUR 13 section introducing Requirements for implementation of
SUR 03 Wind Turbine interference mitigation techniques on surveillance systems.
Third edition Amendment 1/2014 (second amendment)

This amendment incorporates the following changes:

Section affected |Change

Editorial changes | Minor editorial changes and corrections have been incorporated.

Editorial amendments regarding the formation of Safety and Airspace Regulation Group
(SARG) have been made throughout the document.

All references to Aerodrome and Air Traffic Standards Division (AATSD) have been
replaced with Airspace, ATM and Aerodrome (AAA).

Abbreviations Abbreviations and addresses have been amended to reflect the formation of SARG and
directory AAA.
Part A Revised text in introduction to Part A has been incorporated.

Paragraphs regarding change notification requirements have been thoroughly revised.

Part B Section 1 |Introduction has been updated.
App 01 . o .
Amendment regarding safety objectives to SMS has been incorporated.
Paragraphs regarding SMS components have been deleted.

Appendix A to APP 01 has been deleted in its entirety.

Part B Section 2 | Note 2 regarding the use of electronic reference documentation has been updated.
APP 02
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Section affected |Change

Part C Section 1 |Revised text regarding impounding of recordings has been incorporated.
COM 1

Part C Section 1 [Revised text to note 2 to radio spectrum management paragraphs and to maintenance
COM 02 of aeronautical radio status paragraphs has been incorporated.

Correction of typographical error incorporated at Issue 3.

Part C Section 1 |Clarification of requirements to some paragraphs regarding RTF communications.
COM 03

Part C Section 2 |Table 2 has been revised.
ILS 02

Part C Section 2 |Correction of typographical error incorporated at Issue 3.
ILS 08

Part C Section 2 |Reference to UK AIP ENR in paragraph regarding off-shore requirements has been
NAV 02 updated.

Part C Section 3 |Editorial correction to Table 2 incorporated at Issue 3.
SUR 01

Part C Section 3 |[Paragraph regarding false targets has been deleted.
SUR 02

Part C Section 3 |Paragraphs regarding demonstration of compliance with the Commission Regulation
SUR 05 (EC) N0.262/2009 (Mode S IR) have been incorporated.

Part C Section 3 [Addition of the words ‘unless authorised by the CAA’ in the note. This brings CAP670
SUR 08.4 into line with CAP 493 MATS Part 1 Section 2 Chapter 1 page 17

Part C Section 3 |New paragraph regarding downlink and display of ACAS RA data has been
SUR 11 incorporated.

Part C Section 3 |Editorial corrections to Annexes: A, B, C, D and E to SUR 12 incorporated at Issue 3.

SUR 12
These Annexes have been renumbered as Annex A, B, C, D and E to SUR and moved

to the end of the SUR section. The numbering of paragraphs has been amended to
reflect this correction.

Part C Section 3 |Editorial correction to Annex A to SUR 13.

SUR 13
This Annex has been renamed as Appendix A to SUR 13.

Part C Section 3 [New Annex F to SUR has been added to incorporate compliance table for the
Commission Regulation (EC) No. 262/2009.
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Section affected |Change

Part C Section 5 |References to EASA Certification Specifications and guidance material for aerodrome
IAS 01 design have been updated.

Third edition Amendment 1/2019 (third amendment)
This amendment incorporates the following changes:

Section affected | Change

Editorial changes | Minor editorial changes and corrections have been incorporated, including updates to

web site addresses / EC Regulations / Air Navigation Order references.

Definition of acronyms and their use throughout the document reviewed and revised.

Directory Update to CAA address

Part (A) The CAP670 purpose text added. Paragraphs A88-90 revised to take account of the
Regulatory introduction of a separate CAA change management and change notification process.
Framework

APPO0O3 Clarification over the designation of MET service providers and updates to Statutory

Instrument reference.

APP04 New note on electronic documents, update to ICAO Document reference and reference

to EASA Certification Specifications for Aerodrome Design on windsleeves.

ATCO02 Revised requirements where electronic documentation is held.

ATC04 New section defining requirements relating to remote towers.

GENO1 Guidance material reference updated.

GENO02 Deletion of reference to Ofcom Radio Site Clearance, which is no longer provided

GEN 02 Addition of new text on wind turbine communications impact assessment

Appendix A

COMO1 Deletion of specific reference to ‘reel to reel, cassette or cartridge’.

COMO01 Deletion of reference to PESQ Rec P.8621 which has been superseded by P.8623.

Appendix A

COMO02 Update to web address for Wireless Telegraphy Act Radio Licensing guidance and
applications

Update to guidance on limitations of transceivers for use in ATC services; insertion of

the term ‘significant delay’ with respect to off-air sidetone
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Section affected | Change
Update to international reference that defines airports within scope of emergency
frequency provision requirements
New paragraph COMO02.64 on use of 121.5 MHz with subsequent paragraphs re-
numbered.

CcOoMO03 Assurance of transmissions when using VOIP radio equipment.

COMO06 Clarification of CAA regulatory requirements with respect of UHF radio equipment and
new requirements for aerodrome surface movement communications voice/data
recording.

ILS08 Update to specification in 08.9; 08.10 and 08.13 which corrects (i) the frequency range
that may be allocated to ILS systems (108-112MHZz) (ii) a typographic error (50Q) and
(iii) a typographic error (0.005%)

FLIO2 Update to ANO reference and replacement of the term ‘aerial work’ with Specialised
Operations (as per European Air Operations Regulation)

NAVO01 Update to note on de-rating factor in 01.7

NAVO07 New guidance material on lateral navigation and LPV requirements and monitoring

SUR10 New requirement to export individual aircraft tracks in appropriate formats

SUR13 Updated references for CAA guidance on changes to airspace design

RTOS New section defining remote tower optical systems requirements
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Glossary

Definitions

1. The following terms have been defined to remove any doubt about the meaning
of instructions in the text of this and associated documents. In CAA publications,
where a term is used, which is defined by ICAO in a relevant Annex or PANS
document, that definition will apply unless:

e the contrary is indicated; or

e there is a different definition in the Air Navigation Order or European
Regulations.

2. Suitable interpretations, where they exist, have been selected from national and
international documents. Some terms appear in more than one document and
sometimes have different meanings.

3. Terms that have not been annotated are those which have specific meanings
within the text and have been defined to avoid ambiguity or misunderstanding. In
some cases they are slight modifications of definitions in other documents.

A

Accuracy A degree of conformance between the estimated or measured value and
the true value. (ICAO)

Note: For measured positional data the accuracy is normally expressed
in terms of a distance from a stated position within which there is a
defined confidence of the true position falling.

Aerodrome A defined area on land or water (including any buildings, installations and
equipment) intended to be used either wholly or in part for the arrival,
departure and surface movement of aircraft. (ICAO)

Aerodrome Traffic Monitor An electronic display indicating the position and distance from touchdown
of arriving aircraft relative to the extended centreline of the runway in use.
It may also be used for other purposes. It is also known as the Distance
From Touchdown Indicator.

Aeronautical Fixed Service A telecommunication service between specified fixed points provided
primarily for the safety of air navigation and for the regular, efficient and
economical operation of air services. (ICAO)
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Aeronautical Ground Lighting

Any light specifically provided as an aid to air navigation, other than a
light displayed on an aircraft. (ICAO)

Aeronautical Information
Service

A service established within the defined area of coverage responsible for
the provision of aeronautical information and data necessary for the
safety, regularity, and efficiency of air navigation. (EC 549/2004)

Aeronautical Mobile Service

(Radio Regulations Section 2)

A mobile service between aeronautical stations and aircraft stations, or
between aircraft stations, in which survival craft stations may participate;
emergency position-indicating radio beacon stations may also participate
in this service on designated distress and emergency frequencies.
(International Telecommunications Union (ITU) Radio Regulations
Section 2 (RR S2)) (ICAO)

Aeronautical Mobile Station

A Station in the Aeronautical Mobile Service, other than an Aircraft
Station, intended to be used while in motion or during halts at unspecified
points. [Based on ITU RR S2, S7 & S3 and ICAO Annex 10 Volume I
Chapter 1]

Aeronautical Radio Station

A radio station on the surface, which transmits or receives signals for the
purpose of assisting aircraft. (ANO)

Aeronautical Station (RR S1)

A land station in the aeronautical mobile service. In certain instances, an
aeronautical station may be located, for example, on board ship or on a
platform at sea. (ICAQ)

Air-Ground Communication

Two-way communication between aircraft and stations or locations on the
surface of the earth. (ICAO)

Airspace Management

A planning function with the primary objective of maximising the utilisation
of available airspace by dynamic time-sharing and, at times, the
segregation of airspace among various categories of airspace users on
the basis of short-term needs. (EC 549/2004)

Air Navigation Services

Air traffic services; communication, navigation and surveillance services;
meteorological services for air navigation; and aeronautical information
services. (EC 549/2004)

Air Navigation Service Provider

Any public or private entity providing air navigation services for general
air traffic. (EC 549/2004)

Air Traffic

All aircraft in flight or operating on the manoeuvring area of an
aerodrome. (ICAO)

Air Traffic Control Unit

Air traffic control unit” means a unit of air traffic controllers established by
a person appointed by a person maintaining an aerodrome or other place
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in order to provide an area control service, an aerodrome control service
or an approach control service (ANO 2016)

Or

A generic term meaning variously, area control centre, approach control
unit or aerodrome control tower (Regulation (EU) 923 of 2012

(Standardised European Rules of the Air)).

Air Traffic Control Service

A service provided for the purpose of:
1. preventing collisions:
a) between aircraft, and

b) in the manoeuvring area between aircraft and obstructions;
and

2. expediting and maintaining an orderly flow of air traffic.

(EC 549/2004)

Air Traffic Flow Management

A function established with the objective of contributing to a safe, orderly
and expeditious flow of air traffic by ensuring that ATC capacity is utilised
to the maximum extent possible, and that the traffic volume is compatible
with the capacities declared by the appropriate air traffic Service
Providers. (EC 549/2004)

Air Traffic Management

The aggregation of the airborne and ground-based functions (air traffic
services, airspace management and air traffic flow management)
required to ensure the safe and efficient movement of aircraft during all
phases of operations. (EC 549/2004)

Air Traffic Services

The various flight information services, alerting services, air traffic
advisory services and ATC services (area, approach and aerodrome
control services). (EC 549/2004)

Air Traffic Service Equipment

Ground based equipment, including an aeronautical radio station, used or
intended to be used in connection with the provision of a service to an
aircraft in flight or on the ground which equipment is not otherwise
approved by or under the ANO 2016 but excluding:

any public electronic communications network; and

any equipment in respect of which the CAA has made a direction that it
shall be deemed not to be air traffic service equipment for the purposes
of Articles 205 and 206. (ANO)
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Airway A control area or portion thereof established in the form of a corridor.
(ICAO)

Altitude The vertical distance of a level, a point or an object considered as a point,
measured from mean sea level. (ICAO)

Annex ‘n’ The Annex number ‘n’ to the Convention on International Civil Aviation.

Application The whole system that provides the overall service to the user.

Application Software

The software part of the application, including data.

Approval

The approval, in writing, required under the ANO before a person can
provide an air traffic service.

Assurance Evidence Level
(AEL)

Assurance Evidence Levels (AELs) are allocated to software safety
requirements to identify the type, depth and strength of evidence that
must be made available from the software lifecycle for the equipment
approval process

ATS Message Handling
System (AMSH)

The set of computing and communication resources implemented by ATS

organisations to provide the ATS message handling service. (ICAO
Annex 10 Vol IlI)

Authorised by the CAA

An authorisation in writing that amplifies instructions and/or specifies
conditions of operation.

Automatic Terminal Information

The automatic provision of current, routine information to

Service . . .
arriving and departing aircraft throughout 24 hours or a
specified portion thereof:
1. Data link-automatic terminal information service (D-ATIS)
means the provision of ATIS via data link.
2. Voice-automatic terminal information service (Voice-ATIS)
means the provision of ATIS by means of continuous and
repetitive voice broadcasts.
(ICAO)
Availability The ability of a system to perform within specified limits a required
function under given conditions at a given time.
B
Barrier A barrier is a mechanism that constrains interference to an element. A
barrier has scope and strength. A barrier constrains rather than
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eliminates interference. Barriers tend to be orientated to protect from
inbound interference rather than prevention of outbound interference.

While the concept of protecting a communication path from interference
(e.g. corruption) is familiar (parity bit checks, checksums, etc. are all
barriers), applying the same concepts to the code is perhaps less
familiar. ‘Defensive code’ would be a partial barrier against interference
(e.g. software that checks the format/structure of inbound messages).
More complex barriers would typically be available from an Operating
System (e.g. providing protected memory).

Barricade

The set of barriers associated with a Software Architectural Unit that
protect the functions of a Software Architectural Unit from interference
from other Software Architectural Units.

Base Station

A land station in the land mobile service. (ITU RR S1)

Behavioural Attributes

Functional properties, Timing properties, Robustness, Reliability,
Accuracy, Resource usage, Overload tolerance. The relationship
between the Behavioural attributes is illustrated below:

Reliability (Integrity)

— Accuracy Integrity
— Timing Properties ——Integrity
Functional Properties—— Overload Tolerance —Integrity
— Resource Usage — Integrity
— Robustness ————Integrity
Blocking When a switching matrix cannot make an immediate connection between
any input and output it is said to be blocked. This may also be termed
‘limited availability’. The opposite of this condition is ‘non-blocking’ or ‘full
availability’.
(9

Chief Executive

The person with the ultimate authority and responsibility for all aspects of
the control, planning and organisation of the business.

Controlled Airspace

Airspace which has been notified as Class A, Class B, Class C, Class D
or Class E airspace. (ANO)

Contingency Equipment

Equipment which is used for business continuity purposes.

Correct

Free from fault.
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Note: This does not mean mathematically proven. Where Formal proof of
Correctness is required it is stated in the text.

D

Data Link Application

The implementation of data link technology to achieve specific ATM
operational functionalities.

Data Link Service

A set of ATM related transactions, both system supported and manual,
within a data link application, which have a clearly defined operational
goal. Each data link application is a description of its recommended use
from an operational point of view.

Data Link Service Provider

The organisation with overall accountability for the data link service. This
includes the operational requirements of the data link system.

Data Link System

The total set of component parts, equipment, software and protocols that
is required to provide the data link service.

Designated Operational
Coverage

Designated Operational Coverage (DOC) is that volume of airspace
needed operationally in order to provide a particular service and within
which the facility is afforded frequency protection. [ITU RR S]

The DOC is quantified by operational range in nautical miles and height
in flight level or feet above ground level and defines the limit of the
service area associated with the frequency assignment for a particular
service. See Radio Service Area.

Design notation

Any notation that has well understood (although not necessarily a
formally specified) semantics, which describes the structure or intended
behaviour of some aspect of a software system, either by graphical or
textual means, or both. Examples of design notations include data and
control flow diagrams, state transition diagrams, MASCOT or HOOD
diagrams, and decision tables. A high level programming language is
regarded here as a particular kind of design notation, although with the
special property that it can be compiled directly into executable code.

Distance From Touchdown
Indicator

See Aerodrome Traffic Monitor.

Duplex Operation

Operating method in which transmission is possible simultaneously in
both directions of a telecommunication channel. (ITU RR S26).

E
Element A unit of code. Units of code deliver functionality, which combines to
ultimately fulfil requirements. Typically one might think of elements as
procedures, tasks, objects etc.
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Elements are grouped together (with a barricade) to form AUs. An
element may belong to more than one AU.

Emergency Equipment

Equipment which is operationally independent of the Main and Standby
Equipment, rapidly available for use when required, and used exclusively
for the controlled shutdown of an Air Traffic Service in a safe manner.

Endorse Wherever the term ‘endorse’ is used in connection with safety regulation
matters this shall be taken to mean acceptance. It is not to be confused
with an ANO approval where formal methods have been applied to
secure acceptable regulatory confidence in the approval holder.

Equipment A non-specific term used to denote any product (which may be called by

a specific name) designed and built to perform a specific function as a
self-contained unit or to perform a function in conjunction with other units.
Units are physical hardware entities, possibly with software and firmware.

Equipment Categories

Fixed, Stationary, Vehicle, Portable and Hand Held.

Equipment Redundancy

The use of a combination of Main, Standby and Emergency equipment to
improve the overall system reliability and to ensure the continuity of
service.

Equipment Types

Transmitter, Receiver and Transceiver.

Error Detection

A process of testing for non-valid data, bit error or syntax, and addressing
problems or the event of an error being detected.

Error Rate The number of allowable errors detected within a specified time interval.
F
Failure A loss of function, or malfunction, of a system or part thereof. (JAR 25)

Fault Tolerance

The built-in capability of a system to provide continued correct execution,
i.e. provision of service as specified, in the presence of a limited or
specified number of equipment faults.

Fixed Equipment

Fixed equipment is that which is permanently installed at a specific
location with external connections for power supplies, antennas, audio
(microphone and loudspeaker) connections, e.g. Cabinet or rack
mounted equipment.

Function

A mode of action or activity by which software fulfils its purpose.

Functional Properties

The primary functional behaviour of the software.
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G

Ground-Ground
Communications

Two-way communications between or with ATS facilities located on the
surface of the earth.

Ground Visibility

The visibility at an aerodrome as reported by an accredited observer or
by automatic means. (ICAO)

Gust

The peak wind speed averaged over a 3 second period. (CAP746)

H

Hand Held Equipment

Equipment with integral battery, antenna, PTT key, microphone and
loudspeaker, designed to be operated whilst being carried in the hand or
worn on the body. Provisions may be made for external connections for
antenna, PTT key, microphone, headphone and external power supply or
battery pack and desktop cradle or mounting unit, which may enable it to
be classified in the Stationary Equipment Category.

Hazard

Any condition, event, or circumstance which could induce an incident.
(EU 1035/2011)

Hazard Analysis

A systematic investigation of the hazards posed by a system, in terms of
likely effects of system behaviour.

Heading The direction in which the longitudinal axis of an aircraft is pointed,
usually expressed in degrees from north (true, magnetic, compass or
grid). (ICAO)

Height The vertical distance of a level, a point, or an object considered as a point
measured, from a specified datum. (ICAO)

|

Identification The situation which exists when the position indication of a particular

aircraft is seen on a situation display and positively identified. (ICAO)

ILS — Category |

An ILS which provides guidance information from the coverage limit of
the ILS to the point at which the localiser course line intersects the ILS
glide path at a height of 60m (200 ft) or less above the horizontal plane
containing the threshold. (ICAO)

ILS — Category Il

An ILS which provides guidance information from the coverage limit of
the ILS to the point at which the localiser course line intersects the ILS
glide path at a height of 15 m (50 ft) or less above the horizontal plane
containing the threshold. (ICAO)
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ILS — Category llI

An ILS which, with the aid of ancillary equipment where necessary,
provides guidance information from the coverage limit of the facility to,
and along, the surface of the runway. (ICAQO)

Integrity That quality which relates to the confidence that can be placed in the
validity of the information provided by a system.
Interference Interference is defined as unintended (therefore undesigned) interaction

between elements (either within or between AUSs). Interfaces are known
as Designed Interactions. Undesigned interactions are synonymous with
interference.

Interference can be both inbound (i.e. interference to the elements from
the outside world) as well as outbound (i.e. interference from the
elements to the outside world). Elements are protected from interference
by barriers.

Sources of interference include:
Operating environment (EMC, Hardware faults etc.)

Mistakes made when following a design (or specification or requirement)
or additional behaviour added to a design, i.e. corrupt behaviour,
additional behaviour, omitted behaviour.

International Airport

Any airport designated by the Contracting State in whose territory it is
situated as an airport of entry and departure for international air traffic,
where the formalities incident to customs, immigration, public health,
animal and plant quarantine and similar procedures are carried out.
(ICAO)

L

Land Mobile Service

A mobile service between base stations and land mobile stations, or
between land mobile stations. (ITU RR S6)

Land Mobile Station

A mobile station in the land mobile service capable of surface movement
within the geographical limits of a country or continent. (ITU RR S3)

Land Station

A station in the mobile service not intended to be used while in motion.
(ITU RR 89)

Lines of Communication

A communications link which can be accessed at a particular operating
position. Selected lines of communication are those available lines which
have been selected by the operator for a particular mode of operation.

Luminance (L or B, Candela Metre—2) In a given direction at the point on a surface, is
the luminous intensity in that direction, of an infinitesimal element of the
surface containing the point, by the area of the orthogonal projection of
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this element on a plane perpendicular to the direction considered.
(Commission Internationale De L’Eclairage (CIE))

Luminous Intensity The luminous flux per unit solid angle in a given direction (candelas).
(ICAO)

Note: Luminous Flux is defined by CIE.

M

Main Equipment The terms ‘Main’ and ‘Standby’ are generally used to describe identical or
similar equipment, configured within a system to provide equipment
redundancy, in order to improve the overall reliability and to ensure the
continuity of service. The terms may also be applied to sub-equipment
and modules as well as facilities, functions and services.

Maintenance The preservation or restoration of the required system performance over
the system lifecycle.

MATS Part 2 The unit specific instructions to controllers produced by the Provider of
the Air Traffic Control Service.

May Used to indicate that the following clause is optional, alternative, or
permissive.

Mitigation Steps taken to control or prevent a hazard from causing harm and reduce
risk to a tolerable or acceptable level.

(0]

Operating System A program that controls the execution of application software and acts as
an interface to the underlying hardware platform.

Operational Control The exercise of authority over the initiation, continuation, diversion or
termination of a flight in the interest of the safety of the aircraft and the
regularity and efficiency of the flight. (ICAQO)

Operational Requirement The basic operational need in the aeronautical environment from the air
traffic service perspective.

Overload Tolerance The behaviour of the system in the event of, and in particular its tolerance
to, inputs occurring at a greater rate than expected during normal
operation of the system.

P

Portable Equipment Equipment with integral battery, antenna, PTT key, microphone and
loudspeaker, designed to be operated as a self contained unit either
whilst being carried or at a temporary location. Provisions may be made
for external connections for antenna, PTT key, microphone, headphone
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and external power supply or battery pack, which may enable it to be
classified in the Stationary Equipment Category.

Position Indication The visual indication, in non-symbolic and/or symbolic form, on a
situation display, of the position of an aircraft, aerodrome vehicle or other
object. (ICAO)

Position Symbol The visual indication in symbolic form, on a situation display, of the
position of an aircraft, aerodrome vehicle or other object, obtained after
automatic processing of positional data derived from any source. (ICAQ)

Power (of a radio transmitter) | The power of a radio transmitter can be expressed in terms of peak
envelope power (PX or pX), mean power (PY or pY) and carrier power
(PZ or pZ) according to the class of emission. The symbol ‘p’ denotes
power expressed in watts and symbol ‘P’ denotes power expressed in
decibels relative to a reference level. [Based on ITU RR S56]

Pre-existing software Any software that is not written specifically for a given application but is
obtained from other sources and is used either in source code or in object
code form. Typical examples of pre-existing software include operating
systems and database management systems. Commercial-off-the-shelf
(COTS) software is by definition pre-existing, although other sources of
pre-existing software exist, for example ‘free’ software published by
various organisations.

Primary Radar A surveillance radar system which uses reflected radio signals. (ICAO)
Private Business Radio Term used by Ofcom for Private land Mobile Radio and related services.
Private land Mobile Radio Radio equipment and systems in the Land Mobile Service used for the

exclusive benefit and solely in the interests of the licensee’s business as
opposed to Public Mobile Radio equipment and systems which are
provided commercially for use by others.

Proof Convincing evidence.

Note: This does not mean mathematically proven. Where Formal proof is
required it is stated in the text.

Provider (of an Air Traffic A legal person nominated by an aerodrome or other authority to provide
Service) an air traffic service. The Provider will usually be a legal entity such as a
company and it is to this entity that the ANO refers in the legal form of a

‘person’.

Q

QNH Altimeter sub-scale setting to obtain elevation when on the ground.
(ICAO)
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Qualitative Processes Those analytical processes which are subjective and non-numerical in
manner.

Quantitative Processes Those analytical processes which are numerical in manner.

R

Radar A radio detection device which provides information on range, azimuth

and/or elevation of objects. (ICAO)

Radar Approach An approach in which the final approach phase is executed under the
direction of a controller using radar. (ICAO)

Radar Clutter The visual indication on a situation display of unwanted signals. (ICAO)

Radar Separation The separation used when aircraft position information is derived from
radar sources. (ICAO)

Radial A magnetic bearing extending from a VOR/VORTAC/TACAN.

Radiation Shield A reflective radiation shield housing capable of protecting the internal
sensors from direct and reflected solar and terrestrial (long wave)
radiation and from precipitation. The shield shall provide adequate
ventilation and shall not represent a significant thermal mass.

Radio Service Area The Radio Service Area is that volume of airspace, bounded by the DOC
and a lower height limit within which communications of a specified
quality of service are provided.

An alternative to defining a lower height limit, where this cannot easily be
defined for the whole of the DOC, is to identify areas where the
communications quality of service is below that specified.

Reliability The ability of a system to perform a required function under given
conditions for a given time interval.

Report A documentary justification of a claim.

Reporting Point A specified geographical location in relation to which the position of an
aircraft can be reported. (ICAO)

Resource Usage The amount of resources within the computer system that can be used by
the application software.

Resources may include main memory of various categories (such as
static data, stack and heap), disc space and communications bandwidth,
and may include internal software resources, such as the number of files
which may be simultaneously open.
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Rigorous Argument A logically correct argument that is assumed to be mathematically
provable, but has not been proven.

Rigorous Inspection A careful examination of a design or program component to ensure that it
meets its requirements, is internally consistent and well formed, and
conforms to all necessary standards and procedures. The ‘Fagan’
technique is one well-known inspection technique that is noted for its
rigour.

Risk The combination of the probability, or frequency of occurrence of a
defined hazard and the magnitude of the consequences of the
occurrence. (British Standard BS 4778)

Risk Assessment Assessment to establish that the achieved or perceived risk is lower or
equal to an acceptable or tolerable level.

Robustness The behaviour of the software in the event of spurious (unexpected)
inputs, hardware faults and power supply interruptions, either in the
computer system itself or in connected devices.

Routine Maintenance Maintenance at regular periodic intervals, identified at the systems design
stage of equipment, functions, components etc., which are known to
cause or potentially cause degradation to the required system

performance.
Rule One of the rules of the ANO.
Runway A defined rectangular area on a land aerodrome prepared for the landing

and take-off of aircraft. (ICAO)

Runway Visual Range The range over which the pilot of an aircraft on the centreline of a runway
can see the runway surface markings or the lights delineating the runway
or its centreline. (ICAQO)

S

Safety Freedom from unacceptable risk of harm. (IEC 1508)

Safety Assurance Shall mean all planned and systematic actions necessary to afford
adequate confidence that a product, a service, an organisation or a
functional system achieves acceptable or tolerable safety. (EU
1035/2011)

Safety Assurance A document which clearly and comprehensively presents sufficient

Document/Safety Case arguments, evidence and assumptions that system hazards have been

identified and controlled for both engineering and operational areas to
demonstrate that a facility, facilities or organisation is/are adequately safe
in air traffic service requests.
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Safety Integrity (SI) The probability of a safety-related system satisfactorily performing the
required safety functions under all the stated conditions within a stated
period of time.

Safety Lifecycle The necessary activities involved in the implementation of safety-related
systems, occurring during a period of time which starts at the concept
phase of a project and finishes when none of the safety-related systems
are any longer available for use.

Safety Objective Shall mean a qualitative or quantative statement that defines the
maximum frequency or probability at which a hazard can be expected to
occur. (EU 1035/2011)

Safety Policy A safety policy is a declaration of a general plan of action set by the
authority of management.

Safety Regulatory Audit A systematic and independent examination conducted by, or on behalf of,
a national supervisory authority to determine whether complete safety-
related arrangements or elements thereof, related to process and their
results, products or services, comply with required safety-related
arrangements and whether they are implemented effectively and are
suitable to achieve expected results. (EU 1034/2011)

Safety Regulatory The requirements established by Community or national regulations for
Requirements the provision of air navigation services or ATFM and ASM functions
concerning the technical and operational competence and suitability to
provide these services and functions, their safety management, as well
as systems, their constituents and associated procedures. (EU
1035/2011)

Safety Requirement Shall mean a risk-mitigation means, defined from the risk-mitigation
strategy that achieves a particular safety objective, including
organisational, operational, procedural, functional, performance, and
interoperability requirements or environmental characteristics. (EU
1035/2011)

Secondary Surveillance Radar | A surveillance radar system which uses transmitters/receivers
(interrogators) and transponders. (ICAO)

Semi-Duplex Operation A method which is simplex operation at one end of the circuit and duplex
operation at the other. (ITU RR S27)

Shall (is to, are to, and must) The requirement or instruction is mandatory.

Should Means that it is strongly advisable that an instruction or action is carried

out, it is recommended or discretionary. It is applied where the more
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positive ‘shall’ is unreasonable but nevertheless a provider would need
good reason for not complying.

Sidetone A speech signal derived from the transmit path and fed back at a reduced
level to the receive path with negligible delay.

Simplex Operation Operating method in which transmission is made possible alternately in
each direction of a telecommunication channel, for example by means of
manual control. (ITU RR S25)

Situation Display An electronic display depicting the position and movement of aircraft and
other information as required. (ICAQO)

Software Software comprises the programs that execute in stored program digital
computers (including Programmable Logic Controllers). Software also
includes any data contained within the programs or held on external
storage media, which is necessary for the safe operation of the system.

Software may: be developed for a particular application; be re-used from
previous applications, with or without modification; have been obtained
from third party software suppliers (commonly called Commercial Off The
Shelf (COTS) software), e.g. database systems and operating systems or
be any combination of these three types of software.

Software Architectural Unit A software architectural unit is defined as a set of elements protected
against interference by a barricade, as illustrated below.

Barricade

| Interference

A point to note is that because different barriers protect against different
forms of interference it is entirely possible that the System may be
nominally partitioned into one set of software architectural units with
respect to one form of interference and into a different set of software
architectural units for another form of interference. A consequence of this

is that an element may belong to more than one software architectural
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unit e.g. an element may be adequately protected from corruption of input
data by the protocol implemented on the element’s interface, hence the
software architectural unit in this case is the element with the
implementation of the protocol as the barrier. Whereas the element’s
access to resources such as memory and CPU may be protected by the
operating System, which also provides the same protection to all the
other elements on the Equipment. Hence in this case the software
architectural unit is all the elements on the Equipment, with the operating
System acting as the barrier. See SW 01 Appendix A paragraph
SWO01A.18.

Software Error A software fault that has been triggered which results in the program
deviating from the design intent.

Software Failure The inability of a program to perform a required function correctly.
Software Fault A defect in the program code and the primary source of a software
failure.

Software Safety Requirements | Those requirements that define the safety behaviour of the software.
Each Software Safety Requirement is specified in terms of the
Behavioural Attributes.

Special Event A Royal Flight, an airshow, air rally, or other organised event requiring
the establishment of a temporary ATS unit.

Specification A precise technical definition of the required parameters or performance
to be achieved.

Standard Characteristics, methods, principles and practices that can be used to
satisfy a requirement. Standards may be international, national or
company internal Standards may be adopted by a regulated organisation
in response to a regulatory requirement provided that it is acceptable to
the regulator. The regulator may specify a standard to satisfy part or all of
a requirement.

Standby Equipment The terms ‘Main’ and ‘Standby’ are generally used to describe identical or
similar equipment, configured within a system to provide equipment
redundancy, in order to improve the overall reliability and to ensure the
continuity of service. The terms may also be applied to sub-equipment
and modules as well as facilities, functions and services.

Statement A claim.

Static analysis A means of determining certain properties of a program without executing
it on a computer. These properties may include aspects of functional

behaviour, timing and resource usage. Forms of static analysis include
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control flow, data flow, information flow, semantic and compliance
analysis which are defined elsewhere in these definitions.

Stationary Equipment Stationary equipment is that which is installed at a specific location with
external connections for power supplies, antennas, audio (microphone
and loudspeaker) connections, which is physically mounted such that it
can easily be moved once external connections have been released, e.g.
Desktop equipment.

Suitably Qualified Engineer An engineer with appropriate working experience on the equipment or
system, or has attended a manufacturer’s course or similar that covers
the areas necessary to provide a competent response / repair to restore

the service.
Surface Movement Control A surface movement control service using a two-way communications
Service facility for the control of vehicles on the manoeuvring area.
Surveillance Radar Radar equipment used to determine the position of an aircraft in range

and azimuth. (ICAO)

Surveillance Service Term used to indicate a service provided directly by means of an ATS
surveillance system. (ICAO)

System Failure The inability of a system to fulfil its operational requirements. Failure may
be systematic or due to a physical change.

System Self Test An automatic test procedure that ensures the system is free from error.

System Safety Requirements | Those requirements that define the safety behaviour of the System. Each
System Safety Requirement is specified in terms of the Behavioural

Attributes.

T

Temporary ATS unit An ATS unit established to provide a service associated with a Special
Event and normally comprising no more than 7 consecutive days of air
operations.

Terminal Control Area A control area normally established at the confluence of ATS routes in
the vicinity of one or more major aerodromes. (ICAQO)

Threshold The beginning of that portion of the runway usable for landing. (ICAO)

Timing Properties The time allowed for the software to respond to given inputs or to periodic

events, and/or the performance of the software in terms of transactions or
messages handled per unit time.
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Total service time The total service time for a (software) system is measured by adding
together the total time that each example of the system has been in
service (thus if 50 systems of the same type and model have been in
service without revealing any dangerous failures for two years, the total
operational experience can be regarded as 100 years or approximately
106 hours).

Touchdown The point where the nominal glide path intercepts the runway. (ICAO)

Note: ‘Touchdown’ as defined above is only a datum and is not
necessarily the actual point at which the aircraft will touch the runway.

Track The projection on the earth’s surface of the path of an aircraft, the
direction of which path at any point is usually expressed in degrees from
North (true, magnetic or grid). (ICAQ)

Transponder A receiver/transmitter which will generate a reply signal upon proper
interrogation, the interrogation and reply being on different frequencies.

Vv

Validity Sound or defensible. Executed with the proper formalities.

Vehicle Equipment Equipment designed for operation and permanent or temporary
installation in a vehicle with provision for external connections to vehicle
battery, antenna, PTT key, microphone and loudspeaker. Provisions may
be made for use of an external power supply or battery pack and desktop
cradle or mounting unit, which may enable it to be classified in the
Stationary Equipment Category.

Visibility Visibility for aeronautical purposes is the greater of:

the greatest distance at which a black object of suitable dimensions,
situated near the ground, can be seen and recognised when observed
against a bright background;

the greatest distance at which lights in the vicinity of 1000 candelas can
be seen and identified against an unlit background. (ICAO)

Note 1: The two distances have different values in air of a given
extinction coefficient and the latter b) varies with the background
illumination. The former a) is represented by the meteorological optical
range (MOR).

Note 2: The definition applies to the observations of visibility in local
routine and special reports, to the observations of prevailing and
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minimum visibility reported in METAR and SPECI and to the observations
of ground visibility.
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Abbreviations
A
AAA Airspace, ATM and Aerodromes
AAIB Air Accident Investigation Branch
ABS Anti-Blocking System
ACARS Aircraft Communications Addressing and Reporting System
ACC Area Control Centre
ADC Aerodrome Control
ADF Automatic Direction Finder
ADS Automatic Dependent Surveillance
AEL Assurance Evidence Level
AFPEX Assisted Flight Plan Exchange
AFIS Aeronautical Flight Information Service
AFTN Aeronautical Fixed Telecommunications Network
AGC Automatic Gain Control
AGCS Air Ground Communication Service
AGL Aeronautical Ground Lighting
AGL Above Ground Level
AIS Aeronautical Information Service
AltMOC Alternative Means of Compliance
AMC Acceptable Means of Compliance
AMHS ATS Message Handling System
ANO Air Navigation Order
ANSP Air Navigation Service Provider
AOC Air Operators Certificate
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APC Approach Control

ASL Above Sea Level

ASM Airspace Management

ASMI Aerodrome Surface Movement Indicator

ATC Air Traffic Control

ATCO Air Traffic Control Officer

ATCU Air Traffic Control Unit

ATFM Air Traffic Flow Management

ATIS Automatic Terminal Information Service

ATM Air Traffic Management, Aerodrome Traffic Monitor

ATN Aeronautical Telecommunication Network

ATS Air Traffic Service

ATSIN Air Traffic Service Information Notice

ATSU Air Traffic Service Unit

Cc

CAA Civil Aviation Authority

CAP Civil Aviation Publication

CAT Category

CCTV Closed Circuit Television

CIE Commission Internationale De L’Eclairage

CPDLC Controller Pilot Data Link Communications

CSu Categorisation and Status Unit

CVOR Conventional VHF Omni-directional Range

CW Carrier Wave

D

D8PSK Differential Eight Phase Shift Keying

D-ATIS Data Link Automatic Terminal Information Service
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dB decibel
DDM Difference in Depth of Modulation
DDS Data Display System
D/F Direction Finding
DFTI Distance from Touchdown Indicator (also known as Aerodrome Traffic Monitor)
DME Distance Measuring Equipment
DOC Designated Operational Coverage
DRACAS Defect Reporting, Analysis and Corrective Action
DVOR Doppler VHF Omni-directional Range
E
EASA European Aviation Safety Agency
ECCAIRS European Coordination Centre for Accident and Incident Reporting Systems
EMC Electro Magnetic Compatibility
Et llluminance Threshold
ETSI European Telecommunications Standards Institute
ESARR EUROCONTROL Safety Regulatory Requirement
EUROCAE European Organisation for Civil Aviation Electronics
F
FIR Flight Information Region
FIS Flight Information Services
FMEA Failure Modes and Effects Analysis
FMECA Failure Modes, Effects and Criticality Analysis
FPS Flight Progress Strip
FSR Forward Scatter Region
ft Foot (feet)
G
GFSK Gaussian Frequency Shift Keying
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GM Guidance Material

GMC Ground Movement Control

GMR Ground Movement Radar

GSR General Scatter Region

H

HF High Frequency

HMI Human Machine Interface

hPa Hectopascal

1

ICAO International Civil Aviation Organisation
IEC International Electrotechnical Commission
IFR Instrument Flight Rules

IISLS Improved Interrogation Side Lobe Suppression
ILS Instrument Landing System

IN CAA Information Notice

INS Inertial Navigation System

IRVR Instrumented Runway Visual Range
ISLS Interrogation Side Lobe Suppression
ITU International Telecommunication Union
kg Kilogramme

K

kHz Kilohertz

km Kilometre(s)

km/h Kilometres per hour

kt Knots

L

LCI Landing Clearance Indicator
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LDA Landing Distance Available
LVP Low Visibility Procedures
M
m Metres
MATS Manual of Air Traffic Services
Met Meteorology/Meteorological
METAR Aerodrome Routine Meteorological Report
MF Medium Frequency
MHz Megahertz
MID Middle point on a runway
MLS Microwave Landing System
MOD Ministry of Defence
Mod. Modulation
MOR Meteorological Optical Range
MSK Minimum Shift Keying
MTBF Mean Time Between Failure
MTBO Mean Time Between Outages
MTD Moving Target Detection
MTI Moving Target Indicator
MTTR Mean Time To Repair
N
NATS National Air Traffic Services Limited
NDB Non-Directional Beacon
NM Nautical Mile
NOTAM Notice To Airmen
(0]
Ofcom Office of Communications
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OPC Operational Control

OR Operational Requirement

P

PAPI Precision Approach Path Indicator

PBR Private Business Radio

PE Primary Echo

PES Proposed EUROCONTROL Standard

PFE Path Following Error

PFN Path Following Noise

PMR Private land Mobile Radio

Ppm Parts per million

PRF Pulse Repetition Frequency

PSR Primary Surveillance Radar

PSTN Public Switched Telephone Network

PTT Press To Talk

Q

QNH The pressure to be set on the sub-scale of an aircraft altimeter that would read
the aerodrome elevation if the aircraft were on the ground at that aerodrome
(ICAO Abbreviations and codes Doc. 8400)

R

R&TTED Radio and Telecommunications Terminal Equipment Directive

RAF Royal Air Force

RCS Radar Cross Section

RFFS Rescue and Fire Fighting Service

RPE Radiation Pattern Envelope

RPM Revolutions per minute

RSLS Receiver Side Lobe Suppression

RSS The Square-root of the Sum of the Squares
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R/T Radio Telephone or Radiotelephony
RTF Radio Telephone Facility
RVR Runway Visual Range
S
SARG Safety and Airspace Regulation Group
SARPs Standards and Recommended Practices (ICAQ)
SDM Sum of the Depths of Modulation
SERA Standardised European Rules of the Air
SES Single European Sky
Sl Supplementary Instruction, Safety Integrity
SID(s) Standard Instrument Departure(s)
SINAD (Signal + Noise + Distortion) / (Noise + Distortion)
SMGCS Surface Movement Guidance and Control System
SMR Surface Movement Radar
SRA Surveillance Radar Approach
SRATCOH Scheme for the Regulation of Air Traffic Controllers’ Hours
SSR Secondary Surveillance Radar
STP Stop end of a runway
SVFR Special Visual Flight Rules
T
TDZ Touch Down Zone (Runway)
THD Total Harmonic Distortion
TLS Target Level of Safety
TMA Terminal Manoeuvring Area
TOI Temporary Operating Instruction
u
UHF Ultra High Frequency
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uTcC Universal Co-ordinated Time

Vv

VCCS Voice Communications Control Systems
VCR Visual Control Room

VDF VHF Direction Finding

VDL VHF Digital Link

VFR Visual Flight Rules

VHF Very High Frequency

VOR VHF Omni-directional Range
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Directory

Content of this publication and proposals for change:
CAPG670 Editor, Future Safety,

Civil Aviation Authority (CAA) Safety and Airspace Requlation Group
Aviation House, Gatwick Airport South, West Sussex RH6 0YR

E-mail: CAP670editor@caa.co.uk

For general enquiries about ATS matters

Airspace, ATM and Aerodromes

CAA Safety and Airspace Regulation Group

1NE Aviation House, Gatwick Airport South, West Sussex RH6 0YR

Email: ats.enquiries@caa.co.uk

Regional office for ATS approvals, inspections, audits, etc

CAA Safety and Airspace Regulation Group
Airspace, ATM and Aerodromes
1NE Aviation House, Gatwick Airport South, West Sussex RH6 0YR

Email: ats.southern.regional.office@caa.co.uk
Tel: 01293 573330
Fax: 01293 573974

Regional office for ATS approvals, inspections, audits, etc
Airspace, ATM and Aerodromes

CAA Safety and Airspace Regulation Group

First Floor, Kings Park House, Laurelhill Business Park, Stirling FK7 9JQ
Scotland

Email: ats.northern.regional.office@caa.co.uk
Tel: 01786 457 400
Fax: 01786 457 440

Regulation of En-route ATS and ATC colleges

Airspace, ATM and Aerodromes
CAA Safety and Airspace Regulation Group
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1NE Aviation House, Gatwick Airport South, West Sussex RH6 0YR

For general enquiries, email: ats.enquiries@caa.co.uk

Development and implementation of ANS provider certification under the Single
European Sky (SES) Regulation

Airspace, ATM and Aerodromes
CAA Safety and Airspace Regulation Group
1NE Aviation House, Gatwick Airport South, West Sussex RH6 0YR

For general enquiries, email: ats.enquiries@caa.co.uk

Applications for Student ATC Licence and Air Traffic Controller’s Licence; FISO
licence; Air/Ground and Offshore Radio Operator’s Certificate of Competence

ATS Licensing Section
CAA Safety and Airspace Regulation Group
Aviation House, Gatwick Airport South, West Sussex RH6 0YR

Initial Medical Examinations and Renewals

Medical Department
CAA Safety and Airspace Regulation Group
Aviation House, Gatwick Airport South, West Sussex RH6 0YR

= CAA information about Single European Sky: www.caa.co.uk/ses

= CAA information about Interoperability: www.caa.co.uk/sesinteroperability

= Eurocontrol homepage: www.eurocontrol.int

= Europa homepage: www.europa.eu

= EASA homepage: www.easa.eu.int
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CAP 670 Part A: The Regulatory Framework

PART A
The Regulatory Framework

Introduction

In view of the timescales involved in updating a Civil Aviation Publication (CAP),
references in this CAP to EU Level Regulations may not be up to date and it is advised
that readers take note of any information promulgated via means such as CAP 670
Supplementary Amendments, CAA updates and website information as at
https://www.caa.co.uk/Commercial-Industry/Airspace.

The following three European Aviation Safety Agency (EASA) Air Traffic Management
(ATM) Implementing Rules are relevant to ATM/Air Navigation Services (ANS):

Commission Requlation (EU) No. 2015/340 the air traffic controllers’ (ATCO) licensing
and certification requlation;

Commission Requlation (EU) No. 1034/2011 on safety oversight in ATM and Air
Navigation Services (ANS); and

Commission Requlation (EU) No. 1035/2011 on common requirements for ANS
provision.

References to the earlier Regulations will be removed from promulgated material,
including CAP 670, related CAPs and web pages in due course. A major update to the
CAP will be undertaken to take account of Commission Regulation (EU) No. 2017/373
(ATM-IR), with expected date of applicability 2 January 2020 and changes associated with
Commission Requlation (EU) No. 2018/1139 (Basic Requlation).

CAP 670: Purpose

A1l CAA CAPs are based upon national and EU legislation and non-legislative
requlatory material, such as ICAO Standards and Recommended Practises.
They are published in order to provide UK industry with:

a) guidance and clarification on the means of achieving compliance with
global, UK and European regulatory requirements, and where applicable:

b) details of UK ‘Alternative Means of Compliance’, and

c) details of any additional national requirements, including CAA
administrative procedures.

Details of appropriate supporting administrative procedures are also included
where necessary.
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CAPs are subject to periodic revision to take account of changes to source
requlatory material, feedback from industry, and recognised best practice. CAP
670 provides guidance and clarification relating to ICAO Annex 10 and 11 (in
accordance with the CAA (Chicago Convention) Directions 2007, which requires
the CAA to ensure that it acts consistently with the obligations placed on the
United Kingdom (UK) under the Convention on International Aviation (Chicago
1944)), the Implementing Rules stated above and the discretionary powers
contained in the UK Air Navigation Order 2016 — and are to be read in
conjunction with this requlatory material.

Note: Non-inclusion of source requlatory material within this CAP does not
preclude the end user from either the need to be aware of, or the need to comply
with, the requirements contained within the source materials unless otherwise
exempted from those requirements.

It is the policy of the UK Government that, unless a difference or ‘Alternative
Means of Compliance’ (AItMOC) has been established, compliance is with
relevant international (i.e. ICAO and applicable equivalents such as International
Telecommunications Union) and European regulatory material is required to the
extent mandated in law. Additionally, compliance with national requirements that
are not addressed by international or EU regulations is also required.

The words ‘must’, ‘shall’ and ‘will’ indicate that compliance with applicable
requlatory requirements is necessary. In the case of AMC the word ‘should’
indicates that compliance is required, unless complying with an approved
AltMOC.

A2 Where the UK formally differs from any of the SARPs, those differences are
recorded in the UK Aeronautical Information Publication (AlIP).

A3 Attention is drawn to the SES Regulations, in particular the Common
Requirements, Interoperability and Service Provision Regulations.

A4 These Regulations must be read in conjunction with CAP 670 and other CAPs
related to the provision of ANS. As the Regulatory Framework is being
developed, the various CAPs will be amended to take into account the effects of
these Regulations.

A5 EASA was established by Commission Regulation (EC) No 1592/2002 and the
Agency received further competences in accordance with Regulation (EC) No
216/2008 (Basic Regulation). This established an extension to EASA’s
competency to include safety and interoperability of ATM and ANS resulting in
new EASA Implementing Reqgulations. The EASA website can be found at
www.easa.eu.

Note: Regulation (EC) No 216/2008 has been repealed by EC Reg No.
2018/1139
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A6

A7

A8

A9

A10

A11

Air Navigation Service Providers (ANSP) are subject to SES Certification and
Designation. Information on Certification and Designation can be obtained from
the CAA’s website at:

= https://www.caa.co.uk/Commercial-Industry/Airspace.

The provision of air traffic services and, where appropriate, the technical aspects
of services such as Operational Control (OPC), see paragraph A24, are
regulated by the United Kingdom Civil Aviation Authority Safety and Airspace
Regulation Group (UK CAA SARG).

CAP 670 Air Traffic Services Safety Requirements describes the manner in
which approvals are granted, the means by which Air Traffic Service (ATS)
providers can gain approvals and the ongoing processes through which
approvals are maintained. See also paragraph AS.

The material contained in this document highlights the requirements to be met by
providers of civil air traffic services and other services in the UK (as set out in
paragraphs A24 and A25) in order to ensure that those services are safe for use
by aircraft. In addition to requirements, the text offers explanatory notes
regarding compliance with the requirements.

Whilst the contents of the document may be of interest to other parties, this
document is addressed to ATS providers who are expected to demonstrate
compliance with applicable requirements either directly or through the provision
of safety assurance documentation, which may be in the form known as a safety
case. Any changes to the operations, service etc, should be assessed for
continued compliance with national and international requirements.

Note: Various EU and International Requlations and Standards may not be
limited to safety and can cover topics such as interoperability and performance
as well.

Where material produced by a third party (an equipment manufacturer, for
example) is submitted by an ATS provider in support of application for approval,
the provider must endorse the content.

CAP 670 Structure: Format

A12 Document control pages contain the title page, contents, amendment record
page and a checklist of pages.

A13 The Contents pages contain an overall list of contents for CAP 670 covering the
Glossary, Abbreviations, Directory and Parts A, B, C and D.

A14 The introductory matter contains a Glossary, list of abbreviations and Directory.

A15 Part A Requirements and the Regulatory Framework — this part.
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A16 Part B Generic Requirements and Guidance contains material which is
structured according to the subject matter, and organised into individual
documents within sections. The documents contain requirements,
recommendations and notes which are interpreted in the same way as those for
Part C.

A17 Part C Communication, Navigation, Surveillance (CNS), Meteorological and
Information and Alerting Systems contains individual documents, which are
structured into Part 1 Preliminary Material and Part 2 Requirements. The Part 1
typically contains an Introduction and Scope. The Part 2 typically contains
requirements and guidance material which are divided into:

= Safety objectives;
= Mandatory requirements which have to be satisfied;

» Recommendations with which compliance is desirable but may not be
appropriate in all situations;

= AMC; and

» Guidance and/or notes which provide additional information which may be
useful to providers. Annexes and appendices associated with individual
documents may also be used for guidance and notes.

A18 Part D Human Resources addresses Air Traffic Control (ATC) unit manning and
duty hours.
A19 Reference Numbering CAP670 contains references in round brackets after the

applicable text e.q. (123) as a means for the CAA to cross-reference against
ICAO Annex provisions, through an internal database. Numbering is not
sequential and not coded so nothing can be inferred from the number alone.
Consecutive requirements may have numbers many hundreds apart.

CAP 670 Structure: Supplementary Amendments

A20 CAP 670 Supplementary Amendments (SAs) will be issued to introduce urgent
or safety-critical changes to Regulatory Requirements where the routine
amendment cycle would not suffice, or to inform users of changes or
developments to Regulatory Requirements (typically EU regulations) and other
related standards such as International Civil Aviation Organization (ICAO)
SARPs in a timely manner.

A21 The CAP 670 Supplementary Amendment process will not replace the
consultation process as described at paragraph A51. Consultations will still take
place and will be made available at www.caa.co.uk/consultations.

A22 CAP 670 SAs will be incorporated into the main body of the document in a
suitable and timely manner.
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Scope

A23 Civil aviation in the UK is governed by legislation (principally European
legislation, and the ANO and its associated Rules of the Air Regulations) and
International Standards and Conventions (principally those published by ICAO
and EASA) with which the UK, as a State, has agreed to comply.

A24 The requirements contained in this document are applicable to Air Traffic
Services (defined in SES Regulations as Flight Information Services (FIS),
alerting services, air traffic advisory services and ATC services (area, approach
and aerodrome control services) provided to aircraft within the UK Flight
Information Region (FIR) and other airspace) for which responsibility has been
designated to the UK through international agreement.

A25 For requirements related to CNS/ATM Providers and Radio Communications
Services, reference should be made to the relevant pages in the ATS
Requirements Overview Page at: https://www.caa.co.uk/Commercial-
Industry/Airspace.

A26 Special arrangements may exist in the vicinity of the UK FIR boundary and in
respect of certain off-shore installations. ATS Service Providers to whom such
arrangements apply are expected to discuss their particular circumstances with
the appropriate Principal Inspector (ATM).

A27 The requirements in this document do not directly consider externally provided
services (such as public telephone/telecommunication services), but do
encompass the manner in which these services are used within an air traffic
service. It should be noted that such services, although external to the provision
of an air traffic service, may be subject to regulation by other parts of the CAA or
other agency.

A28 Externally supplied services are assumed to meet all relevant requirements and
Standards. It is the responsibility of the ANSP to ensure that the consequences
of safety related failures associated with externally provided data or services are
adequately considered and mitigated against.

A29 It should be noted that requirements described in this document may not apply to
all types of service. An overview of the requirements applicable to each service
is available on the CAA website at https://www.caa.co.uk/Commercial-
Industry/Airspace/. These pages provide a convenient reference point for service
providers and operators of various aeronautical radio stations in respect of the
major regulatory requirements and associated regulatory documents (including
CAPs) pertaining to their operations.
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Principles of Regulation

The Regulatory Framework

A30

A31

A32

A33

A34

A35

A36

A37

A38

The Civil Aviation Act established the CAA and provides the framework for its
regulatory powers. The UK State Safety Programme for the United Kingdom
provides a detailed CAP 670 Part A: description of the UK aviation safety
regulatory legal framework. The CAP is available at
https://www.caa.co.uk/Safety-initiatives-and-resources/How-we-regulate/UK-
State-Safety-Programme/.

Under the SES Framework Regulation (EC) No. 549/2004, Member States must
appoint a ‘National Supervisory Authority’ (NSA). The CAA has been appointed
as the UK NSA under the Single European Sky (National Supervisory Authority)
Regulations 2013 (SI 2013 No. 2620), available at:
www.opsi.gov.uk/si/si2013/uksi 20132620 en.pdf/.

Pursuant to Article 270 of the ANO 2016, the CAA is also the National Aviation
Authority (NAA) and the competent authority of the UK for the purposes of the
EASA Regulations, EU-OPS, Standardised European Rules of the Air (SERA)
and the ATM Common Requirements Regulation.

The Civil Aviation Act enables further legislation, ANO and General Regulations
to be made in order to permit the CAA to fulfil its regulatory obligations.

The ANO is presented by way of Articles and Regulations, each dealing with a
particular subject.

The CAA publishes CAPs that provide details of means of compliance with the
ANO Articles and EU Regulations which are acceptable to the CAA.

Civil ATS and technical elements of associated services are principally regulated
in the UK by the CAA. Regulation is achieved, as appropriate, through the grant
of Approval to equipment and systems, licensing and certification of personnel
and auditing and inspecting the subsequent systems and service provision.
However, this regulation is modified by SES related regulations, e.g.
Commission Regulation (EC) No. 1034/2011 on safety oversight in air traffic
management and air navigation services, which establishes a safety oversight
function concerning air navigation services, air traffic flow management (ATFM)
and Airspace Management (ASM) for general air traffic.

The CAA and EASA websites referred to in paragraph A3 and A4 should also be
consulted in respect of EU legislation.

Appendix A to Part A comprises a schedule of equipment to be regulated under
ANO 2016 Articles 205 and 206.
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Related Legislation

A39

A40

A41

A42

The requirements in this document are not intended to supersede or conflict with
statutory requirements, and therefore the obligation to comply with statutory
requirements remains. This includes compliance with European Regulations that
automatically become UK Law and European Directives that are enacted into UK
legislation before they become binding.

There are a number of new or revised pieces of European legislation planned in
the ATM and ANS domains that impact on ANSPs, including ATS Providers
(ATC and FIS units) and manufacturers of ATM equipment. The CAA will provide
information to ANSPs as details emerge, by the most appropriate means for the
matter to be conveyed;such-as CAAIrformationNotices,-Safety Notices-and
bulletins-published-on-the CAA-website.

Note deleted.

The Directory of this document contains useful website addresses that provide
information relating to SES and other European activities.

ATM CNS radio equipment first placed on the market after 12 June 2017 is
required to comply with the Radio Equipment Directive (RED) 2014/53/EU. The
RED aligned the previous Directive, the Radio and Telecommunication Terminal
Equipment Directive (1999/5/EC (R&TTED), with improved market surveillance
and quality of conformity assessments. Guidance on the application of the RED
for ATM CNS can be found at the following websites:

= The European Telecommunications Standards Institute: https://www.etsi.org/

= European Commission RED 2014/53/EU:
https://eur-lex.europa.eu/legal-
content/EN/TXT/PDF/?uri=CELEX:32014L0053&from=EN

Requirements and Guidance Material

A43

Ad4

A45

A46

The CAA regulates civil aviation in the UK in order to ensure that high safety
standards are set and achieved in co-operation with those regulated whilst
minimising the regulatory burden.

This objective is achieved by providing the industry with requirements and
guidance material to aid the assessment of initial and ongoing compliance with
those requirements by Service Providers.

The CAA will continually review its published aviation safety requirements and,
where practical, re-state them in terms of the objective that is to be achieved.

This process, subject to the effects of EU legislation, may result in many
currently prescriptive requirements being expressed as a safety objective. Many
safety objectives will be accompanied by one or more methods of compliance
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A47

A48

which are acceptable to the CAA (commonly referred to as AMC). ATS Providers
will be at liberty to utilise an AMC or an alternative solution of their own choice
provided that it is demonstrated that the safety objective is achieved.

It should be noted that not all of the requirements in this document have been re-
stated in objective terms.

Existing approval holders must recognise that these requirements may be
changed from time to time on grounds of safety, potentially necessitating re-
approval. A reasonable period of prior notification would normally be given in
such circumstances.

Requirements Capture

A49

Requirements capture is the process of identifying a need for new or amended
requirements and may be triggered by:

= Ad Hoc Comments and Formal Consultation on CAP 670

* |nternational Obligations: Changes to ICAO SARPs related to the provision of
ATS.

= UK and European Legislation: Changes to UK Legislation, EU Regulations
and EU Directives, directly or indirectly related to the provision of ANS.

= CAA SARG Policy and Strategy: Changes to the scope of regulation or the
indication of the CAA SARG position on a particular issue. Re-drafting of
existing requirements into Objective Based Safety Requirements.

= ATS Environment: Monitoring the ATS environment, by means of analysing
safety reports or other mechanism, to identify safety risks.

= |ndustry Demand: ATS Providers may wish to bring into service systems or
equipment, or to implement procedures, for which no applicable requirements
currently exist.

= New Technology: Introduction and developments of new technology in the
provision of ATS.

Requirements Production

A50

Requirements production includes the authorisation and drafting of requirements,
internal review processes, consultation and publication. The consultation process
is briefly outlined in the following section. As part of the requirements drafting
process, the requirements author may draw on any appropriate additional
expertise both from within the CAA and externally.
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Requirements Consultation

A51 A procedure has been established for the Formal Consultation process and the
management of ad hoc comments for CAP 670 in accordance with Group and
Departmental Procedures and the SARG Code of Practice. With the exception of
editorial changes and requirements or guidance material that needs urgent
promulgation, all other material is subject to the Formal Consultation process. Ad
hoc comments and those received during the Formal Consultation process will
be considered by the authors of the requirements and responses prepared as
necessary. Where appropriate, changes will be incorporated into an amendment
to CAP 670.

A52 This consultation process does not apply to EU Regulations that become law
directly and automatically, once published in the Official Journal of the European
Union (OJEU) and which are not Directives. Such EU Regulations are subject to
EU level consultation processes.

Formal Consultation

AS53 The CAA invites comments on proposals that may have an impact on the
provision of ATS in the UK, or on the organisations that provide those services.
Once the necessary stages of the CAA internal development and production
process have been completed, the consultative material is published on the CAA
website to allow consideration by a notified date that marks the end of the
consultation period. This Formal Consultation process enables comments on
proposed changes to be made by individuals and industry prior to the effective
date of the changes. Any documents currently under review as part of the Formal
Consultation process may be accessed by following the link to the CAA website:
www.caa.co.uk/consultations.

A54 Formal notification of consultations can be received by subscribing to receive
Skywise, as described in paragraph A62.

A55 As far as possible, the CAA will alert industry to EU level consultation processes.
This may use the Skywise mechanism.

Ad hoc Comments

A56 Ad hoc comments on the material in this or other regulatory requirements that
relate to the provision of ATS may be submitted at any time by e-mail to the
editor at ats.documents@caa.co.uk.

Publication of Requirements and Guidance Material

A57 At the end of the consultation process, requirements and guidance material,
incorporating any changes that are considered appropriate following the
consultation period, are published in CAP 670 as an amendment to the
publication. CAP 670 is published in electronic (pdf) format and may be
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downloaded from the CAA website at www.caa.co.uk/cap670. A printed version
may be purchased from the CAA’s printers if required; contact details can be
found on the inside cover to this document.

A58 In certain circumstances an amendment to CAP 670 may be issued as a CAP
670 Supplementary Amendment (SA). SAs are available on the CAA website at
www.caa.co.uk/publications.

A59 Amendments should be incorporated into CAP 670 on receipt, in accordance
with any Amendment Instructions, and an entry made in the Amendment Record
Page as confirmation that the publication has been updated. The effective date
of the amendment should be taken to be the date of publication unless a different
date is prescribed. If so, this will be indicated clearly. An example of where this
might happen would be publication of requirements in advance of their taking
effect in order to allow ATS Providers time to introduce appropriate
arrangements.

A60 All changes to the text from the previous version are identified by the use of
underlining. The date of publication on each page is also amended and reflected
in the List of Effective Pages. Where the only changes needed are to the
headers and footers, such as page numbering, the date of publication will need
to be revised, but underlining will not be used.

Amendment Notification Service for Published Documents
A61 Deleted.

AB2 Alerts of new or amended content for published CAA documents are available
through the Skywise website and app, which also can provide information on
news, safety alerts, consultations, rule changes and airspace amendments.

Regulation of Air Traffic Services and Air Traffic Service

Facilities
ANO
AB3 A consolidated unofficial version of the current issue of the ANO is available on

the CAA website at www.caa.co.uk/cap393.

Introduction

A64 International standards and regulations are in force which States are required to
implement. ICAO Annex 11 Air Traffic Services requires the CAA to implement a
programme that ensures that a Safety Management System (SMS) is used at all
ATS units.

AG5 It is a legal requirement under the European Commission Regulations for ANSPs
providing ATC or FIS to operate an SMS. The SES Regulations also apply in this
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regard to CNS providers operating navigational aids such as Non-Directional
Beacons (NDBs).
Requirements

A66 An Applicant for an Approval under the ANO shall demonstrate that all safety
issues within the provision of an ATM service have been addressed in a
satisfactory manner (77).

Process and Regulatory Methods for Demonstrating Safety Adequacy

General

A67 Regulation of civil ATS and technical elements of associated services is
achieved through the grant of Approval to equipment and systems, licensing and
certification of personnel, and auditing and inspecting the subsequent systems
and service provision.

A68 The term ‘approval’ is used generically in the following descriptions to mean any

relevant form of regulatory approval, certification or grant of a licence.

Approval of a Safety Management System

A69 Before an ATS Provider is regulated under an SMS regime, the supporting
documentation must be accepted by the appropriate CAA Principal Inspector
ATM).

A70 Following submission, the SMS descriptive and supporting documentation will be
reviewed and the Service Provider advised whether it is acceptable or not. Any
areas that are deficient will be identified. The time taken to review the document
will depend upon its complexity. If the documentation is not acceptable, the
Service Provider should make amendments to address the identified deficiencies
and resubmit as necessary.

A71 An acceptable SMS should address all the principles described in CAP 670 Part
B, Section 1, APP 01 and will document the strategies by which the stated
objectives are to be achieved.

A72 In association with the implementation of an SMS it is necessary to carry out an
analysis of the safety significance of existing systems and to demonstrate that
they satisfy the current safety requirements of both the CAA and those set out in
the unit's SMS. This is usually presented in the form of safety assurance
documentation.

A73 When the CAA’s representative is satisfied that the SMS and safety assurance
documentation provide acceptable assurance that the facility is and will continue
to be operated safely, the Service Provider will be granted approval to operate in
accordance with its SMS. The approval process is now subsumed into the
certification process required under SES regulations.
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Safety Management System Regulatory Method

A74

A75

A76

ATT

The primary point of contact between an ATC Service Provider and the CAA is
the Regional Office (RO). The Principal Inspector (ATM) will be the focal point for
all correspondence with the Air Traffic Control Unit (ATCU) or En-Route and
Terminal Control Centres in respect of regulatory matters (e.g. the issue of
approvals, maintenance of approvals, safety cases, safety management issues
and auditing arrangements).

The RO staff, supported by other CAA Departments as appropriate, are
responsible for gaining assurance that all appropriate regulatory requirements
are being implemented by ATCUs and that the resulting ATS is safe. This will
normally be achieved through audits of the ATCU and of the overall provision of
air traffic control services, and of any changes to those services or supporting
facilities.

The RO staff are responsible for regulating issues associated with ATS
personnel licensing, the audit of ATCUs and the associated SMS and, in co-
ordination with other appropriate sections of the CAA, responding to issues of
immediate safety concern.

Organisational audits are normally conducted over a two-year cycle, such that all
requirements are checked over a two-year period. The ROs may, however,
implement additional audits, checks, and examinations as considered necessary
to address areas of regulatory concern. These activities will include audits of
individual projects and changes to the unit, and the sampling, normally on an
annual basis, of the ATCU Controller Unit Competence Scheme (UCS). The
scope of the audit and its outcome will be influenced by a variety of factors
including the robustness of the SMS demonstrated at previous audits, the
complexity of the ATCU under consideration and the extent or significance of any
changes that are taking place.

Note: Requirements relating to the ATCO UCS and other ATCO licensing issues
are contained in Commission Regulation (EU) No. 2015/340 the air traffic
controllers’ (ATCO) licensing and certification regulation with additional UK
guidance material (GM) in CAP 1251 Air Traffic Controllers — Licensing.

Regulatory Processes

A78

A79

The mechanism for the regulation of ATC units at aerodromes and En-Route and
Terminal Control Centres subject to Certification and Designation processes in
respect of EU Regulations.

When an ATCU is satisfied that its SMS is sufficiently developed and that its
implementation will result in a service that continues to be safe for use by
aircraft, the unit should submit the SMS and any associated documentation to
the CAA for assessment (1740).
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A80

A81

A82

A83

If the SMS is assessed as satisfactory it will be deemed to be ‘accepted’ and the
unit will be authorised to operate in accordance with the procedures and
processes in its SMS. After a suitable period of SMS operation, during which
time the unit will be gathering evidence of the application of the SMS and
recording the results of applying the relevant processes, the CAA will conduct a
baseline audit. The initial baseline audit may involve an assessment of the SMS
on a line-by-line basis.

If the baseline audit finds that the SMS meets the relevant requirements and that
the application of the SMS is resulting in the provision of an ATC service that is
safe, the unit will be required to operate in accordance with its SMS. If the SMS
implementation is considered not to be appropriate with respect to one or more
of the key criteria, additional guidance will be provided.

Subsequent audits will be conducted by the CAA on a routine basis over a two-
year cycle, and in some cases, in response to safety-related changes that take
place at the unit.

Safety regulatory audits will consider the operational, engineering and
management aspects of the unit. Audits will focus on the safety assurance
documentation and processes associated with steady state operation of the unit,
and on any changes to the operation or associated equipment. An audit report
will be written by the CAA auditor(s) and will be forwarded to the management of
the unit concerned. The unit management will be invited to respond to the
findings of the report. Follow-up action will be agreed as necessary between the
auditor and the unit.

Documentation Required by the CAA

A84

A85

A condition of Certification and Designation in accordance with European law
and/or UK CAA Approval will be that documentation describing the unit SMS be
made available to the CAA by the ATS Service Provider within a reasonable
period of the request being made. Copies of certain documents will be required
to be lodged (and maintained by the submission of any amendments) with the
CAA. Other documents may not be required to be lodged in full with the CAA but
notification of their issue or amendment may be required, and submission of the
full document made on request.

The following list gives an indication to Service Providers of the documentation
that may be requested by the CAA. It should be noted that this list is not
definitive or exhaustive and that not all units will utilise all of the documents
listed. Specific requirements will be determined by the unit SMS and the
documentation that is generated by the management processes and will be
agreed with the RO.

»= The unit SMS and corporate SMS if appropriate
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= The Unit Safety Case (USC)

Note: ATC units may develop a USC in advance of being requested to do so by
the CAA if it forms part of their SMS arrangements.

= the unit MATS Part 2
= the unit engineering procedures
= Safety Assurance documentation to include:

= [Information about safety-related changes to the unit (see paragraph A94 to
A98)

= Documentation relating to changes to ATS procedures (Supplementary
Instructions (Sls), Temporary Operating Instructions (TOIls) etc.)

= Safety Assessments and Hazard Analyses associated with changes to the
operation

= |nternal safety investigation reports associated with aviation safety reporting
in accordance with Regulation (EU) No 376/2014 on the reporting, analysis
and follow-up of occurrences in civil aviation, or carried out as a result of
safety related events that are not required to be reported and/or have not
been reported to the European Coordination Centre for Accident and
Incident Reporting Systems (ECCAIRS), but have been reported through an
internal reporting process

= Minutes of meetings at which safety-related matters are discussed (e.g.
ATC technical or engineering committees, or Safety Management Working
Groups, if such groups are established)

» Internal safety audit reports, reviews, surveys or reports, together with
records of actions taken to address resulting recommendations

= Reports of internal audits of the SMS for compliance or effectiveness.

A86 The provision of this documentation will enable the CAA to maintain the
assurance required that the ATS Provider has a robust and effective SMS. It
should be noted that the documentation required by the CAA is likely to be
produced as part of the unit's own safety management processes or other
regulatory reporting requirements.

A87 The ROs will establish local arrangements with individual units to determine the
specific documents required and the method of submission.
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Change Notification Requirements

A88 In accordance with Commission Regulation (EC) No. 1034/2011 (The Safety
Oversight Requlation), Article 9, ‘Organisations’ are required to notify the CAA of
all planned safety related changes to their functional systems.

A89 Commission Regulation (EU) No. 2015/340 the air traffic controllers’ (ATCO)
licensing and certification regulation also requires that changes to Training
Organisations training plans, training courses and competency schemes are
notified to the CAA (ATCO.OR.B.015 Changes to the Training Organisation).
Details on Training Organisation changes and the notification of such changes to
the CAA are contained in CAP 584 Air Traffic Controllers — Training.

A90 Full details on the types of changes that are to be notified to the CAA and the
notification process is available on the CAA web site at the following link:

Change Management and Change Notification Process

A91 Deleted.

A92 Deleted.

A93 Deleted.

Audit Philosophy

A94 The purpose of a regulatory audit is to assess the robustness and effectiveness
of the SMS in providing a service that is safe for use by aircraft. This is achieved
by ensuring that the operational and management processes and procedures
deliver a service that is safe. It also permits assurance to be gained that any
safety related change is exposed to a structured hazard/risk assessment process
in order to ensure that the change can be implemented whilst maintaining the
service that is being provided at an acceptable level of safety.

A95 A regulatory audit takes a sample of the unit’s operation. From the audit results,
assurance is gained as to the likely safety of the entire ATS provided by the unit.
Additional confidence that the sampled elements of the unit reflect the overall
safety performance of the unit is gained over a number of consecutive audits of
different areas of activity.

A96 The audit will assess whether the SMS addresses relevant safety issues in order
to discharge the safety accountabilities of the Service Provider. The SMS is the
principal vehicle by which the Service Provider demonstrates its competence as
an organisation to provide a service that is safe for use by aircraft (as required by
Certification, Designation or Approval). See also paragraphs A80 to A83.

A97 Following completion of the audit, the ATC unit management will be provided
with a report detailing the findings. The unit management will be invited to
respond to the findings in the report.
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A98

Completion of agreed follow-up actions are overseen by the RO. Regular or ad-
hoc meetings will be arranged between the ATCU management and the RO to
discuss audit findings, general follow-up actions and specific issues such as
safety assurance and SMS developments.

Change of Provider of Air Traffic Control Services

A99

A100

A101

A102

At some licensed aerodromes the ATC services are provided by contractors.
Occasionally the contractor will change and the Aerodrome Licensee will wish
the transition to be as seamless as possible, while maintaining high levels of
safety, particularly if continuous operations are to be provided. Aerodrome
Licensees are reminded of their responsibilities under the ANO 2016 to secure
the aerodrome and airspace especially during the changeover of Providers of
ATC. The importance of the contract with their chosen ATC Provider cannot be
understated: Licensees may wish to assure themselves that appropriate
arrangements are in place to cover the transfer of ATC services to an alternative
Provider and that ownership of the MATS Part 2 is addressed.

The Aerodrome Licence and the Approval or Designation to provide ATS are
granted by the CAA. In all cases an ANO Approval or Designation to provide
ATC services must be granted by the CAA before operations by the new
Provider can commence. The new Provider must also have been Certificated in
accordance with SES Regulations by the appropriate NSA.

When the change of Provider of ATC services involves a hand-over/takeover by
a replacement company or organisation, the outgoing Provider has the following
responsibilities:

= Agree with the incoming Provider a transition plan which addresses aspects of
requirements that will need to be actioned by the incoming Provider, taking
particular note of training and familiarisation issues.

= Allow mutually agreed access to the incoming Provider prior to handover.

* Provide the incoming Provider and the CAA, well in advance of the handover
date, detailed information on equipment and facilities to be handed over within
the terms of any change of contract.

» Make relevant documentation available to the incoming Provider which may
affect the safety of the service provided after the handover.

Note: This does not necessarily mean documentation which may be considered
the ‘intellectual property’ of the incumbent. It would however be relevant to
maintenance documentation and instruction manuals for equipment to be
transferred and used by the incoming Provider.

If the nominated incoming Provider is from a replacement company or
organisation, the CAA will need to be informed of the approval requirements
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A103

A104

A105

A106

A107

based on the submission of the detail of all aspects of the proposed operation of
the new company or organisation, including opening times of control positions,
staffing levels, management structure and support staff.

The CAA will ask the incoming Provider to submit the following, usually to a
specified time scale:

= A transition plan which addresses all aspects of requirements that will need to
be actioned with the outgoing Provider, including training and familiarisation
issues.

= A list of controllers, details of their licences, together with any necessary
requests for exemptions to full licensing requirements and justification for
same.

= Details of all equipment and facilities to be used to support the air traffic
control service.

= All documentation required for the approval of the service provision.

The incoming Provider should give the CAA as much notice as possible of the
takeover of service provision (851).

The CAA will agree a programme with the incoming Provider for the following:

= On-site training for all licensed and other operational staff. The training will
need to include a period of operational familiarisation in cooperation with the
outgoing Provider.

» Presentation of all operational staff for examination or assessment to the CAA.
These examinations include oral examination and written examination as
required and cover all aspects of local knowledge and use of equipment. At
the appropriate time practical examinations will also need to be conducted.

If the agreed timescale for the above items is not achieved, it is possible the CAA
will apply restrictions to the proposed operations or require that a new approval
process is followed.

The aerodrome licensee has responsibility for making sure that, on satisfactory
completion of the items above and compliance with any other notified
requirements, the incoming Provider holds the relevant NSA Certification,
Designation and Approval(s) for the provision of ATC services as required by the
ANO and EU Regulations.
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Appendix A to Part A: Schedule of Equipment to be regulated under the
ANO 2016 Articles 205 and 206

Communications systems used to communicate with aircraft or
vehicles/personnel operating on the aerodrome including any Voice
Communications Control Systems (VCCS), Very High Frequency (VHF) / Ultra
High Frequency (UHF) R/T transmitters and receivers and antennae).

Systems associated with broadcast services (for example Automatic Terminal
Information Service (ATIS) / Meteorological Information for Aircraft in Flight
(VOLMET)) including VHF transmitters/antennae and the message
preparation or generation equipment.

Radar transmitter/receiver equipment including data processing and display
equipment and dependent elements (e.g. Airport Movement Area or radar-
based runway incursion detection systems).

Direction Finding receiver and associated processing and display equipment.

Instrument Landing System (ILS) equipment and associated monitoring and
control systems.

Instrumented Runway Visual Range (IRVR) equipment and associated
monitoring and control systems.

Microwave Landing System (MLS) equipment and associated monitoring and
control systems.

NDB equipment and associated monitoring and control systems.

Distance Measuring Equipment (DME) equipment and associated monitoring
and control systems.

VHF Omni-directional Range (VOR) equipment and associated monitoring
and control systems.

Data processing and communications equipment used for ATM messaging
such as On-Line Data Interchange, the Aeronautical Fixed Telecommunication
Network (AFTN) and flight data processing systems (e.g. flight progress strip
printers). Regulation to be limited to gaining assurance of data integrity only.

Recording and replay systems, consistent with UK obligations under ICAO
Annexes 11 and 13.

Alarm/alerting systems not covered above.

Information display systems such as general information displays and Closed
Circuit Television (CCTV). Regulation to be limited to gaining assurance of
data integrity only and applied only where safety-related information is
displayed.
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= Any other specific item or class of equipment/system deemed to be safety-
related and used to support the provision of an air traffic service. These items
or classes of equipment/system are to be promulgated in CAP 670.
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PART B
Generic Requirements and Guidance

Introduction

B1 The generic requirements and guidance material in Part B have been organised
into individual documents within sections under the categories of ATS
Certification/Designation/Approval, Air Traffic Control, Systems Engineering and
General.

Scope

B2 The ‘APP’ documents in Section 1 ‘ATS Certification, Designation and Approval’
cover the gaining and maintenance of SES Certification and Designation,
Approval of an ATCU and approval (if appropriate) of maintenance
arrangements.

B3 The ‘ATC’ documents in Section 2 ‘Air Traffic Control’ cover the areas of
temporary ATCUs, support systems and facilities, documentation and
emergency or contingency facilities.

B4 The documents in Section 3 ‘Systems Engineering’ provide regulatory objectives
for safety assurance for ATS systems and ATS equipment comprising hardware
and software elements.

B5 The ‘GEN’ documents in Section 4 ‘General cover a number of miscellaneous
subjects comprising guidance on the safeguarding of ATS operations including
possible degradation of radio signals due to the presence of wind farms (wind
powered turbine generators), the technical safeguarding of radio sites consisting
of the two processes of physical protection and radio spectrum protection and
operational trials.
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PART B, SECTION 1
ATS CERTIFICATION, DESIGNATION AND APPROVAL

APP 01: Safety Management Systems

Introduction

APPO01.1 International standards and regulations (ICAO and EU) applicable to the UK
require the CAA to ensure that a SMS is used at all ATS units.

APPO01.2 The EU Regulations also apply in this regard to CNS Service Providers. This
includes units operating navigational aids such as NDBs.

APPO01.3 Where approval under the ANO is required, it is the responsibility of the Service
Provider to satisfy the CAA that the system under consideration will be safe for
use by aircraft and satisfies all appropriate requirements throughout its lifecycle.

APPO01.4 This applies both to initial approval and any subsequent changes to the
approved system.

APPO01.5 The mandatory nature of SMS components depends upon the latest version of
EU Regulations and, where applicable, ANO Requirements, which can be
accessed via the ATS Requirements Overview pages
(https://www.caa.co.uk/Commercial-Industry/Airspace) and the CAA website
(www.caa.co.uKk).

APPO01.6 Additionally, information for organisations regarding SMS can found at the
following CAA webpage: www.caa.co.uk/SMS.

Scope/Applicability

APPO01.7 The scope and applicability of SMS requirements depends on the latest versions
of EU Regulations which can be accessed via the ATS Requirements Overview
web pages at:

https://www.caa.co.uk/Commercial-Industry/Airspace.

Rationale

APPO01.8 The prime responsibility for the safety of an ATM service rests with the Service
Provider. Within the overall management of the service, the Service Provider has
a responsibility to ensure that all relevant safety issues have been satisfactorily
dealt with, and to provide assurance that this has been done.

APPO01.9 Safety management is that function of service provision, which ensures that all
safety risks have been identified, assessed and satisfactorily mitigated. A formal
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and systematic approach to safety management will maximise safety benefits in
a viable and traceable way.

Safety Objective

APPO01.10 The overall safety objective is to ensure that all safety issues within the
provision of an ATM service have been addressed in a satisfactory manner, and
to a satisfactory conclusion.

Note 1: ATC Documentation specific compliance details related to TOI, Sl and
CAP 493 MATS Part 1 are given in CAP 670, Part B, Section 2 ATC 02.
Guidance on the hazard and risk assessment of changes that may impact upon
airspace is available from the CAA. Guidance may be sought from the relevant
Regional Office.

Note 2: Pending any revision or updates to the CAA SMS guidance (available at
www.caa.co.uk/SMS), this note is included: The results of any internal Safety
Surveys should be assessed for safety significance (938). The CAA is to be
informed of any items of Safety Significance that are not notified in accordance
with Regulation (EU) No 376/2014 (939).
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APP 02: Maintenance Arrangements

Introduction

APPO02.1 Maintenance arrangements will normally be considered as part of the SMS
acceptance or approval as part of the Certification and Designation process. The
relevant Engineering Inspector will give guidance on the approval of
maintenance arrangements applicable to a specific unit.

Safety Objective

APPO02.2 Equipment maintenance arrangements are adequately safe to ensure ATM
facilities remain fit for purpose (1685).

Acceptable Means of Compliance

APP02.3 The ATS Provider should detail the maintenance arrangements employed at the
ATS facility (1686).

APPO02.4 Acceptance of the detail will facilitate Approval (normally as part of the SMS) of
the maintenance arrangements.

APPO02.5 As mentioned in the paragraphs above, the detail will normally be presented as
part of the SMS, any approval being included in the ATS Unit approval or as an
Exposition leading to the granting of a dedicated approval certificate, as
determined by the appropriate Regional Inspector ATS (Engineering).

Note: The term ‘maintenance’ includes the operation, regular maintenance,
repair, modification, overhaul and decommissioning of ATS equipment.

APPO02.6 The responsibility for the safety adequacy lies with the person in charge of the
ATS facility (1687). Where any or all maintenance is carried out by
subcontractors on behalf of the person in charge, any safety argument written by
the subcontractor shall be considered as if endorsed by the person in charge
(1688).

Person Responsible for the Safety Adequacy of Maintenance
Arrangements

APPO02.7 To ensure compliance with the safety objective, the person in charge shall
consider the safety implications of the organisation structure and its maintenance
tasks (1689).

APPO02.8 The person in charge is defined as the person who meets the following criteria:

= [s a legal entity in charge of the equipment being maintained.
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= Has the technical competence to understand the maintenance arrangements
issues.

» Has the authority to act should changes be necessary to any of the
maintenance arrangements.

APPO02.9 The equipment or systems of interest are only those relating to ATM facilities.

Typical Aspects for which Safety Adequacy should be
Considered

Formal Control of Documentation

APP02.10 The person in charge should consider whether documents are traceable and
endorsed by the organisation (1690). Typical methods of ensuring this cover
inclusion of:

» Organisation Name and Business Address.

= Document Title.

= Date.

= Signed authorisation of document by person in charge.
= Reference Number.

= Amendment record.

General Organisational Aspects
APP02.11 Statements on safety adequacy should include the following subjects (1691):
= QOrganisation Chart (incl. interfaces and aerodrome licence holder).
= Key personnel:
= Terms of reference.

= Responsibilities (including responsibility to consider safety aspects of
organisational changes) and the associated accountabilities.

= Authority to act.

= Description of method for considering safety aspects for additional equipment
or changes to existing equipment.

Documentation Arrangements

APP02.12 Statements on safety adequacy should include the following subjects /
documents (1692):
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= Responsibility for control of documentation, including amendments and out of
date versions.

= Reference documents held or readily available, e.g. CAP 393 (the ANO), CAP

670, ICAO Annexes.

» Local documents in use, e.g.:

Log books.

Maintenance programme.
Maintenance schedules.
Modification records.

Equipment handbooks.

= Staff instructions:

Safety adequacy of the arrangements or procedure for:
Taking equipment out of service.

Returning equipment to service.

Issuing a NOTAM.

The control of removable archival media (CAP 670, Part C, Section 1 COM
01 refers).

The action to take in the event of an aircraft accident.

The conduct of flight checks.

The control of access to sites established for the purpose of ATS provision.

= Documentation for software version control.

Maintenance Arrangements

APP02.13 The safety adequacy of the following arrangements should be considered
(1693):

= Assurance that all Safety related ATM facilities are covered, including:

= QOrganisation responsible for each level of maintenance.

= Frequency of maintenance for each equipment, i.e. daily, weekly etc.

= [evel of maintenance.
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Selection and control of contractors/subcontractors, including declaration on
disclosure of information obtained during inspections or audits by the CAA to
the person in charge. It is the responsibility of the person in charge to ensure
that the subcontractor is capable of carrying out the maintenance to a
satisfactory standard and where appropriate of providing the necessary
ongoing support.

Programme of preventative maintenance.

Flight checking arrangements, including:

= Person responsible for the control of flight checking.
= Equipment subject to regular flight calibration checks.
= External agency carrying out flight checks.

= Programme of checks applicable.

= [|nstructions to staff for the conduct of flight checks and analysis of the
results.

= Person responsible for notifying the CAA of delays or failures of flight
checks.

= Description of records of preventative maintenance, faults, repairs and
modifications.

= Use of maintenance schedules.
= Records of readings produced.

= The production of commissioning (baseline/red) figures and the need to
notify the CAA of changes to these figures, particularly ILS monitor
parameters.

= Modification control and authorisation, and approval.

= Engineering on call and call out arrangements.

Maintenance Support Arrangements

APP02.14 The safety adequacy of the following arrangements should be considered
(1696):

Service Agreement with any third party providing maintenance or installation
services.

Definition and control of any pertinent critical and sensitive areas.

Spares policy; where necessary expand for individual systems or equipment.

Spares storage.
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Test equipment policy, provision, control, calibration and review.

Equipment and System configuration control; build state, modular serial
number and modification status.

Physical and technical safeguarding of radio installations.
Radio sites protection from electrical interference.
Workshop facilities.

Service level agreements for external services.

Competency of Personnel

APP02.15 The safety adequacy of the following arrangements should be considered
(1697):

Number of staff committed to maintenance and repair programme.
Staff certification schemes and policy.

Staff qualification, competence, specialisation and recency.

Staff training policy and plans.

Staff training and competency records.

Supervision of ATS contracted staff.

Note: Reference should be made to Commission Regulation (EU) No.
1035/2011 Annex 2, paragraph 3.3, Safety Requirements for engineering and
technical personnel undertaking operational safety related tasks.

Personal Technical Certificates

APP02.16 In the absence of an alternate and accepted competency scheme the
Personal Technical Certificate (PTC) scheme will apply (1698).

APP02.17 ANSPs using the PTC scheme are still required to comply with Commission
Regulation (EU) No. 1035/2011 Annex 2, paragraph 3.3, Safety requirements for
engineering and technical personnel undertaking operational safety related
tasks.

APP02.18 PTCs are issued to appropriate engineering personnel (1699).

Group Rating

APP02.19 The certificates specify the equipment that an individual is qualified to maintain
(1700). The certificates are authorised by the Regional Inspector based on an
individual’s training and experience.
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Table of Group Types

R/T Comms and/or Ground-Ground Comms

Data Comms

Recorder Systems R/T

Recorder Systems Radar

ILS

MLS

DVOR/VOR

NDB

DF

DME

IRVR

Primary Radar Sensor

Secondary Radar Sensor

Radar Displays and Processing

General Data Processing and Computer Techniques

CCTV

Type Rating

APP02.20 The certificates also detail specific equipment types an individual is competent
to maintain. It is the responsibility of the senior engineer at a particular location to
assess and certify competence on specific equipment. Where staffing may be at
the level of one individual, the Regional Inspector may certify competence.

APP02.21 Specific equipment ratings also include the maintenance actions an individual
is competent to perform. The following maintenance levels will be specified
(1701):

= Level 1 Front panel maintenance including switching and lamp or fuse
changing.

» Level 2 In depth preventative maintenance, problem solving and repair and
authority to return to service.

= Level 3 Major overhaul and refurbishment.
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APPO02.22 Specific equipment type ratings are location dependent.

Proficiency Record

APP02.23 Provision is made in the certificates for a record of an individual’s proficiency.
This may be used to record how often an individual performs maintenance duties
on specific equipment and/or lapses in competency on specific equipment.

Inspections and Audits

APP02.24 The Adequacy of Maintenance Arrangements will be subject to audit by CAA
representatives from the Regional Office (ATS) or the En-Route Regulation
section as appropriate (1702).
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APP 03: The Certification and Designation of an ANSP
organisation as required by the EU Regulations

Introduction

APPO03.1 This Section refers to the Certification and Designation of ANSPs, specifically
ATC, FIS and CNS organisations. It does not refer to the Certification and
Designation of AIS and MET organisations, which are dealt with by CAP 779
(Regulation of Aeronautical Information Services) and CAP 782 (Regulation of
Aeronautical Meteorological Services). CNS organisations are required to be
Certificated but not Designated.

Application Process

APPO03.2 The ‘Certification and Designation’ area of the CAA website provides details of
the application process including application instructions, an application form,
guidance, a questionnaire, a Compliance Matrix and details of the EU
Regulations.

APPO03.3 Applicants should visit https://www.caa.co.uk/Commercial-Industry/Airspace.

Designation

APPO03.4 Certificated ATC, FIS and CNS organisations are required to be designated by
the CAA in order to provide services in the UK. Providers of MET services may
be designated but typically those providing aerodrome meteorological reports will
not.

Maintaining Certification and Designation

APP03.5 The organisation providing ATC, FIS, Communications, Navigation or
Surveillance services shall inform the CAA immediately, in writing, when they are
unable to meet any of the following terms or conditions of Certification or
Designation:

= continued compliance with the relevant EU Regulations;
= compliance with UK Designation Requirements;

or when:

= the service is being terminated;

= the Certification is no longer required or Designation is no longer valid.
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APPO03.6 The organisation providing ATC, FIS, Communications, Navigation or
Surveillance shall inform the CAA of changes that could affect the validity of the
Certification or Designation.

APP03.7 Although CAP 670 in general deals primarily with safety and interoperability
related aspects of service provision, ANSP organisations are reminded that
Certification and Designation includes security, contingency plans, quality
management and finance. Consequently, the changes to be advised to the CAA
include all of these elements.

APP03.8 The Compliance Matrix is used in maintaining ANSP certification. All UK ANSP
organisations are expected to ensure that their Compliance Matrix remains
current and accurate. The Compliance Matrix will be used by the CAA in the
design of CAA oversight audit activity and is recognised as facilitating an ANSP’s
internal oversight activity.

ATS Regional Office and En-Route and College Regulation
Responsibilities

APPO03.9 ATS RO are responsible for overseeing the compliance of ANSPs at aerodromes
in the UK. En-Route and College Regulation (ER&CR) is responsible for
overseeing the compliance of the En-Route Organisation. Included in this task
are personnel licensing aspects, inspection and auditing of organisations and the
approval of equipment and procedures in the provision of air navigation services.

APP03.10 The CAA regulatory oversight teams are based in three areas: Southern RO at
Gatwick and the Northern RO at Stirling, with En-Route and College Regulation
(ER&CR) located at Aviation House, Gatwick.

APP03.11 The CAA will become involved at an early stage in any application to become
Certificated as an ANSP or to become Designated as a Service Provider in the
UK. This involvement will continue throughout the life of the Certificated and/or
Designated organisation.

Ongoing Compliance: Commission Regulation (EU) No.
1035/2011 Common Requirements

APP03.12 Once an ANSP is certified against Commission Regulation (EU) No.
1035/2011, the ANSP becomes subject to oversight by the CAA as the
Competent Authority in compliance with Commission Regulation (EU) No.
1034/2011 Safety Oversight in ATM and ANS.

APP03.13 In each calendar year the CAA establishes an audit programme based on an
assessment of the risks associated with the operations of each organisation.
Over a two-year cycle the audit programme seeks to ensure that UK ANSPs are
able to demonstrate compliance with Commission Regulation (EU) No.
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1035/2011. Audits may cover the complete scope within one or multiple audit
visits.

APPO03.14 In addition, information is required by the CAA’s Consumer and Markets
Group (CMG) in accordance with Commission Regulation (EU) No. 1035/2011;
this information covers annual financial reports, audited accounts and evidence
of adequate insurance cover.

APP03.15 Audits will be based on the current Certification Compliance Matrices held by
the CAA and therefore it is essential that these are maintained up to date.

Compliance Matrix Requirements

APP03.16 Certificated ANSPs should establish methods, through their Quality
Management System processes or otherwise, to ensure their Compliance Matrix
is regularly reviewed and amended where necessary in order to reflect their
current compliance status. It is recommended that such a review is conducted at
least annually. However, the frequency with which compliance is reviewed
should be commensurate with the degree of operational, and where appropriate,
organisational change that individual ANSPs are experiencing. ANSPs are not
required to routinely submit amended Compliance Matrices to the CAA. Instead,
and as part of its planning process for the conduct of compliance audits, the CAA
will request current versions through its ROs as required. The scope and conduct
of the compliance audit will be determined, in part, by the statements contained
in the Compliance Matrix. The Compliance Matrix may also be used by ANSPs to
direct internal audit arrangements, to assist with audit scoping and planning and
to provide assurance of compliance with minimum regulatory intervention.

APP03.17 Where ANSPs have been certified to provide bundled services, i.e. ATS, AIS,
MET or CNS, audits will be undertaken by appropriate CAA lead auditors.

APP03.18 Regulatory oversight visits by CAA inspectors will also include ATCO
Licensing assessments, competency, etc.

ANSP Reporting Requirements: Commission Regulation (EU)
No. 1035/2011

APP03.19 All UK ANSP organisations must be able to provide annual reports of their
activities to the satisfaction of the CAA. Further information can be found on the
CAA’s Certification and Designation web pages under
https://www.caa.co.uk/Commercial-Industry/Airspace and by following the link to
‘ANSP Certification — the Economic and Financial Requirements’.
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Regulatory Oversight Audits: Commission Regulation (EU) No.
1034/2011

APP03.20 Oversight audits provide the CAA with satisfactory evidence of compliance
and the opportunity to recommend and track improvement or corrective actions.
Audit findings are detailed on individual report forms and incorporated into an
overall report at the end of each oversight audit.

Corrective Actions: Commission Regulation (EU) No.
1034/2011

APP03.21 Where the CAA detects trends that may indicate that an ANSP is not in
compliance with the Common Requirements, the CAA is obliged to seek an
agreement for corrective actions in accordance with Commission Regulation
(EU) No. 1034/2011.

APPO03.22 Itis the responsibility of the ANSP to determine corrective actions. The time
frame for implementation of the actions shall be agreed with the UK CAA.

APP03.23 Where the CAA is not satisfied that corrective actions are being completed
within the agreed timescales, the CAA has the power to vary, revoke, or suspend
ANSP certificates. A variation may specify conditions that will place restrictions
on the provision of services. Any conditions specified in a variation will be
considered for removal when the CAA is satisfied that the required regulations or
requirements are met.

APP03.24 ANSPs should be aware of provision in respect of enforcement of EU
Regulations. Details of the relevant Statutory Instrument is available from:
http://www.legislation.gov.uk/uksi/2013/2874/pdfs/uksi 20132874 en.pdf.

Oversight of Changes to Functional Systems: Commission
Regulation (EU) No. 1034/2011

APP03.25 Changes to functional systems shall be subject to oversight by the CAA, in
accordance with Commission Regulation (EU) No. 1034/2011.

Safety Directives: Commission Regulation (EU) No. 1034/2011

APP03.26 A Safety Directive will be issued in the event that the CAA determines the
existence of an unsafe condition requiring immediate action. The Safety Directive
will identify the unsafe condition, the affected system, the required actions and
rationale, the time limit for compliance, and the date of entry into force. Where
appropriate, the Safety Directive will be forwarded to other NSAs, the
Commission, EASA and EUROCONTROL.
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Additional Information

APP03.27 An ANSP organisation objecting to any decision by the CAA to reject an
application, to grant it in terms other than those requested by the applicant or to
vary, suspend or revoke a Certification or Designation, may, under Regulation 6
of the CAA Regulations 1991, request that the case be decided by the CAA.

APP03.28 Nothing in this document exempts any person from complying with any other
relevant legislation (such as the Health and Safety at Work Act, Building and
Planning Regulations) pertaining to the provision of facilities or the installation of
equipment.

APP03.29 The CAA reserves the right to require an ANSP organisation to install any
equipment or facilities or to apply any conditions or procedures, subject to any
limited discretionary powers under EU Law, not specifically mentioned in this
publication.
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APP 04: Temporary ATC Units

Introduction

APPO04.1 This document takes into account the following:
= The short-term nature of the need.

* The requirement for flexibility. It is recognised that some special events
comprise helicopter operations only, others comprise fixed wing operations
only and some are a combination of both.

*= The need to achieve suitable levels of safety at reasonable cost.
APPO04.2 All Air Traffic Controllers are to be appropriately licensed and validated (88).

APPO04.3 The applicability of EU Certification and Designation requirements to particular
temporary ATC Units will be determined by the appropriate ATS RO.

APPO04 .4 In this document it is assumed that there will be no night operations. If the
applicant expects that there may be night operations then this must be clearly
indicated on the initial application (89). The CAA will indicate any extra
requirements after due consideration.

APPO04.5 Exceptionally, the CAA may grant one Approval to cover a number of events at
the same location throughout the year, e.g. a racecourse. Any contractual
arrangements between the applicant and the organiser(s) of the events must
have been concluded at the time of application. When one Approval has been
granted to cover all the events at a single venue for the year, a Condition will be
that the same Provider, location of the VCR, facilities etc. are used on each
occasion.

General

APPO04.6 A person seeking approval for the temporary provision of an Air Traffic Control
Service must give a minimum of 90 days notice (90).

APPO04.7 This document defines the requirements of the CAA. Further information
regarding the conduct of special events may be obtained from the following
documents:

= CAP 403 Flying Displays — A Guide to Safety and Administrative
Arrangements.

= Aeronautical Information Circular published prior to the commencement of
each season.
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= CAP 168 Licensing of Aerodromes.
= CAP 1251 Air Traffic Controllers — Licensing.

Staffing Requirements (Ref: CAP 670 Part D, Section 1)

APPO04.8 Applicants are urged to enter into early discussions with the appropriate ATS RO
for information and guidance, particularly if they consider they will be unable to
comply with any aspects of the Scheme for the Regulation of Air Traffic
Controllers’ Hours (SRATCOH).

Communication (Ref: CAP 670 Part C, Section 1)

APP04.9 The CAA will consider such factors as the ambient noise levels affecting the
ATCU and the complexities of the task. Applicants should pay particular attention
to the following:

= The proximity of aircraft operations and especially helicopter operations.
= The noise caused by air conditioning units.
* The establishment of ‘commentary positions’ within the ATC unit.

= The use of the ATC unit for other tasks such as collection of landing fees, pilot
briefing etc.

Surface Wind Indication (Ref: CAP 670 Part C, Section 4)

APP04.10 Proof will be required that the displays have been calibrated recently by a
person competent to perform the calibration.

APP04.11 Sensors: The sensor(s) should be located to comply with the CAA’s current
siting and exposure requirements as described in CAP 670, Part C, Section 4
MET (92).

APP04.12 A less stringent requirement employing sensors and well-positioned
windsleeve(s) may be acceptable. Windsleeves should be positioned on the
aerodrome so as to be visible from all directions (93), they should be free from
the effects of any disturbances caused by nearby objects (94) and they should
be sited so that at least one sleeve is visible from each take-off position (95).
Windsleeves must meet the requirements of EASA Certification Specifications
for Aerodromes Design (CS ADR K.490) for those aerodromes that fall within the
scope of EASA or otherwise CAP 168 Licensing of Aerodromes (96). The
applicant must submit diagrams showing the layout of sensors/windsleeves on
the aerodrome (97).
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Pressure Setting Information (Ref: CAP 670 Part B Section 2)

APP04.13 The stated accuracy levels may be relaxed for special events. Proof will be
required that the equipment has been calibrated together with any correction
table by a person competent to perform the task.

Visual Control Room (Ref: CAP 670 Part B, Section 2, ATC 01)

APP04.14 Some mobile and temporary VCR windows are prone to problems associated
with reflections and condensation. Applicants should pay particular attention to
the avoidance of such problems (98).

MATS Part 2 (Ref: CAP 670 Part B, Section 2, ATC 02)

APP04.15 A MATS Part 2 containing local instructions is to be prepared (99). All such
instructions shall be clear, unambiguous and in a logical order (100).

APPO04.16 A title page shall be used to identify clearly the unit, location and event to
which the instructions relate (101).

APP04.17 A contents page is required (102). Section dividers are to be provided to
emphasise different groups of information for quick reference (103).

APP04.18 The Provider is required to lodge a copy of the unit's MATS Part 2 with the
CAA (104) together with the application for Approval (105).

APP04.19 The Provider shall ensure that the MATS Part 2 is current and accurately
reflects the procedures at that unit for that particular event (106).

APPO04.20 If the MATS Part 2 differs in any way from previous submissions the Provider
is to indicate clearly the variations and the reasons for them (107).

APP04.21 Any charts, diagrams, maps or schematics included in the MATS Part 2 shall
be identical to those submitted to aircrew as part of their briefing documents
(108).

APP04.22 Any letters of agreement applicable to the event shall be included in a
separate section marked ‘Letters of Agreement’ (109).

APP04.23 Blank pages are to be marked ‘Intentionally Blank’ (110).

APPO04.24 Particular care should be taken to ensure the correctness of any telephone
numbers connected with a particular event. In the interests of easy and effective
amendment the applicant may deem it appropriate to place relevant telephone
numbers on a clipboard as well as in the MATS Part 2.

APPO04.25 Instructions applicable to any ‘feeder sites’ which are associated with the
event shall be submitted as part of the unit MATS Part 2 (111). If any such site is
positioned at an airfield which already has an approved ATC unit the TOI for the
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‘feeder site’ unit's MATS Part 2 shall also be forwarded simultaneously with the
Special Event unit’s instructions (112).

Watch Log (Ref: CAP 670 Part B, Section 2, ATC 02)

APP04.26 An Air Traffic Control watch log shall be maintained in accordance with CAP
493 MATS Part 1 (113).

Other Documents (Ref: CAP 670 Part B, Section 2, ATC 02)

APP04.27

In addition to the MATS Part 2 the minimum further documents to be held on

the unit are as follows:

CAP 493 Manual of Air Traffic Services Part 1 (114).

Approval of Air Traffic Control Units (CAP 670 Part B, Section 1, APP 03)
(845).

CAP 403 Flying Displays — A Guide to Safety and Administrative
Arrangements (846).

NOTAM and AlCs pertinent to the unit and its operation (847).
Any briefing material supplied to participating pilots/aircrew (848).

Any other document required by the CAA or by another relevant authority or
body, as directed (849).

CAP1251 Air Traffic Controllers — Licensing.

Note: Documents available at operational positions may either be in printed or

electronic form, providing that appropriate method(s) for maintaining power

availability to the electronic system and display have been implemented.

Other Records

APP04.28 The initial application must give an estimate of the total number of proposed
aircraft movements for the event including an approximate breakdown according
to type (i.e. fixed wing, rotary wing, balloon etc) (115). Within 90 days after the
event the actual number of aircraft movements by day and type is to be
forwarded to the CAA (116).
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PART B, SECTION 2
AIR TRAFFIC CONTROL

ATC 01: ATC Support Systems and Facilities

Note: This document should be read in conjunction with document IAS Information
and Alerting Systems (Part C Section 5 Information and Alerting Systems).

Operations Rooms

Operational Positions

ATCO01.1 The Air Traffic Control operational requirement will dictate which, and how many,
operational Air Traffic Control positions are required to enable a unit to provide a
service for the safe and efficient conduct of flight. The CAA must be satisfied that
the type and number of operating positions is adequate. Providers of Air Traffic
Control services will have to take into consideration the requirements of the
Scheme for the Regulation of Air Traffic Controllers’ Hours.

ATCO01.2 The volume of traffic to be handled and the complexity of operations will
determine the number of control positions appropriate for the unit. The
circumstances in which the responsibilities of more than one sector/position are
combined into one operational position (known as bandboxed operations) and
the procedures to be followed shall be fully documented.

ATCO01.3 The equipment and layout of operations rooms must be ergonomically designed
to assist the staff in their task (8).

ATCO01.4 Positioning of Visual Display Units should take into account any reflection or
glare which is likely to affect the visibility and therefore the usability of the
equipment (9).

ATCO01.5 Operational support equipment is any equipment or facility used by a controller in
the course of his operational duties. Examples of such equipment are aerodrome
lighting control panels, data displays, surface wind/IRVR/met displays. Providers
shall notify the CAA when operational support equipment is installed, modified or
removed (10). This action is to be taken whether or not the facilities require
Approval under other Articles of the Air Navigation Order or Commission
Regulation (EU) No. 1035/2011 The Common Requirements Regulation (11).

Information Systems

Serviceability Indicators
ATCO01.6 There must be either:
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* An indicator showing the serviceability status of any navigation or approach
aid provided for the use of aircraft flying to or from the aerodrome (20), or

* A method of communicating with the engineer responsible for the
serviceability of such equipment (21). This method of communication is to be
detailed in the MATS Part 2 (22).

Display of Meteorological Information

ATCO01.7 A display clearly showing current and relevant meteorological information shall
be provided (12). As a minimum this should comprise surface wind and direction,
atmospheric pressure and where turbine aircraft operate, air temperature.

ATCO01.8 Suitable training in the use of meteorological equipment and their associated
displays must be provided (1744).

Display of Surface Wind Indication

ATCO01.9 Control positions are to be equipped with surface wind indicator(s)
simultaneously showing speed and direction (13). Where control positions are
adjacent it may be possible to share displays.

Display of Pressure Setting Information

ATCO01.10 Pressure measurement equipment or a method of obtaining the pressure
setting (16) from an indicator displaying the pressure setting are to be provided
(17).

ATCO01.11 Suitable training in the use of meteorological equipment must be provided if
meteorological information is not provided by a third party meteorological data
service provider (1744).

Display of Temperature Information

ATCO01.12 Control positions are to be equipped with a display showing the outside air
temperature at aerodromes where turbine-engine aircraft routinely operate.

Visual Control Room (VCR)

ATCO01.13 The VCR shall be sited so as to permit the controller to survey those portions
of the aerodrome and its vicinity over which he exercises control (23). The most
significant factors contributing to adequate visual surveillance are the siting of
the tower and the height above ground of the VCR.

ATCO01.14 Providers should consider the impact of control tower building developments
on other CAA requirements such as those of the aerodrome licence (e.g.
safeguarding).

ATCO01.15 Providers must safeguard the view from an existing VCR from obstruction
(24). The view from an existing VCR might be obstructed because of poor site
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selection, an extension of the manoeuvring area or by the construction of
buildings close to the control tower.

ATCO01.16 When informed of proposals which may affect the view from the control
positions the Provider shall identify operational and functional requirements.
From these, safety requirements can be drawn up which will ensure the
controllers’ view remains unhindered as described above. In setting these safety
requirements Providers should consider such things as:

= Sight lines from the VCR following the proposed changes.

= The ability of controllers to observe crucial areas of operations such as the
runways, taxiways, approaches and circuits.

= The ability to observe the smallest size of aircraft commonly using the
aerodrome.

= The ability to observe unusual circumstances or emergencies e.g. wheel fires.

ATCO01.17 The use of electronic aids such as SMR or CCTV to enhance the view from
the VCR will only be considered for approval in exceptional circumstances.

ATCO01.18 Reflections in the VCR glass and sun or lamp glare through the windows are
to be kept to a minimum (25).

ATCO01.19 Positioning of Visual Display Units should take into account any reflection or
glare which is likely to affect the operation of the equipment (26). This is
particularly important in the VCR.

ATCO01.20 Glare-proof shades or blinds which can be raised or lowered may be required
for windows.

ATCO01.21 VCR operating positions must permit optimum visibility of ground and air
operations’ azimuth and elevation (27) whilst allowing the controller to refer
easily to all the information on display (28).

ATCO01.22 Siting of working positions within the VCR will primarily be determined by the
location of the tower in relation to the manoeuvring area, the most frequently
used runway and the approach direction. Secondary considerations are
simultaneously occupied operating positions and their functions (control of
arriving and departing traffic against ground movements, the clearance delivery
position, operation of the lighting panel, etc).

ATCO01.23 A pair of binoculars is required (29). Additional pairs may be required for other
operational positions in the Visual Control Room.

Furniture

ATCO01.24 Control room layout should be such that controllers at operational positions
are able to operate without distracting one another (30). Staff should be able to
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use a normal speaking voice when talking to one another, using R/T or
telephones irrespective of aircraft or other noise (31).

ATCO01.25 Desks and equipment should provide satisfactory working conditions for each
controller and assistant and facilitate liaison between them (32).

ATCO01.26 Facilities to accommodate manuals and documents, and display information
such as NOTAM, weather and royal flights are to be provided (33). Information of
a more permanent nature such as instrument approach procedures,
topographical maps, telephone and emergency check-lists is to be conveniently
located about the position (34).

Noise

ATCO01.27 Ambient noise levels within operations rooms should equate to the ‘quiet
office’ environment (35) (approximately 50 dB(A) — source ‘Noise Abatement’ by
C.Duerden,1972; Butterworth).

Lighting

ATCO01.28 Suitable minimum or non-glare lighting shall be provided to allow the controller
to read and record information (36).

ATCO01.29 Lighting in the VCR must be arranged so that it does not diminish the ability of
the controller to survey the aerodrome and its vicinity at night (37).

ATCO01.30 Operational lighting should be variable in intensity and direction for maximum
flexibility (38).

ATCO01.31 Ambient lighting in operations rooms and VCRs should be kept to a level
consistent with good working conditions and with reflections reduced as much as
possible (39). Door openings to lighted adjacent spaces should be screened so
that light will not interfere with a controller’s vision when doors are opened (40).

ATCO01.32 Emergency lighting shall be provided in operational areas in order that
controllers will have sufficient light to be able to continue a service in the event of
a mains power failure (41).

Heating and Air Conditioning

ATCO01.33 Air circulation must be sufficiently adequate to ensure that windows in VCRs
can be and will remain de-misted (43); it shall also allow satisfactory ambient
working conditions in operations rooms (44).

ATCO01.34 A VCR is normally very exposed to changes in atmospheric conditions and
therefore experiences a wide variation of temperatures. Where heated/cooled air
is provided it should be kept equally distributed around the VCR perimeter (45)
and operated so as to provide a stable environment (46) and keep windows free
from condensation (47).
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ATCO01.35 Itis desirable to provide separate air conditioning for personnel and electrical
equipment requiring cooling.

Rest Facilities

ATCO01.36 Controllers are required to take breaks from operational duty; therefore,
adequate rest facilities must be provided (48).

ATCO01.37 For low activity ATC Units it may be acceptable to provide rest facilities in the
VCR although generally this is not recommended.

ATCO01.38 ICAO Doc 9426, the ATS Planning Manual gives much useful guidance on the
size, layout and facilities to be provided in rest areas.
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ATC 02: ATC Documentation

MATS Part 2

General

ATCO02.1 Local instructions for each ATC unit are to be prepared and should be in the
format described below (117). The sections to be included are shown at Annex A
to ATC 02 (118). These instructions are to be referred to as the MATS Part 2
(119).

ATCO02.2 A Provider is required to maintain a copy of the unit's MATS Part 2 with the CAA
(120). All Amendments, Temporary and Supplementary Instructions are to be
sent to the appropriate Principal Inspector (ATM) or Principal Inspector (En

Route), as appropriate (121).

ATCO02.3 Under the EU Regulations, ANSPs providing ATS must operate and maintain a
Safety Management System (2258). The EU Regulations also apply in regard to
providers of Communications, Navigation and/or Surveillance services, and
these providers must also be able to demonstrate compliance with the standards
of ICAO Annex 19, Safety Management (subject to any UK filed differences).

ATCO02.4 Changes to safety related procedures shall be subjected to the provider’s safety
assessment process and the requirements in Part A, paragraph A88, Change
Notification Requirements. Such changes include revised control procedures,
changes to procedures affecting more than one ATC unit, changes to the
location of controllers or changes in the use or levels of equipment. If Providers
are in any doubt as to whether approval is required for proposed changes, they
should seek guidance from the CAA.

ATCO02.5 Responsibility for the detailed information provided in MATS Part 2 and other
manuals rests with the Provider.

Purpose and Content

ATCO02.6 There should be a policy and arrangements addressing responsibilities,
authorities and mechanisms for ensuring that changes to CAP 493 MATS Part 1
are assessed for implications in MATS Part 2 and vice versa (125) and that any
non-compliances with MATS Part 1 are alerted to the CAA (126).

ATCO02.7 The MATS Part 2 is to provide information which amplifies and interprets at local
level the instructions in MATS Part 1 (127). It shall contain all such information
and instructions as may be necessary to enable controllers to perform their
duties (128). It should not normally repeat instructions already contained in
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MATS Part 1 but it may be necessary to emphasise a point which has particular
local relevance (129).

ATCO02.8 MATS Part 2 must contain full details of the operations at the unit (130). These
include such things as operational procedures, coordination requirements,
variations to standard separation and details of personnel responsibilities (see
CAP 493 MATS Part 1).

ATC02.9 MATS Part 2 shall contain the procedures for Message handling from the public
switched telephone network (PSTN), Private Wire telephone connections,
facsimile, AFTN / ATS Message Handling System (AMHS), interface with
Assisted Flight Plan Exchange (AFPEX) etc. (131).

Note: The responsibilities, authority and mechanisms for raising, responding to
and distributing the message should be adequately defined and, in relation to
flight plans in the pre-flight phase, shall comply with the requirements contained
in Commission Regulation (EC) No. 1033/2006 as amended.

ATC02.10 An ATS provider should take all reasonable steps to provide the unit facilities
that are promulgated in the UK AIP, including the air-ground radio
Communication services as published (1745).

ATCO02.11 MATS Part 2 shall contain the ATS procedures to be followed during periods
of equipment or operational deficiency (1746). Such situations could include:

= Periods of reduced redundancy or other degraded modes of operation.

= Periods of use of non-preferred Radar or non-preferred Communications
services.

= Limitations of emergency Radar or emergency Communications services.
= Taking over tasks from other units.

ATC02.12 MATS Part 2 shall contain appropriate ATS procedures to be applied when
equipment or operational deficiency results in facilities promulgated in the UK
AIP not being available. The procedures shall describe the process for
dissemination of information on the unavailability of any promulgated RTF
frequency or other facility, by appropriate means, to all relevant ATS units and
affected aircraft (1747).

ATCO02.13 ATS procedures should contain guidance to personnel responsible for
managing facility interruptions, to assist them in deciding appropriate action to be
undertaken. The procedures should indicate when the period of service
withdrawal, or the impact on the provision of ATS, requires that a NOTAM be
originated (e.g. unavailability extending beyond a certain time period, or
withdrawal of ATS services) (1748).
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ATCO02.14 In addition, the Provider should add any other information which is considered
necessary for the safe operation of aircraft under the jurisdiction of the unit (133).

ATCO02.15 ANSPs must provide assurance when combining operational positions into
one operational position (known as bandboxed positions) that the combined
operation can fulfil the obligations of the relevant task. ANSPs must also ensure
that adequate guidance and instructions are promulgated to facilitate informed
decision making in advance of combining positions and whilst positions are
combined and operational.

Note: CAP 493 MATS Part 1 contains conditions when control positions may or
may not be combined.

Arrangement of Material

ATCO02.16 The following paragraphs describe how the MATS Part 2 shall be compiled
(134). The section format has proved effective and, in order to maintain a
consistent approach, is described in Annex A to ATC 02. Therefore, the section
numbers and headings shall be adopted (135) and, where a section is not
applicable, the contents page shall be annotated ‘not issued’ (136).

ATCO02.17 A list of contents by section and paragraph which, although not exhaustive,
covers the requirements of most units is shown at Annex A to ATC 02. The
headings should be used as chapter titles but can be arranged and numbered in
an order logical to the unit with the insertion of additional subjects as necessary
(137). Where entries are made in more than one place then each entry should be
cross-referenced to the others (138).

ATCO02.18 A check-list of pages and a contents page are to be provided similar to CAP
493 MATS Part 1 (139).

ATCO02.19 Sections, chapters, paragraphs and sub-paragraphs should be numbered
(140). This assists the author in structuring the text in a logical manner and aids
indexing and cross-referencing.

ATCO02.20 Every page in the MATS Part 2 is to be headed and numbered (141). If there
is no text on a page then that page is to be marked ‘Intentionally Blank’ (142).

ATCO02.21 Each copy of a MATS Part 2 should normally bear a serial number and a list of
holders should be maintained by the person responsible for issuing amendments
(143). Where this system is not used a Provider should have satisfactory
alternative arrangements for controlling the issue and amendments of manuals
(144).

ATCO02.22 The Provider shall ensure that the MATS Part 2 is current (145) and reflects
accurately the procedures at the unit (146).
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ATCO02.23 Changes, additions and deletions are to be incorporated by the issue of new

or additional pages (147). A number of methods can be used to draw attention to
changes (coloured paper, briefing notices etc.). New pages are to be dated with
the effective date of the new or altered instruction (148). Arrows or a similar
system must clearly indicate the changes (149). A system of control should be
implemented so that any changes or modifications cannot be inadvertently lost
(150) and an accurate historical record is maintained (151).

ATCO02.24 Supplementary Instructions (SI) should be issued:

1. Tointroduce a change to existing instructions where an explanation or
historical background to the subject would be helpful to the reader (152).

2. To cover changes of a permanent nature (153).

3. When an urgent amendment is required between routine amendments
(154).

4. To re-emphasise an existing instruction (155).

ATCO02.25 The Sl should be dated (156) and contain the reprinted pages which can be

incorporated into the MATS Part 2 with the minimum of delay (157).

ATCO02.26 Temporary Operating Instructions (TOIl) should be used to notify changes of a

Format

short-term nature and NOT for changes to actual procedures (158). For example
a TOI would be issued to promulgate the non-availability of a piece of ATC
equipment. The maximum period of TOI validity is six months and therefore TOls
should be dated. With documented justification, a TOl may be re-issued after it
has expired to cover periods of greater than six months (159).

ATCO02.27 The main features of a MATS Part 2 should be:

1. Paper size A4 (160).

2. Hard cover loose leaf binder (161).

w

Divider cards with protruding tabs between sections for quick reference
(162).

A secure page numbering system (163).

The effective date at foot of the page (164).

The name of the unit on each page (165).

Blank pages to be marked ‘Intentionally blank’ (166).

Text is not to be hand-written (167).

© ®© N o 0o b~

A logical paragraph numbering system (168).
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10. An Amendment Page showing the amendment status of the document
(169).

11. A List of Contents or an Index (170).

New Air Traffic Control Units

ATCO02.28 Applicants at units seeking approval are to prepare a MATS Part 2 in
accordance with the guidance in this document (171). It shall follow, wherever
possible, the contents and format described in the following pages (172).

Letters of Agreement

ATCO02.29 A Letter of Agreement is a means of formalising matters of operational
significance between neighbouring ATS units or other interested parties. It
should take the form of a bilateral or multilateral agreement concerning
procedures which apply only to those party to the agreement (173). An example
of a letter of agreement is shown in ICAO Doc 9426, the ATS Planning Manual.

ATCO02.30 The procedures which are the subject of the Letter of Agreement are to be
approved by the CAA (174) and detailed in the MATS Part 2 (175). To facilitate
the approval a copy of the Letter of Agreement is to accompany the application
(176). The originals of the Letters of Agreement are to be retained by each of the
parties concerned (177).

Watch Log

ATCO02.31 An ATC watch log shall be maintained in accordance with CAP 493 MATS
Part 1 (178). One log is to be maintained in each operations room where they
are not adjacent (179).

Retention of Records

ATCO02.32 ATS records and log books must be retained and disposed of as detailed in
CAP 493 MATS Part 1 (180).

Other Documents

ATC02.33 In addition to the documents required to be available at operational positions
(described in the CAP 493 MATS Part 1, Section 8, Chapter 1, Control Room
Administration), the following documents shall be available at an ATC unit:

1. CAP 670 ATS Safety Requirements (181).

2. ICAO Doc 7030/4 Regional Supplementary Procedures at units where air
traffic controllers are responsible for sending ATS messages (182).

3. ICAO Doc 4444 PANS-ATM at units where air traffic controllers are
responsible for sending ATS messages (183).
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ATS Information Notices (ATSINs) applicable to ATC units (184).
CAA SkyWise and Safety Notices (SNs) applicable to ATC units (2381).

CAP 670 Supplementary Amendments (2395).
CAP 1251, Air Traffic Controllers — Licensing (2037).
CAP 774 UK Flight Information Services (2259).

© © N o 0o &

Any other document, including SMS documentation, as required by the CAA
(185). Any document so required will normally be specified in the Approval
document (186).

ATCO02.34 A method of ensuring that all documents required to be held at an ATC unit

are correctly amended shall be established (187).

ATC02.35 Documents available at operational positions may either be in printed form or

on electronic devices; specific compliance details related to electronic devices
are given in ATC 02.36.

ATCO02.36 The conditions below will normally need to be satisfied in order to obtain CAA

approval to keep reference documents, either required to be immediately
available at operational positions or required to be available in the operational
environment/control room, in electronic form (1750):

= Documents should normally be kept on an electronic device that is dedicated
to the function and not used for other functions.

= The electronic device should not normally be dependent on the availability of a
network (including the internet) for its correct operation or for access to the
reference documents.

» Arrangements should be made to ensure that, as far as reasonably
practicable, the electronic device should be available and serviceable at all
times that an air traffic service is being provided.

= The electronic device should be located in a position that enables reference to
be made to documents without interfering with the provision of the air traffic
service.

= Documents should be available for viewing within a reasonable period of the
user making the request (a period better than or comparable to the time taken
to obtain the information from a conventional printed version of the document,
for example).

» The electronic device should comprise hardware and software that is
demonstrated to be appropriately reliable.
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Security measures should be implemented to ensure that no unauthorised
access to the files or electronic device configuration is possible.

Security measures should be implemented to ensure that no unauthorised
changes can be made to the content of documents made available on the
electronic device.

It should be possible for the user readily to establish the identification of any
document that is kept on the electronic device (and, if appropriate, the
amendment level).

Document files should normally be kept on non-volatile, non-removable media
(e.g. a local hard drive of the electronic device being used for the purpose).

Each document should normally appear to the user as a discrete document,
i.e. amendments to the content should be incorporated into the main body
rather than available as separate files.

A method of configuration control should be implemented to ensure that
amendments to documents are incorporated as soon as practicable after their
effective date.

A method of access control should be implemented to ensure that only the
current version of a document can be accessed.

Any material that may be required to be viewed away from the operational
position, such as procedures to be used following evacuation of the operations
room, for example, should be accessible, either in conventional printed form or
that the contingency arrangements ensure the electronic device(s) are part of
the emergency equipment.

Contingency arrangements should be established to ensure that reference
documents can be accessed within a reasonable period in the event that the
electronic device normally used for the task fails or is not available.

The system should be designed to enable access to documents to be intuitive
and to enable users quickly to return to a known configuration/access point,
such as an index page.

ANSPs shall take appropriate measures to ensure that aeronautical
information supplied by web-based third parties that is used or supplied by
that ANSP, is suitable for use.

Essential and desirable levels of competence to enable users to access
documents kept on the electronic device should be established and, if
necessary, training programmes developed to ensure that these levels of
competence are maintained by users.
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Notes:

1. Whilst experience of the use of electronic documentation is gained, units
that are approved to keep reference documents in this manner may be
required to provide additional information about the systems used.

2. The conditions set out above are largely self-explanatory; however, the
following description of a likely suitable arrangement may be of assistance
to units considering the use of electronic reference documentation:

= A stand-alone electronic reader is provided, running a suitable
operating system and used as the control room library. The security
settings available within the Operating System are utilised to permit
read-only access to files for routine users. The device is not used for
any other functions. Documents are kept in Adobe Acrobat format and
stored on an in-built flash memory, which cannot be removed. A menu
system provides access to each individual document. At a low traffic
density unit (or one at which support staff will be available), the device
may be located in a readily accessible position away from the control
position. The system enables a document to be opened and a known
part of the material to be accessed within 45 seconds.

ATCO02.37 ATC units regulated by the CAA and located at military aerodromes shall hold

the following additional documents:

» RA 3000 Series (ATM) (1751)

= Manual of Military Air Traffic Management

» Relevant RAF FLIPs (190)

» Relevant documents from the RAF ATCEB list (191)

ATCO02.38 With the agreement of the Principal Inspector (ATM), and provided that they

are either not relevant to the operational task or a suitable RAF issued equivalent
is available, the following documents shall not be required:

= Rules of the Air Regulations

= Air Navigation (General) Regulations

= CAP 168 Licensing of Aerodromes

= CAP 772 Birdstrike Risk Management for Aerodromes

= |CAO Doc 7910 Location Indicators

= |CAO Doc 8126 Aeronautical Information Services Manual
= |CAO Doc 8400 Abbreviations and Codes

= |CAO Doc 8585 Abbreviations of Aeronautical Authorities
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= |[CAO Doc 8643 Aircraft Type Designators
= |CAO Doc 7030 Regional Supplementary Procedures (192)

ATCO02.39 Military units employing civil ATCOs are to hold documents listed in column (a)
of the following table, and hold documents as required by the operational role of
the unit listed in column (b) as agreed between the unit and the Principal
Inspector (ATM) (1753).
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REQUIRED DOCUMENTS (a) OPTIONAL DOCUMENTS (b)
RA 3000 Series (ATM) CAP 168
Manual of Military Air Traffic CAP 772

Management
RAF FLIPS

MATS Part 1
MATS Part 2

ANO

ICAO Doc 8126

ICAO Doc 7910

ICAO Doc 8400

ICAO Doc 8585

REQUIRED DOCUMENTS (a)

OPTIONAL DOCUMENTS (b)

UK Integrated AIP
AlCs

NOTAM

CAP 670

CAP 413

ICAO Doc 4444

ICAO Doc 8643

ICAO Doc 7030

Selected documents from RAF ATCERB list
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Annex A to ATC 02: Manual of Air Traffic Services Part 2

List of Contents by Section
SECTION 1 UNIT GENERAL OPERATING INSTRUCTIONS

CHAPTER 1 ALTIMETER SETTING PROCEDURES
Locally based light aircraft.

Transit aircraft.

QFE Threshold.
Transition Altitude.
Transition Levels.
Minimum Flight Levels.

ASRs.

CHAPTER 2 LIGHT AIRCRAFT AND HELICOPTER PROCEDURES
Responsibilities (ADC or APC).

Entry/Exit Lanes.

Other Routes or Tracks.
Radio Failure Procedures.
Fanstop Procedures.
Rejoin Procedures.

Non Radio aircraft.
CHAPTER 3 INSTRUMENT RATING TESTS AND TRAINING

CHAPTER 4 FLOW REGULATION

Detail compliance with applicable requirements of Commission Regulation
(EU) No. 255/2010 which details the Common Rules on air traffic flow
management.

CHAPTER 5 NOISE ABATEMENT
MNRs.

Procedures for Aircraft and Air Traffic Control.

Noise complaints — action.
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CHAPTER 6 AIRCRAFT DIVERSION PROCEDURES - AIR TRANSPORT
Action by Air Traffic Control.

CHAPTER 7 METEOROLOGICAL INFORMATION
Sources of reports and forecasts.

Local observations by qualified and non accredited observers.
Air Observations and Reports.

Supply of Special Reports for incidents/accidents.

CHAPTER 8 FLIGHT PLANS
Addressing requirements.

Stored flight plans.
Filed flight plans.
AFTN/AMHS and AFPEXx arrangements.

CHAPTER 9 TRAFFIC DATA DISPLAY
Local flights.

SIDs and radar releases.
Recording of persons on board.
FPS marking.

RWY Blocked indication.

CHAPTER 10 SPECIAL CATEGORIES OF FLIGHT
Responsibility for authorisations.

Small free balloons.

Action when a captive balloon breaks free.
Gliding sites.

Microlites and radio controlled aircraft.
Parachute dropping.

Banner towing.

Helicopter activity.

Royal Flights including safeguarding.

Safeguard aerodromes.
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Ambulance flights.

CHAPTER 11 WATCH ADMINISTRATION
Logs and Records.

SRA runs.

Checks, equipment maintenance and serviceability.

Testing of fire alarms and back up communications and logging same.

Vehicles.

Approval of visitors.

CHAPTER 12 LIAISON WITH AIRPORT MANAGEMENT
Airport security.

Customs and Immigration.
Phraseology for detaining aircraft.

Notification of suspected communicable diseases.

CHAPTER 13 EXTENSION OF HOURS
Aerodrome availability.

Liaison with other sections.

CHAPTER 14 NOTAM
Procedure for issue.

CHAPTER 15 ALL WEATHER OPERATIONS
Runway Visual Range.

Maximum Values.

General local instructions.
CAT I/l operations.

Ground power supply system.
Met Information.

Air Traffic Control Procedures.
Air Traffic Control Separations.
GMC.

Records.
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Facilities.
CHAPTER 16 CO-ORDINATION WITH ADJACENT AERODROMES
SECTION 2 LOCAL SEPARATION STANDARDS

CHAPTER 1 SPECIAL SEPARATION STANDARDS IFR
Increased longitudinal separations.

Holding patterns.

En route and departing traffic.

Descent procedures in relation to adjacent airways etc.
Wake turbulence separation.

Reduction of IFR separation in vicinity of an aerodrome.

CHAPTER 2 SPECIAL SEPARATION STANDARDS - SPECIAL VFR
Entry/Exit lanes.

SVFR Separation standards.

Weather limitations.
SECTION 3 AERODROME CONTROL

CHAPTER 1 AERODROME CONTROL
Daily checks.

General responsibilities.

Delegated responsibilities.

Selection of runway in use.

Preferential Runway.

Description of airfield eg. runways, taxiways,
obstructions, diagram etc.

Use of ATM.

CHAPTER 2 AERODROME OPERATIONS
Co-ordination between Aerodrome/Approach Control and/or parent ACC.

Circuit procedures.
Start up clearances.

Departure clearances.
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SIDs.

Land after procedures.

Separation of circuit traffic from IFR approaches.
Training aircraft.

Glider operations on airfield.

Turbulence/wind shear warnings.

Procedures for different or dual runway operations.

Late landing clearances inside 2NM.

CHAPTER 3 AERODROME SURFACE OPERATIONS
Marshalling and manoeuvring areas and aircraft parking arrangements.

Airfield surface and lighting inspections.

Abandoned take-off.

Notification of Snow and Ice conditions.

Work in Progress and Grass Cutting briefings, work

authorisation permits.

Compass swing.

Engine run-up areas.

ILS Flight Inspection — effect of aircraft or vehicles near transmitters.
ILS and MLS Critical and Sensitive Areas.

Control of vehicular traffic and traffic lights on and off airfield and crossing
runways.

Snow clearance.
Snowtams.

SMR.

CHAPTER 4 MEASUREMENT AND NOTIFICATION OF WHEEL BRAKING
ACTION
Operation of mu-meter/continuous friction measuring equipment (CFME).

Requirement for checks.

Reporting of results.
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Records.

Snow, ice and slush tables.

CHAPTER 5 RUNWAY CONTROL UNIT
Responsibilities.

CHAPTER 6 BIRD SCARING AND DISPERSAL
General.

Air Traffic Control procedures.

Bird Inspection.

CHAPTER 7 AERODROME AND OBSTRUCTION LIGHTING
Services available and when used.

PAPI.

Lighting inspections.
Emergency/standby equipment.
Obstruction lighting.

Light intensity settings and selections.

Contingency arrangements.

CHAPTER 8 AERODROME RESCUE AND FIRE SERVICE
Services available.

Categories of fire cover and examples of largest aircraft type allowed.
Radius of action.

Reduction of available cover.

Action by Air Traffic Control.

Weather standbys.

Communications between RFFS/ADC/Aircraft.

Training Exercises.
SECTION4  APPROACH CONTROL AND APPROACH RADAR

CHAPTER 1 APPROACH CONTROL
Responsibilities

Liaison with Aerodrome Control.
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CHAPTER 2 PROCEDURES FOR IFR TRAFFIC

Information to arriving aircraft.

Non public transport minima, if applicable.
Inbound routes.

Allocation of levels.

Release procedures.

Expected approach times.

Holding and approach patterns.

OClLs.

Missed approach procedures.
Clearance to enter controlled airspace.
Departure clearances.

SIDs.

Speed limits.

CHAPTER 3 CO-ORDINATION

With parent ACC.
Sector responsibility.
With adjacent airfields.

Liaison.

Passing of SSR codes for benefit of another ATSU.

CHAPTER 4 APPROACH RADAR CONTROL

Services and responsibilities.

Delegated responsibilities.

Radar separation minima. (Deconfliction minima where UK Flight Information

Services are provided.)

Terrain clearance.

Danger areas. Controlling authority/how to contact in emergency.

Surveillance radar approaches — minimum number per month and logged.

Co-ordination with APC/ADC/ACC.
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Radar vectoring area.
Radio and radar failure procedures.
Standby equipment.

Response to safety net activation.

CHAPTER 5 AREA CONTROL
Local Procedures.

Co-ordination with appropriate units.

Response to safety net activation.
SECTIONS5 TELECOMMUNICATIONS

CHAPTER 1 RADIO AIDS AND R/T
Serviceability and maintenance.

R/T procedures.

Recordings and action in event of U/S.
Aircraft radio flight tests.

Vehicle callsigns.

Power supplies and standby equipment.
D/F.

CHAPTER 2 TELEPHONES

Equipment serviceability.

Telephone procedures. Identifying position or person.
Limitation of ‘outside’ calls.

Press queries etc.

‘Off airfield” emergency telephone procedures.
SECTION6 RADAR TECHNICAL

CHAPTER 1 EQUIPMENT DESCRIPTION AND DATA
General.

Technical description — Primary Surveillance Radar and Secondary
Surveillance Radar.

Controls.
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Setting up procedures.
Permanent echoes.

Periodic checks.

Closing down.

Coverage (including diagrams).
Technical specification.
Aerodrome Traffic Monitor.

Surface Movement Radar.

CHAPTER 2 RADAR MAINTENANCE AND UNSERVICEABILITY
Maintenance.

Unserviceabilities.
NOTAM action.

Reasons for fade.
SECTION 7 EMERGENCIES

CHAPTER 1 EMERGENCY SERVICES
General.

Aerodrome grid reference map.
Local area map.

Areas of poor R/T coverage.
Radius of action.

Immediate actions.
Responsibilities of key personnel.
Accidents outside radius of action.
Alerting procedures — emergency categories.
Emergency services access.
Rendezvous points.

Logbook entries.

Meteorological special reports.
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Voice and surveillance recording and flight progress strip impound
requirements.

Runway/aerodrome inspection.

Stand down of emergency services.

CHAPTER 2 REPORTING ACTION
General.

Local reporting procedures.
ACC reporting.
Follow up actions.

Other incident reporting actions — AIRPROX, safety reporting, breaches of
regulations, etc.

Oil slick reports.

CHAPTER 3 DEPLETION OF EMERGENCY SERVICES
General.

Reduced coverage.
Notification by emergency services.

Action by ATC.

CHAPTER 4 TRAINING AND TESTING
General.

Routine testing of emergency alarms and communications.

Emergency exercises.

CHAPTER 5 SEARCH AND RESCUE
General.

Local procedures.

Liaison with local services, coastguard etc.
Parent ACC.

Use of emergency frequencies.

CHAPTER 6 HIUACKING
General.

Notification.
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Action to be taken.

CHAPTER 7 BOMB WARNINGS
General.

Notification.
Warning whilst aircraft in-flight.
Warning whilst aircraft on ground.

Action to be taken.
SECTION 8 DISRUPTION OF AIR TRAFFIC SERVICES

CHAPTER 1 EMERGENCY OPERATIONS
Bomb Warning/Threats.

Evacuation.

Resumption of ATC Watch.

CHAPTER 2 FACILITY CONTINGENCY PLANS
Service continuity.

SECTIONY9  FACILITY, SYSTEMS, OPERATIONAL DATA AND PERSONNEL
SECURITY

SECTION 10 GENERAL ADMINISTRATION

CHAPTER 1 WATCH ROSTERS
Combined (Bandboxed) Operations.
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ATC 03: Emergency or Contingency Facilities

Introduction

ATCO03.1 ANSPs are required, under the EU Regulations, to develop and implement
Contingency Plans. Advice and guidance on the European requirements and
their application to specific units may be obtained from the appropriate ATS RO.

Note: EUROCONTROL has updated and published two guidance documents,
which may be found at the following website addresses:

EUROCONTROL Guidelines for Contingency Planning of Air Navigation Services
(including Service Continuity)

http://www.eurocontrol.int/sites/default/files/article/content/documents/nm/safety/s
afety-quidelines-contingency-planning-ans-2009.pdf

Reference Guide to EUROCONTROL Guidelines for Contingency Planning of Air
Navigation Services (including Service Continuity)

http://www.eurocontrol.int/sites/default/files/article/content/documents/nm/safety/r
eference-guide-contingency-planning-ans-2009.pdf

ATCO03.2 At some units, facilities exist to provide an ATC service from an alternative
location.

ATCO03.3 In practice such an alternative facility is established:

= to enable an ATC service to be provided for a short time after the unexpected
withdrawal of the main facility (the alternative facility may be known as an
Emergency ATC unit); or

= to enable an ATC service to continue to be provided for an extended period on
a planned basis (the alternative facility may be known as a Contingency ATC
unit).

ATCO03.4 This section provides guidance on the level of facilities to be provided in an
Emergency or Contingency ATC unit.

ATCO03.5 It is recognised that where an Emergency/Contingency ATC unit is already in
existence it may not meet these requirements. When changes are planned to an
established facility, the Provider is expected to meet these requirements in
respect of the equipment or procedures which are to be changed.

ATCO03.6 Where an established Emergency/Contingency unit exists the Provider is
recommended to review the facilities provided with respect to the requirements
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described below and, where practicable, amend them to comply with the
requirements.

General

ATCO03.7 The Provider shall provide to the CAA an Operational Requirement (OR) for an
Emergency or Contingency ATC unit (194). The OR shall describe the maximum
period of time for which the alternative facility is designed to be used together
with other operational constraints (195).

Note: The level of equipment required will be dependent on the OR and will be
determined by the period that the alternative facility is to be used and the level of
ATC service that is to be provided.

ATCO03.8 An Emergency ATC unit shall be equipped with facilities to enable traffic already
under the control of the ATC unit either to complete a landing or leave the area
of responsibility of the unit in an orderly manner (196).

Note: Managers of units wishing to make significant physical or procedural
changes to an existing Emergency/Contingency ATC unit or to establish such a
facility are advised to enter into early discussions with their Principal Inspector
ATM).

Documentation

ATCO03.9 The OR shall identify any requirements of CAP 670 ATS Safety Requirements
that cannot be met from the Emergency/Contingency ATC unit (197). Application
for dispensation must be supported by details of the proposed procedures that
may mitigate the deficiency (198).

ATCO03.10 The OR shall identify any relevant procedures detailed in MATS Part 2 which
cannot be achieved from the Emergency/Contingency ATC unit (199). The
actions proposed to accommodate the absence of these procedures when
operating from the Emergency/Contingency ATC unit shall be included in the OR
(200).

Note: These actions might include a restriction to movement rates, limiting the
number of aircraft taxiing on an area not visible to the controller or restricting
certain types of activity to specific weather conditions.

ATCO03.11 Any significant variation to the procedures approved for use in the
Emergency/Contingency ATC unit from those used in the main location shall be
included in MATS Part 2 (201).

ATCO03.12 The procedures to be followed when transferring the provision of ATS from the
normal location to the Emergency/Contingency ATC unit, either on a planned or
unplanned basis, shall be included in MATS Part 2 (202).
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ATCO03.13 The procedures to be followed when resuming normal operations shall be
included in MATS Part 2 (203).
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ATC 04: Remote Tower Operations

General

ATCO04.1 ANSPs considering the the implementation of Remote Tower operations are
reminded of the requirements within Part A paragraphs A88-A90 for Change
Notification.

ATCO04.2 ANSPs shall consider the EASA guidance material, available at:

https://www.easa.europa.eu/document-library/acceptable-means-of-compliance-
and-guidance-materials/remote-tower-operations-%E2%80%93-gm
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PART B, SECTION 3
SYSTEMS ENGINEERING

SW 01: Regulatory Objectives for Software Safety
Assurance in ATS Equipment

Part 1 Preliminary Material

Introduction

SW01.1

SW01.2

SW01.3

SW01.4

SWO01.5

SWO01.6
SWO01.7

For the CAA to approve an ATS system (people, procedures and equipment) to
enter service, arguments and evidence must be available to provide assurance
that the system will perform all of its safety related behaviour within the system’s
defined integrity targets.

Where equipment is used to provide safety related functions there are three
sources from which arguments and assurance evidence can be provided: the
system lifecycle, the hardware lifecycle and the software lifecycle. This document
defines the assurances to be made available, for the purposes of an approval,
from the behaviour of the software and certain aspects of the way in which it has
been developed.

EU Regulation (EC) No. 482/2008 on Software Safety Assurance Systems is
linked to EU Regulation (EU) No. 1035/2011 which requires ANSPs to implement
an SMS including risk assessment and mitigation with regard to all changes. EU
Regulation (EC) No. 482/2008 specifically addresses how ATS, ASM, ATFM and
CNS service providers should define and implement Software Safety Assurance
within the framework of its SMS, and as part of its risk assessment and mitigation
activities with regard to changes, to deal specifically with software related
aspects of a change.

The text of the Regulation is available from the European Union website at the
following address:

eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=0J:L.:2008:141:0005:0010:EN:PDF

Satisfying the objectives of Part 2 of SW 01 will satisfy the objectives of Article 3
of EU Regulation (EC) No. 482/2008. Part 3 of SW 01 gives additional guidance
on how the objectives may be met.

Deleted.

Compliance with Article 4 of EU Regulation (EC) No. 482/2008 and its
associated annexes can be achieved by integrating processes that satisfy CAP
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670 SW 01 into an organisation’s overall risk assessment and mitigation
process. However, to achieve full compliance with EU Regulation (EC) No.
482/2008 through the use of SW 01, it is also necessary to introduce processes
that mandate the guidance in Part 3 and Appendix A of SW 01. This is required
to address specific activities and criteria mandated by the Regulation.

Scope

SWO01.8 This document applies to any ATS system where the Software is needed to fulfil
a system safety requirement.

SWO01.9 The objectives in this document only apply to those software requirements that
have an impact on safety. These are called software safety requirements in this
document.

SWO01.10 This document does not apply to electronic items such as application specific
integrated circuits, programmable gate arrays, solid-state logic controllers or
software requirements that can be demonstrated not to affect safety.

SWO01.11 The guidance in Part 3 of this document (CAP 670 Part B SW 01) primarily
applies to software outside of the scope of Article 5 of Regulation (EC) No.
482/2008, i.e. bespoke software. However, it can also be used for additional
guidance in circumstances where published guidance does not fully address the
needs of software within the scope of Article 5 of Regulation (EC) No. 482/2008,
e.g. COTS software and changes to legacy software. Means of compliance for
software identified in Article 5 of Regulation (EC) No. 482/2008_is available at:
http://publicapps.caa.co.uk/docs/33/SW01COTSGuidancelssue03.pdf.

SW01.12 This document assumes that software safety requirements have been derived
from a full risk and safety analysis of the system. This will have established the
overall safety requirements that have been refined and allocated in the design to
software. This is a commonplace system safety process and is described in
standards and guidelines such as IEC 61508 Part 1 and ARP4754.

SWO01.13 This document does not prescribe how the assurance evidence is to be
produced or its adequacy argued. International software assurance standards
and guidelines, such as IEC 61508 Part 3 and RTCA DO178-B/EUROCAE
ED12-B, when used in conjunction with this document may provide an effective
way to produce timely and technically valid evidence that can then be used to
argue that the SW 01 assurance objectives are satisfied.
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Part 2 Requirements

Safety Objectives

Prime Objectives

SWO01.14 The prime software safety objective to be met for ATS systems that contain
software is:

* To ensure that the risks associated with deploying any software used in
a safety related ATS system have been reduced to a tolerable level
(1703).

SWO01.15To achieve this objective it is necessary:

* For arguments and assurance evidence to be available which show that
the risks associated with deploying any software used in a safety related
ATS system are tolerable (1704).

Sub Objectives

SWO01.16 Achievement of the prime software safety objective shall be demonstrated by
providing credible arguments and evidence that the following five sub-objectives
have been achieved:

1. To ensure that arguments and evidence are available which show that
the software safety requirements correctly state what is necessary and
sufficient to achieve tolerable safety, in the system context (1705).

Note 1: These requirements will include requirements to control hazards
identified during implementation.

Note 2: It is assumed that the system-level safety requirements are derived from
a hazard and risk analysis of the ATS environment in which the system is
required to operate.

Note 3: It is assumed that a necessary and sufficient set of system level safety
requirements exist, which describe the functionality and performance required of
the system in order to support a tolerably safe ATS.

Note 4: It is assumed that the failure modes which the software must detect and
mitigate in order to meet the system safety requirements have been identified
e.g. those failure modes associated with: other systems, system-system
interactions, equipments, pre-existing software and all user-system interactions.

Note 5: It is assumed that the failure modes identified include generic failures
relevant to the safety related ATS application, e.g. security threats, loss of
communications, and loss of power.
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SWO01.17 For a greater understanding of how the sub-objectives achieve the overall safety

Note 6: It is assumed that the failure modes identified (including human errors)
are representative of the operational environment for the system and workload
on the system operators.

Note 7: During the software development process, functions may be introduced
which have repercussions on the safety of the ATS system. These will need to
be assessed and if necessary, new or changed safety requirements will have to
be generated.

Note 8: The set of software safety requirements includes all software safety
requirements derived or changed during the requirements determination and
design processes.

1. To ensure that arguments and evidence are available which show that the
software satisfies its safety requirements (1706).

2. To ensure that arguments and evidence are available which show that each
Safety Requirement can be traced to the same level of design at which its
satisfaction is demonstrated (1707).

3. To ensure that arguments and evidence are available which show that
software implemented as a result of software safety requirements is not
interfered with by other software (1708).

Note 1: Behaviour implemented as a result of software safety requirements
should also not interfere with each other.

4. To ensure that the arguments and evidence, for the safety of the
software in the system context, are from: a known executable version

of the software, a known range of configuration data and a known set of

software products, data and descriptions that have been used in the
production of that version (1709).

objective refer to their derivation provided in Appendix C.

Part 3 Guidance

Introduction

SWO01.18 All material from this point is non-mandatory and should only be considered as

guidance. This guidance has been included in this regulation for two purposes:

= To assist Service Providers in evaluating the adequacy of the software
assurances, provided by their Systems Integrators and/or Equipment

Manufacturers, for the purpose of satisfying the safety objectives mandated by

this regulation.
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= To assist Systems Integrators and/or Equipment Manufacturers in providing
assurances, for the behaviour of software in their products, that are
appropriate for demonstrating compliance to the safety objectives mandated
by this regulation.

SWO01.19 Service Providers and/or Equipment Manufacturers are free to propose and use
alternative methods of evaluation with the agreement of the CAA. This guidance
is only provided for those Service Providers and/or Equipment Manufacturers
that do not wish to propose their own methodology for demonstrating compliance
with the safety objectives mandated by this regulation.

Guidance on Presenting Arguments and Evidence that the Assurance
Objectives have been met

SW01.20 Credible arguments and evidence should be available to demonstrate the
achievement of each of the five assurance sub-objectives defined in section
SWO01.14 to SW01.17. The credible limits and bounds of which are provided in
paragraphs SW01.20 to SW01.72 of this document.

SWO01.21 To demonstrate the validity of the arguments and evidence it should be possible
to show that:

= A coherent and convincing argument with adequate supporting evidence is
available to claim the achievement of each of the five assurance objectives
defined in section 3.

= For all claims, Direct and Backing evidence are combined into an argument
that provides justification for the claim.

SW01.22 Appendix B defines the terms Direct Evidence and Backing Evidence and the
principals and concepts upon which the arguments and evidence should be
based.

SW01.23 This guidance uses the concept of Assurance Evidence Levels (AELs) to relate
the criticality of the software safety requirement to the depth and strength (rigour)
of evidence required for the assurance of its correct implementation. AELs are
explained in detail in Appendix A.

Guidance on Credible Arguments and Evidence to Demonstrate
Requirements Validity Relating to Objective A

Direct Evidence of Requirements Validity

SW01.24 To demonstrate the validity of software safety requirements, arguments and
evidence should be available that show:

1. The software safety requirements are a valid sub-set of the system-level
safety requirements.
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5. The software safety requirements adequately specify the required safety
behaviour of the software.

6. Each software safety requirement includes either:
a) A specification for each of the Behavioural Attributes, or
b) A valid argument that the attribute is not applicable

7. All hazardous failure modes of the software have been identified at the
Software requirements (AELs 1, 2, 3, 4 and 5), Software internal design
(AELs 2, 3, 4 and 5) and Software source code levels (AELs 4 and 5).

8. All hazardous failure modes identified at each level in the software design or
in the software implementation are traceable to a defence (i.e. to a safety
requirement for software, hardware or operation) or to a justification that no
defence is necessary.

9. The software safety requirements should be specified explicitly and should
be set out in such a way as to be easily distinguishable from other
requirements.

10. The software safety requirements should be specified in sufficient detail and
clarity to allow the design and implementation to achieve the required level of
safety.

Backing Evidence of Requirements Validity

SWO01.25To give confidence that the requirements are correct and complete, arguments
and backing evidence should be available that demonstrate:

1. The specification notations are capable of supporting the identification of all
modes of software failure that cause a system level hazard.

2. The analytic methods and techniques used are appropriate for the attributes
of the software safety requirements.

3. The analysis notations are appropriate to the problem domain and
representation and allow an adequate analysis of the design.

4. Adequately qualified and experienced staff have applied the analysis
techniques.

Note: Staff are deemed to be appropriately qualified and experienced if they
understand the design notations, and the analysis approach, are experienced in
using them and understand the required software safety requirements attributes
and the system context.

11. Any tools, used in the analysis processes, have been verified and validated
to an appropriate level for the impact of the tool on the software safety
requirement.
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12. Any tools, used to derive and/or express the software safety requirements,
have been verified and validated to an appropriate level for the impact of the
tool on the software safety requirement.

13. A process that is independent of the means by which the requirements were
derived in the first place has demonstrated the validity of the software safety
requirement.

Note 1: More than one notation may be used at any given requirements or
design level.

Note 2: Following the guidance in paragraphs SW01.24 to SW01.25
‘Requirements Satisfaction’ should highlight those requirements that are
unverifiable. Consequently this section and paragraphs SW01.24 to SW01.25
may be used to demonstrate that software safety requirements are complete, are
valid and their implementation has been verified.

Guidance on Credible Arguments and Evidence to Demonstrate
Requirements Satisfaction Relating to Objective B

General Requirements for Evidence of Requirements Satisfaction

1. Arguments and evidence should be available to show that each and every
software safety requirement has been satisfied completely and correctly.

14. This guidance only considers evidence made available from the following
sources: testing, field service experience or analysis.

Note 1: Where field service experience fails to show, or any result of the
analyses and tests fails to show, that safety requirements are met, it should be
regarded as evidence that the software is not safe to enter service (unless an
argument with supporting evidence is available to justify the software entering
service despite the assurance requirements not being met, e.g. architectural
mitigation may be provided).

Note 2: Different sources of evidence of requirements satisfaction may be
offered for different software safety requirements within a component of the
application software, provided that it is valid to assess the requirements
independently.

Note 3: The same evidence may be offered for different software safety
requirements or attributes provided that it is valid to assess them collectively.

15. Arguments and evidence of software safety requirement satisfaction should
comply with the generic requirements (i.e. for all attributes) of paragraphs
SW01.27 to SW01.34 and the attribute specific requirements of paragraph
SWO01.35.
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Note: It is only necessary to provide evidence of requirements satisfaction for
those attributes identified as being pertinent to the software safety requirement.

16. The tables at the start of each paragraphs SW01.36 to SW01.68 show
acceptable sources of direct evidence for each software requirement attribute
and AEL. The Primary argument should be based on the source of evidence
that is shown CAPITALISED in the table. Where a Secondary argument is
necessary it should be based on the source of evidence shown in Lower
Case. For a greater understanding of Primary and Secondary arguments
refer to Appendix B.

Note: Different sources of evidence may be offered for the same attribute of a
software safety requirement provided that:

a) The acceptance criteria for each source, when combined, can be shown to
satisfy the acceptance criteria for the attribute; or

b) It can be shown that the sources of evidence are independent.

17. The tables in paragraphs SW01.35 indicate how this evidence will be
assessed. Use multiple columns for a particular AEL (the value of an AEL is
the row of the table).

18. Tables 1, 2 and 3 below show how evidence, that the software safety
requirements have been implemented completely and correctly, can be
collected to an appropriate level of rigour.
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Table 1: Test Evidence

AEL Rigour

1 Statement — selection of best practice guidance/standards/tools
Statement — all tests meet criteria/justification for failure to meet criteria
Statement — verification & validation of tools and procedures

2 Test criteria

Test specification

Test results

Report — verification of use of standards/guidelines/tools

Report — analysis of tool and procedure errors

Project specific test processes developed and justified Use of formal metrics of test coverage

3 Report — verification of test criteria
Report — assessment of test results
Report — adequacy of test data (including justification for coverage)
Report — verification of use of project specific test processes
Report — verification & validation of tools and procedures

Test assessments performed by independent department

Test assessments performed by independent department
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Table 2: Field Service Evidence

AEL Rigour

1 Statement — field service records support claims
Statement — SW is relevant to Field service claims
Statement — operational environment is relevant to Field service claims
Statement — field service records are complete and correct

2 Field service records

DRACAS procedure

Report — analysis of tool and procedure errors

3 Report — analysis of Field service claims
Report — analysis of similarity of SW/Justification for differences
Report — Analysis of similarity of operating environment/justification for

differences

Report — verification of use of DRACAS & supporting tools
4 Assessment of analysis, justification and verification by an independent department
5 Assessment of analysis, justification and verification by an independent organisation
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Table 3: Analytic Evidence

AEL Rigour
1 Statement — selection of best practice
guidance/standards/notations/techniques/tools
Statement - analysis shows criteria are met for all attributes/justification for
failure to meet criteria
Statement — verification & validation of tools
2 Report — analytic criteria including use of formal metrics forcriteria
coverage
Results of analysis
Report — verification of use of
guidance/standards/notations/techniques/tools
Project specific development process developed and justified
Staff competency rules and justification
Report — analysis of tool errors
3 Report — verification of criteria
Report — assessment of results
Report — assessment of development process(all practicable measures
have been taken to ensure the product is free of errors)
Report — adequacy of criteria (including justification for coverage)
Report — verification of use of project specific development process
Report — verification & validation of tools
Report — verification of staff competency
4 Assessments performed by independent department
5 Assessments performed by independent organisation
Note 1: The above items are cumulative; all items for lower AELs should be
included with the items for higher AELSs.
Note 2: Often standards and regulations concentrate on when a technique
should be applied, making a decision that above a certain criticality technique A
is required and below it is not. In this guidance the emphasis is on the rigour and
extent of the activity not whether it should be done or not.
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For example it is quite obvious that all systems should be tested, but it is the
extent of the tests, their independence and the visibility of the associated test
cases and results that vary. At low AELs a statement from a competent
organisation that test criteria have been defined according to some systematic

best

practice is sufficient. At higher AELs the test criteria should be justified and

documented with additional reports provided.

The tables above and in paragraphs SW01.35 capture how the variation in the
rigour of evidence with AEL might occur. However it is the demands of the
argument being made and what is necessary to provide a convincing case that is
the overriding factor. The tables therefore combine a number of different factors.
There are changes in the role of ‘testing’ within the overall argument as other
arguments (e.g. analytical ones) take a more prominent role (paragraphs
SWO01.35). Also, there are variations in the strength of argument for the testing

(e.g.

provision of independent oversight) as well as changes to the details of the

arguments being made in the tables above (e.g. test criteria are adequate
because a certain type of coverage is desired and is being measured). These
different factors can interact in a number of ways and it is the overarching need

for a

convincing and valid argument that should ultimately drive the rigour of the

evidence provided.

1.

If more than one source of direct evidence is supplied for the attribute of a
software safety requirement, backing evidence should be available for each
of the chosen sources.

19. Unless an argument can be made that the assurance can be achieved by
other means:

d)

Test evidence should be available for each attribute.

Where Field service experience exists, it should be analysed and available
as evidence.

If statistical testing or field experience is used in a Primary argument then
this should be demonstrated at the 95% confidence level.

If systematic tests are used to demonstrate that a requirement is met, all
tests must succeed.

20. Any evidence (e.g. from test, field service or analysis) that contradicts the
demonstration of the software safety requirement should be explicitly
identified. If the contradiction cannot be resolved, the software safety
requirement should not be considered satisfied.

Direct Evidence for Requirements Satisfaction (all attributes)

SW01.26 For Direct evidence to be acceptable it must comply with the following
requirements.
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Direct Evidence from Testing
SW01.27 Arguments and evidence should be available that show:

1. Tests were specified for all the relevant behavioural attributes of each safety
requirement.

21. Testing was carried out to show that the acceptance criteria for each
applicable attribute have been met.

22. The results of the testing show that the specified acceptance criteria for each
applicable attribute for each software safety requirement has been met.

23. For direct evidence of testing to be credible it should include test
specifications, test criteria, test results, an analysis of test results, and an
analysis of faults discovered during testing.

Direct Evidence from Field Service Experience
SW01.28 Arguments and evidence should be available that show:

1. An analysis process, with pass/fail criteria, was specified for each attribute
of the software safety requirement that is being justified from field
experience.

24. The analysis of the field service records shows that the criteria for each
attribute of the software safety requirement being justified from field
experience have been satisfied.

SWO01.29 For direct evidence from field service experience to be credible, all of the details
relevant to the argument being made (e.g. of length of service, history of
modifications, list of users) should be included.

Direct Evidence from Design Analysis
SW01.30 Arguments and evidence should be available that show:

1. An analysis process, with pass/fail criteria, was specified for each attribute
of the safety requirement that is being justified by analysis of design.

2. The specified acceptance criteria for each attribute of the software safety
requirement being justified by analysis of the design, have been satisfied.

Note: Analytic arguments usually rely on the source code and therefore, for high
AELs, there should be a demonstration that the object code is a correct
translation of the source code.

Backing Evidence for Requirements Satisfaction (all attributes)
SWO01.31 For Backing evidence to be credible it should comply with the following.
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Backing Evidence from Testing

SW01.32 Arguments and evidence should be available that show:

1.

10.
11.

12.

13.

14.

15.

The test methods and techniques used are appropriate for the attributes of
the software safety requirement under consideration.

Procedures and tools used to support testing have been verified and
validated to a level appropriate for the AEL.

The tests are sufficiently thorough and are representative of the demands
that will be made on the software when it is in service.

The test criteria are a complete and correct interpretation of the software
safety requirements.

The test cases provide adequate coverage of the input domain.

Testing was performed independently from design, e.g. independent
generation of test requirements and independent performance of test
specifications. The extent of independence is shown in Table 1 of section
7.1,

Any tools used to support testing maintain the integrity of the results and the
operational software.

Procedures or tools were used to ensure that testing was carried out as
required in the test procedure and that the results satisfy the test criteria.

Test guidance, procedures, standards and tools were defined and adhered
to.

The test environment and procedures were recorded accurately.

For AEL 1 to 3, any differences between the operational and test
environments are identified, and the impact on test results assessed.

For AEL 4 and 5, tests are made on a configuration identical to the
operational system.

The complexity and input domain of a software safety requirement was
analysed and used to support the selection of normal and abnormal test
data.

The consequences of failing to meet a software safety requirement have
been analysed and have been used to support the selection of normal and
abnormal test data.

All faults and their implied undiscovered faults, discovered during testing,
have been analysed and that their existence does not adversely affect
safety.
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Backing Evidence from Field Service Experience

SW01.33 Arguments and evidence should be available that show:

1.

10.

11.

12.

The proposed software and the software for which the field service
experience is available are identical or sufficiently similar.

The proposed operational environment and the operational environment for
which the field service experience is available are identical or sufficiently
similar.

The proposed hardware and the hardware for which the field service
experience is available are identical or sufficiently similar.

All attributes of the software safety requirements being justified from field
experience have been exercised in the deployed software.

A Defect Reporting, Analysis and Corrective Action System (DRACAS) is in
place for the deployed software, and is operated in a reliable manner,
adequate to support the claims made for the software.

The field service records are correct and complete.

Procedures and tools were used to support the analysis of field service
experience, to ensure that analysis has been carried out as required in the
analysis procedure, and that the results satisfy the analysis criteria.

The procedures and tools used to support the analysis of field service
experience were verified and validated.

Any tools used to support analysis maintain the integrity of the results and
the operational software.

Sufficient experience exists to demonstrate that the acceptance criteria for
each attribute of the software safety requirement have been met.

For all reported failures of an attribute in the software architectural unit, the
underlying fault has been corrected, or that the fault is not relevant because
it has no safety impact.

All field reports identifying failures of the attributes, of the software safety
requirements being justified from field experience have been made
available.

Backing Evidence from Design Analysis

SW01.34 Arguments and evidence should be available which show that:

1.

The design notations are capable of supporting the identification of all
attributes that are to be analysed.
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25. The analytic methods and techniques used are appropriate for the attributes
of the software safety requirement.

26. The analysis notations are appropriate to the problem domain and
representation and allow an adequate analysis of the design.

27. The analysis techniques have been applied by adequately qualified and
experienced staff.

28. Assumptions used in the analysis (e.g. about the environment, hardware,
operating system and other interfaces) have been validated.

29. Models or other abstractions used in the analysis are an adequate
representation of the software design.

30. The formal proofs or arguments submitted are logically correct. This may be
shown either by manual inspection or by tool-based checking.

31. Procedures or tools have been used to ensure that the analyses are carried
out adequately.

32. Any procedures and tools used to support analysis, analysis of testing and
the analysis of field service experience have been verified and validated.

33. Any tools used to support analysis, maintain the integrity of the results and
the operational software.

34. Where analysis has been carried out on source code, the object code is a
correct translation of that source code.

Note 1: Staff are deemed to be appropriately qualified and experienced if they
understand the design notations, are experienced in using them, and understand
the analysis approach, the required attributes and the system context.

Note 2: More than one notation may be used at any given design level.

Evidence for Requirements Satisfaction (by attribute)

SW01.35 This section offers guidance on assessing the behavioural attributes of a
software safety requirement in addition to the generic guidance specified in
‘Guidance on Credible Arguments and Evidence to Demonstrate Requirements
Satisfaction Relating to Objective B’ .

Specific Requirements for Evidence of Functional Properties

SWO01.36 It is expected that an appropriate form of direct evidence will be selected from
the following table in order to demonstrate that the specified functional properties
have been correctly implemented.
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Acceptable Sources of Evidence: Functional Properties

(Choose 1 column only from the appropriate row)
AEL 1 TESTING FIELD SERVICE EXPERIENCE & Testing |ANALYSIS & Testing
AEL 2 TESTING FIELD SERVICE EXPERIENCE & Testing |ANALYSIS & Testing
AEL 3 ANALYSIS &Testing ANALYSIS & Testing & Field Service Experience
AEL 4 ANALYSIS &Testing ANALYSIS & Testing & Field Service Experience
AEL 5 ANALYSIS &Testing

Direct Evidence of Analysis of Functional Properties
SW01.37 Arguments and evidence should be available that show:

1. The source code contains a correct implementation of the functional
properties of the software safety requirement, either directly or by means of
intermediate design notations or stages. This includes those functional
properties that have been derived from non-functional software safety
requirements.

2. All parameters and constants used in conjunction with the software system
have been checked for correctness and internal consistency.

Specific Requirements for Evidence of Timing Properties

SWO01.38 It is expected that an appropriate form of direct evidence will be selected from
the following table in order to demonstrate that the specified timing properties
have been satisfied.
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Acceptable Sources of Evidence: Functional Properties

(Choose 1 column only from the appropriate row)
AEL 1 TESTING TESTING & Field service experience ANALYSIS & Testing
AEL 2 TESTING TESTING & Field service experience ANALYSIS & Testing
AEL 3 ANALYSIS &Testing ANALYSIS & Testing & Field Service Experience
AEL 4 ANALYSIS &Testing ANALYSIS & Testing & Field Service Experience
AEL 5 ANALYSIS &Testing

Direct Evidence from Testing of Timing Properties

SW01.39 Arguments and evidence should be available which show that:

1. Specified response times for the software safety requirement have been
met under minimum or no load conditions, normal and maximum planned
load conditions.

2. Specified throughputs for the software safety requirement have been met
under minimum or no load conditions, normal and maximum planned load
conditions.

Backing Evidence of Testing of Timing Properties

SW01.40 Arguments and evidence should be available which show that the minimum,

normal and maximum planned load conditions used in testing are representative
of actual operation.

Direct Evidence from Analysis of Timing Properties

SW01.41 Arguments and evidence should be available which show that:

1. The results of a worst-case timing analysis prove that the specified time
response for the software safety requirement has been met.

Note: For simple software designs (e.g. using fixed loops and cyclic scheduling)
design arguments and supporting evidence may be used to demonstrate that
response times and throughput are invariant. This evidence may be used in
conjunction with explicit timing and throughput measurements to show that the
timing constraints are met.

35. For complex software designs, the worst-case timing path through the
software has been determined by analysis.

36. For complex scheduling, all safety related components that implement safety
requirements meet their timing and throughput requirements (e.g. using
queue simulation models).
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37. For AEL 3, 4 and 5, all practicable measures have been taken to ensure that
no timing anomalies exist.

38. For AEL 4, rigorous arguments were used to ensure timing correctness.

39. For AEL 5, proof was used to ensure timing correctness for the safety
properties.

Backing for Analysis of Timing Properties

SWO01.42 Arguments and evidence should be available which show that the modelling
assumptions are applicable and take into account the speed of the hardware on
which it will be implemented and any associated input-output devices.

Specific Requirements for Evidence of Robustness

SWO01.43 1t is expected that an appropriate form of direct evidence will be selected from
the following table in order to demonstrate that the specified robustness
properties have been satisfied.

Acceptable Sources of Evidence: Functional Properties

(Choose 1 column only from the appropriate row)
AEL 1 TESTING TESTING & Field service experience ANALYSIS & Testing
AEL 2 TESTING TESTING & Field service experience ANALYSIS & Testing
AEL 3 ANALYSIS &Testing ANALYSIS & Testing & Field Service Experience
AEL 4 ANALYSIS &Testing ANALYSIS & Testing & Field Service Experience
AEL 5 ANALYSIS &Testing

Direct Evidence from Testing for Robustness

SW01.44 Arguments and evidence should be available which show that all credible modes
of failure have been covered, including software failures, interface failures,
power-loss and restoration, failures of linked equipment, and breaks in
communication links.

Backing for Testing of Robustness
SW01.45 Arguments and evidence should be available which show that:

1. The test cases cover a complete credible set of environmental failure
modes.

2. Credible sequences of environmental failures are covered by the test cases.

Direct Evidence from Analysis for Robustness
SW01.46 Arguments and evidence should be available which show that:
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1. The software design has features that make it robust to internal and external
failures. The analysis should identify the failure modes considered and the
design strategy used to recover from or mitigate the failures.

Note: These failures typically include failures of concurrent software processes,
the scheduler, input-output interfaces and file storage.

2. Failures of non-safety related components within the same computer do not
affect the functioning of safety-related components (i.e. there is adequate
segregation of resources).

3. For AEL 3 and above, source code cannot lead to run-time exceptions.

Note: This does not imply that exception-handling code should not be provided.
Exceptions may still arise from transient or permanent hardware failures, or
where errors have been made in the demonstration that the source code cannot
raise exceptions.

40. For AEL 4, rigorous argument was used to ensure that failures in the
environment will not result in failure to meet the software safety
requirements.

41. For AEL 5, proof of correctness for the robustness attributes of the safety
properties carried out.

Backing for Analysis of Robustness
SW01.47 Arguments and evidence should be available which show that:

1. Fault detection mechanisms used to detect failure are sufficient to detect a
high proportion of the failures. This proportion should be defined and
justified.

2. Modelling assumptions are applicable and take into account the hardware
on which it will be implemented and any associated input-output devices.

Specific Requirements for Evidence of Reliability

SWO01.48 Where feasible, software safety requirements should be stated in probabilistic
terms involving time (i.e. that a given failure rate must not be exceeded), and
testing or field service experience is to be used to obtain direct evidence of
requirements satisfaction. For this evidence to be compelling a statistical
confidence of at least 95% should be achieved.

SWO01.491t is expected that an appropriate form of direct evidence will be selected from
the following table in order to demonstrate that the specified reliability properties
have been satisfied.
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Acceptable Sources of Evidence: Reliability
(Choose 1 column only from the appropriate row)
AEL 1 TESTING FIELD SERVICE ANALYSIS & ANALYSIS & Field Service
EXPERIENCE & Testing | Testing Experience & Testing
AEL 2 TESTING FIELD SERVICE ANALYSIS & |ANALYSIS & Field Service
EXPERIENCE & Testing | Testing Experience & Testing
AEL 3 FIELD SERVICE ANALYSIS & Testing ANALYSIS & Testing & Field Service
EXPERIENCE & Experience
Testing
AEL 4 ANALYSIS & Testing ANALYSIS & Field Service Experience &
Testing
AEL 5 Analysis & Field Service Experience & Testing

Direct Evidence from Testing for Reliability
SW01.50 Arguments and evidence should be available which show that:

1. The demands placed on the software were representative of normal
operation.

2. The tests were sufficient to demonstrate that the reliability attribute of the
software safety requirement is met to a confidence of 95%.

Direct Evidence from Field Service Experience for Reliability

SW01.51 Arguments and evidence should be available which show that the failure rate for
all safety related failures, observed in field service should not be greater than the
allowed failure rates stated in the software safety requirements, to a 95%
confidence level.

Direct Evidence from Analysis for Reliability

SWO01.52 Arguments and evidence should be available which show that there is a low
probability of residual faults in the software.

Backing Evidence from Analysis of Reliability
SW01.53 Arguments and evidence should be available which show that:

1. The fault density figures are credible when compared with other projects
using a similar development approach.

2. Design and programming standards were in place to:

a) Minimise the risk of residual errors remaining in the software (for example,
from the use of constructs which are open to misinterpretation, are obscure
in meaning, or may lead to programs which are difficult to analyse).
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b) Ensure that the clarity and readability of the software design and code are
adequate, as appropriate to the design notations and languages used.

42. The design and programming standards were adhered to.

43. Mechanisms were in place to detect software faults at each stage of
development.

44. The fault-detection mechanisms were effective at each stage of
development.

Specific Requirements for Evidence of Accuracy

SWO01.54 It is expected that an appropriate form of direct evidence will be selected from
the following table in order to demonstrate that the specified accuracy properties
have been satisfied.

Acceptable Sources of Evidence: Accuracy
(Choose 1 column only from the appropriate row)

AEL 1 TESTING FIELD SERVICE ANALYSIS & |ANALYSIS & Field Service
EXPERIENCE & Testing Experience & Testing
Analysis & Testing

AEL 2 TESTING & ANALYSIS & Field Service Experience & |ANALYSIS & Testing
Analysis Testing
AEL 3 ANALYSIS & Testing ANALYSIS & Field Service Experience &
Testing

AEL 4 ANALYSIS & Testing

AEL 5 ANALYSIS & Testing

Direct Evidence from Testing for Accuracy

SWO01.55 Arguments and evidence should be available which show that the required
computational precision is demonstrated under worst-case input conditions.

Direct Evidence from Analysis for Accuracy
SW01.56 Arguments and evidence should be available which show that:

1. The sources of error for all computations associated with the software safety
requirement have been identified and the worst case errors are within the
specified bounds.

2. All parameters and constants used in conjunction with the software system
have been checked for correctness and internal consistency.
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Backing Evidence from Analysis of Accuracy

3. For AEL 4, the use of rigorous arguments of computational accuracy and
stability have been made

4. For AEL 4 and 5, the object code is a correct translation of the source code,
i.e. that as far as is reasonably practicable no additional computational
inaccuracies are introduced by the translation into object code.

5. For AEL 5, there is proof that the implementation meets the software safety
requirements for computational accuracy and stability.

Note: Typical sources of error are numerically unstable algorithms, floating-point
truncation (e.g. small numbers added to large numbers), and numerical overflow.
Good algorithm design can reduce the errors to tolerable levels.

SWO01.57 Arguments and evidence should be available which show that:

1. The error analysis is based on worst-case input values.

2. Good design practice is used to minimise errors in complex algorithms.

Specific Requirements for Evidence of Resource Usage

SWO01.58 It is expected that an appropriate form of direct evidence will be selected from
the following table in order to demonstrate that the specified resource-usage
properties have been satisfied.

Acceptable Sources of Evidence: Resource Usage
(Choose 1 column only from the appropriate row)
AEL 1 TESTING FIELD SERVICE ANALYSIS & |ANALYSIS & Field Service
EXPERIENCE & Testing Experience & Testing
Analysis & Testing
AEL 2 TESTING & ANALYSIS & Field Service Experience & |ANALYSIS & Testing
Analysis Testing
AEL 3 ANALYSIS & Testing ANALYSIS & Field Service Experience &
Testing
AEL 4 ANALYSIS & Testing
AEL 5 ANALYSIS & Testing

Direct Evidence from Testing of Resource Usage

SWO01.59 Arguments and evidence should be available which show that Resource usage
does not exceed the specified resource constraints and has been demonstrated
under worst-case conditions.
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SW01.60 Typically these resources include: disc storage, main memory, input/output
bandwidth, communications bandwidth, and processor time.

Direct Evidence from Analysis of Resource Usage
SW01.61 Arguments and evidence should be available which show that:

1. The resource usage of the software does not exceed the specified resource
constraints.

Note: This may be based on design evidence if resources are statically
assigned, or by a worst-case resource-use analysis if the resources are assigned
dynamically.

45. For AEL 4 and 5, use of rigorous arguments of resource usage has been
made.

Backing Evidence for Analysis of Resource Usage
SW01.62 Arguments and evidence should be available which show that:

1. The resource usage analysis is based on worst-case input values.

2. The worst-case conditions are credible under worst-case operational
conditions.

Specific Requirements for Evidence of Overload Tolerance

SW01.63 Arguments may be made that design features are not required if the overload
conditions are impossible.

SW01.64 Such overloads typically include: Excessive input-output data rates, Excessive
processor usage, Disk storage overflows, Buffer overflows, and Virtual Storage
overflows.

SWO01.65 Arguments and evidence should justify that any claims about the impossibility of
overload still apply under failure conditions.

SWO01.66 It is expected that an appropriate form of direct evidence will be selected from
the following table in order to demonstrate that the specified overload tolerance
properties have been satisfied.
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Acceptable Sources of Evidence: Overload Tolerance
(Choose 1 column only from the appropriate row)

AEL 1 TESTING FIELD SERVICE ANALYSIS & |ANALYSIS & Field Service
EXPERIENCE & Testing Experience & Testing
Analysis & Testing

AEL 2 TESTING & ANALYSIS & Field Service Experience & |ANALYSIS & Testing
Analysis Testing
AEL 3 TESTING & ANALYSIS & Field Service Experience & |ANALYSIS & Testing
Analysis Testing
AEL 4 ANALYSIS & Testing TESTING & Analysis
(Deterministic overload design) (Non deterministic overload design)
AEL 5 ANALYSIS & Testing TESTING & Analysis
(Deterministic overload design) (Non deterministic overload design)

Direct Evidence from Analysis for Overload Tolerance
SW01.67 Arguments and evidence should be available which show that:

1. The design is capable of degrading gracefully under overload conditions so
that software safety requirements are still met.

46. For AEL 4 and 5, the use of rigorous arguments of overload have been
made.

Note: Where the design does not allow the loading to be determined analytically
then at AELs 4 and 5 such evidence of overload tolerance will not be compelling.
The arguments presented in this case will support testing by providing analysis
of the test cases.

Backing Evidence for Analysis of Overload Tolerance

SWO01.68 Arguments and evidence should be available which show that the overload
analysis is credible under worst-case operational conditions.
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Guidance on Credible Arguments and Evidence to Demonstrate
Requirements Traceability Relating to Objective C

Direct Evidence for Requirements Traceability

SW01.69 Arguments and direct evidence of software safety requirements traceability
should be available that demonstrate:

1.

Each requirement introduced at each level in the design has been traced to
the same level of design at which its satisfaction is demonstrated.

Each requirement introduced at each level in the design has been traced to
a system safety requirement.

Backing Evidence of Requirements Traceability

SWO01.70 To give confidence that the traceability records are correct and complete,
arguments and backing evidence should be available that demonstrate:

1.

The notation for tracing the software safety requirements is unambiguous
and has been used consistently.

Note: Traceability encompasses all pre-existing software items included in or
called from the application.

2.

The notation for tracing software safety requirements supports both forward
and backward traceability.

Any tools used to support traceability did not corrupt the traceability
structures and records.

Procedures or tools have been used to ensure that any loss of traceability or
incorrect traceability is detected and corrected.

Any tools used to construct or maintain traceability have been verified and
validated to an appropriate level for the impact of the tool on the design.
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Guidance on Credible Arguments and Evidence to Demonstrate
Freedom from Interference by Non-safety Functions Relating to
Objective D

Direct Evidence of Freedom from Interference

SWO01.71 Arguments and direct evidence that the software safety requirements integrity is
maintained should be available that demonstrate:

= Any non-safety functions existing in the implementation cannot interfere with
those functions resulting from software safety requirements.

Backing Evidence of Freedom from Interference

SWO01.72 To give confidence that the software safety requirements integrity is maintained
arguments and backing evidence should be available that demonstrate:

1. The notations used in the analysis of interference are capable of supporting
the identification and correction of all relevant interference mechanisms.

47. The analytic methods and techniques used are appropriate for identifying and
analysing interference mechanisms.

48. The analysis notations are appropriate to the problem domain and
representation and allow an adequate analysis of the design.

49. The analysis techniques have been applied by adequately qualified and
experienced staff.

50. Assumptions used in the analysis (e.g. about the environment, hardware,
operating system and other interfaces) have been validated.

51. Models or other abstractions used in the analysis are an adequate
representation of the software design.

52. Procedures or tools have been used to ensure that interference is detected
and corrected.

53. Any tools used to support the detection or correction of interference did not
corrupt the results or the operational software.

54. Any tools used to detect or correct interference have been verified and
validated to an appropriate level for the impact of the tool on the code and
analysis.

Guidance on Credible Arguments and Evidence to Demonstrate
Configuration Consistency Relating to Objective E

Direct Evidence of Configuration Consistency
SWO01.73 Arguments and evidence should be available that show:
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1. All those artefacts, which are offered as a source of direct or backing
evidence are produced by the development of, or related to, the known
executable version of the software.

Note: Evidence that is not created during the development process of the known
executable version of the software can be related to it. In this case arguments for
the validity of the relationship should be made available.

55. The evidence was collected from the processes and products to which it
relates.

56. Evidence has not been altered without the alterations and their justification
being made visible.

57. The evidence is unambiguously and consistently identified.

Note: Artefacts commonly offered as sources of Direct and Backing Evidence
are:

= The object code;
= The source code;

= The requirements (System requirements, Software safety requirements, other
Software requirements)

* Any data that has been used in conjunction with the known version of the
source code;

= All user manuals and other operating instructions for the software;
= All test specifications, test scripts, test harness programs and test results;

= Versions of all hardware used in the: generation of test data, stimulation of
tests and recording of test results;

* |ntermediate software design descriptions, either in natural language or formal
or semi-formal notations;

» The results of hazard analysis undertaken on the system and software;

» Requirements traceability records (where these are kept separately from the
source code);

= The results of manual inspections and static analyses of various kinds;
= All safety arguments;

= Versions of the compilation system and any other development tools,
including the hardware upon which they operate.
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Backing Evidence of Configuration Consistency
SWO01.74 Arguments and evidence should be available that show:

1. Any tools used to support configuration consistency did not corrupt the
configuration consistency structures.

58. Any tools used to construct or maintain configuration consistency have been
verified and validated to an appropriate level for the impact of the tool on the
code.

SWO01.75 A computer based change control and configuration management system should
be used to maintain the consistency of all products of the development process.
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Appendix A to SW 01: Identification of Assurance
Evidence Levels

Introduction

SWO01A.1For the CAA to be satisfied that a software safety requirement has been
implemented fully and correctly, the five objectives defined in Part 2 paragraph
SW01.18 of SW 01 (Requirements Validity, Requirements Satisfaction,
Requirements Traceability, Requirements Integrity, Freedom from Interference
and Configuration Consistency) must be achieved.

SWO01A.2In order to demonstrate that the objectives have been achieved, arguments and
assurance evidence must be made available to the CAA from the behaviour of
the software and certain aspects of the way in which it has been developed. The
strength and depth (rigour) of that assurance evidence is driven by the safety
criticality of the software safety requirement.

SWO01A.3The safety criticality of the software safety requirement is expressed as an AEL.
The AEL determines the minimum set of assurance evidence that is required to
be available to the regulator for a given software safety requirement for any
system proposed for approval. AELs are intended to be used as a strategic
project management aid to ensure that appropriate software safety assurance
processes are used throughout the lifecycle of safety related software.

SWO01A.4Since the AEL determines the evidence to be available for approval of the
system, it affects the products of the development process. Furthermore
software safety requirements are dynamic in the sense that they can be created
and altered by design decisions, as can their associated AELs. It is therefore
extremely impractical for a regulator to either set or agree changes to each AEL
as the associated software requirement changes during development. For this
reason AELs are to be established by the Service Provider. The regulator will
review them when the system is presented for approval.

SWO01A.5The use of the AEL to assist the Service Provider in producing the optimum set
of evidence and the use of SWAL does not remove from the Service Provider,
the responsibility of demonstrating satisfaction of the requirement.

SWO01A.6This Appendix provides the means whereby the Service Provider can establish
the AEL of a software safety requirement.

SWO01A.7The use of AELs as described here satisfies the requirements for Software
Assurance Levels as defined in Annex | in EU Regulation (EC) No. 482/2008.
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SWO01A.8EU Regulation (EU) No. 1035/2011 (the Common Requirements) requires the
assessment of the combined effects of hazards. Annex | of EU Regulation (EC)
No. 482/2008 requires Software Assurance Levels to relate the rigour of software
assurances to the safety criticality of the software. The use of AELs as described
below is compliant with both regulations.

SWO01A.9There are a number of indicators of criticality; the dominant one is the
consequence of the software safety requirement not being met. This is
expressed in terms of the impact of the failure on the likelihood and/or severity of
an ensuing accident. These consequences can also be characterised by the
impact of the failure on the continuation of the provision of an ATS or the need
for any mandatory reporting of accident or incidents as defined in the list of
reportable occurrences for air navigation personnel in EC Reg No. 2015/1018
Annex 3.

SWO01A.10 Where architectural and operational defences have been taken against the
consequences, they need to be taken into account when judging the criticality of
the software safety requirement. Just assessing the AEL on the basis of the
worst credible event in the wider system is likely to result in an unduly high AEL
for the software safety requirement.

SWO01A.11 Conversely, if a failure to meet a software safety requirement can have an
impact on a number of different accidents then assessing the AEL solely on the
basis of the worst credible event in the wider system is likely to result in an
unduly low AEL for the software safety requirement.

SWO01A.12 Architectural and operational defences may be accounted for in one of two
ways. First, by considering, the tolerable failure rate of the software safety
requirement which when combined with other failures will cause the worst-case
credible consequence. Second, by considering the number and strength of
defences to be penetrated before causing the worst-case credible consequence.

Calculation of AEL

SWO01A.13 An AEL should be assigned using Tables 1 and 2 ‘AEL Safety Criticality’ and
‘AEL safety criticality modification due to Architectural and operational defences’.

SWO01A.14 The provisional assignment of AEL can be found from Table 1 by relating the
worst credible consequence of the failure to meet the requirement (the hazard) to
one of the columns in the table. Three sets of guidewords are given: ATS
severity categories (based on Regulation (EU) No. 1035/2011, the list of
reportable occurrences for air navigation personnel in EC Reg No. 2015/1018
Annex 3 and UK Airprox risk categories). These may help in understanding the
hazard.
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Note: When using Table 1 the AEL should be adjusted to accommodate the
cumulative risk of a failure to meet the software safety requirement. For example
if the worst credible consequence of a failure to meet the software safety
requirement represents a very large proportion of the risk, then this consequence
alone can be used to assign the AEL. However if the risk of the worst credible
event only represents a small proportion of the risk of failing to meet the software
safety requirement then the AEL should be raised appropriately.

SWO01A.15 The assessment of the worst-case consequence may already be documented

in the system hazard analysis. When this is not the case, a hazard analysis
should be undertaken to assess how the software requirements might lead to
one of these system level hazards.
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Table 1: AEL safety criticality

Classification
Scheme

an Accident,
Serious incident
or Major
Incident could
have occurred

the aircraft

AEL 1 2 3 4 5
Characteristic
(EV) No immediate | Significant Major incident | Serious Incident | Accident
effect on safety |incident associated with
1035/2011 o .
i indicating that | the operation of
Severity

List of reportable

occurrences for
air navigation
personnel in EC
Reg No.
2015/1018

Annex 3 (note
that the

European
Commission is
developing a

European Risk
Classification

Scheme to
support the
Regulation).

No effect on
ATC workload

Increased ATC
workload

Loss of
separation

Significant ATC
overload

Significant
degradation of
ground based
system

Serious loss of
separation

Serious ATC
overload

Serious
degradation of
ground based
system

A UK reportable
accident

Actual risk of
collision

Relationship to
the UK Airprox
Board, Risk
categories

N/A

C — norrisk of
collision

B — Safety not
assured

A — Risk of
collision

N/A

SWO01A.16 If it can be argued that defences in other parts of the system (including other
parts of the software) mitigate against the consequences of the failure to meet
the software safety requirement then the provisional assignment of AEL can be
reduced by using Table 2.

Note: This document assumes that software safety requirements have been
derived from a full risk and safety analysis of the system. This will have
established the overall safety requirements that have been refined and allocated
in the design to software. This is a commonplace system safety process and is
described in standards and guidelines such as IEC 61508 Part 1, ARP4754, Def
Stan 00-56.
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Table 2: AEL safety criticality modification due to Architectural and operational

defences

Reduction of AEL | -1 -2 -3 -4

Characteristic

Number and Requirement is Requirement is met | At least two forms | Many forms of

strength of monitored independently in a | of mitigation which | mitigation such that

defensive layers redundant channel |are not part of the | a failure of the

requirement implementation to

satisfy the
requirement is
extremely unlikely to
result in the hazard.

The probability of 10%/hr 103/hr 105/hr 107/hr

the failure of all

Architectural and

operational

defences

SWO01A.17 The provisional AEL from Table 1 is then added to the offset provided by
Table 2.

Software Components

SWO01A.18 The smallest software component is an element that can be verified. Software
safety requirements may be attached to an element to control its behaviour. A
grouping of elements that are protected from external reference is called a
Software Architectural Unit. These are described in Appendix E. Within a
Software Architectural Unit no argument for the independence of the attributes of
software functions from each other can be made, consequently all software
safety requirements placed on a Software AU must assume the same AEL.

Note 1: Independence may be physical or logical.

Note 2: A software component may be a single executable program, a number
of programs operating together, or a part of a single program e.g. a concurrent
process, depending on the system and software architecture.

Note 3: As software components become larger and/or more complex it
becomes increasingly difficult to provide arguments and evidence that the ATS
system will perform all of its safety related functions without failure.
Independence may be used to minimise the size and complexity of software
components to ease this difficulty.
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SWO01A.19 The AEL allocated to the software safety requirements implemented in a
Software Architectural Unit should be the highest AEL of the individual software
safety requirements of the elements contained within the Software Architectural
Unit.

SWO01A.20 The evidence required to support arguments of the adequacy of the Software
Architectural Unit’s barricade is determined by the AEL of the Software
Architectural Unit.

SWO01A.21 Requirements derived from a software safety requirement cannot be assumed
to have the same AEL as the originating requirement. They must be evaluated,
as defined in Appendix A to SWO01 paragraph SW01A.13, in order to derive their
correct AELs.

SWO01A.22 Design decisions must be evaluated at the system level in order to identify any
new software safety requirements. These new software safety requirements
must then be allocated an AEL, as defined in Appendix A to SWO01 paragraph
SWO01A.13.

Note: This document assumes that software safety requirements have been
derived from a full risk and safety analysis of the system. This will have
established the overall safety requirements that have been refined and allocated
in the design to software. This is a commonplace system safety process and is
described in standards and guidelines such as IEC 61508 Part 1, ARP4754, and
Def Stan 00-56.
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Appendix B to SW 01: Argument and Evidence Concepts

Safety Arguments

SW01B.1SWO01 Part 3 guides the service provider in preparing a coherent and convincing
argument with adequate supporting evidence to assure the regulator that the
prime software safety objective has been achieved:

SWO01B.2To ensure that the risks associated with deploying any software used in a
safety related ATS system have been reduced to a tolerable level.

SWO01B.3SW 01 provides an argument that assurance of achieving the prime software
safety objective may be demonstrated by achieving each of the five assurance
objectives elaborated in Part 3, i.e.:

= Safety Requirements Validity;

= Safety Requirements Satisfaction;

= Safety Requirements Traceability;

= Freedom from Interference by Non Safety Functions;
= Configuration Consistency.

SWO01B.4Thus SW 01 provides the basic relationship between software safety and
regulatory assurance and it is only necessary to demonstrate achievement of the
four assurance objectives to the Authority.

SWO01B.5The guidance in Part 3 defines the bounds of arguments and the types of
evidence that may be used to support a claim that an objective has been
achieved. The service provider needs to provide the actual claim, arguments and
supporting evidence. It is likely that sub-claims will be made by the service
provider to support the claim that an objective has been achieved. Any argument
and evidence must also justify the choice of sub-claims.

Evidence

SWO01B.6 For the purposes of this document, evidence, to support an argument that a
safety assurance objective has been met, can take one of two complementary
forms, as follows:

= Direct Evidence — that which is produced by an activity taking place or
software behaviour occurring, which is directly related to the claim being
made; and
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Backing Evidence — that which shows that the Direct Evidence is both
credible and soundly based.

Note 1: Backing is only required for direct evidence actually produced.

Note 2: For example:

For a situation where test specifications, test scripts, test harness programs and test
results have been submitted as evidence to support claims that the requirements
satisfaction objective (Part 3 paragraph SW01.20 to SW01.23) has been achieved. It
would be necessary to make a sub-claim that the configuration consistency objective (Part
3 paragraphs SW01.71 to SWO01.72), for that evidence has also been achieved. To do this,
paragraph SWO01.72 for direct evidence and paragraph SW01.71 for backing evidence
must be satisfied.

SWO01B.7To substantiate a claim that this is true, the following statement could be made:

‘The test specifications, test scripts, test harness programs and test results apply
to the version of the source code being assessed because a unique numbering
system is used, this is controlled by a configuration management system and
has been checked by review.’

1.

3.

The claim is:

‘The test specifications, test scripts, test harness programs and test results
apply to a known version of the source code.’

. Direct evidence is:

The unique numbers are present on all data submitted as evidence and they
are controlled by a configuration management system that has been checked
by review.

Backing evidence is:

Audit of numbers and reviews, evidence of CMS pedigree, etc.

To be able to claim achievement of the configuration consistency objective in full
it would be necessary to:

Put forward similar sub-claims for all other evidence submitted to support
claims of achieving the other objectives;

Argue that the set of sub-claims is complete.

Rigour of Arguments

SWO01B.8The rigour (depth and strength) required of the arguments, that the assurance
objectives have been met, increases with AEL. The increased rigour is
introduced by requiring the arguments to be presented to a lower level of design.
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Arguing Requirements Satisfaction

Structuring of Arguments

SWO01B.9In arguing achievement of Safety Requirements Satisfaction objective at an AEL
greater than 3 in particular, a single argument is considered to be insufficient to
adequately demonstrate that the objective has been met. The concept of Primary
and Secondary arguments has therefore been introduced, as follows.

Primary Arguments

SWO01B.10 Primary Arguments are, as the name suggests, the main arguments (using the
Direct and associated Backing evidence) that the software safety requirement is
satisfied.

Secondary Arguments

SWO01B.11 Secondary Arguments provide additional, independent arguments that the
safety requirement is satisfied. They compensate for the possible lack of
completeness and uncertainty in the Primary Argument.

SWO01B.12 Secondary Arguments need not demonstrate the claim completely, but the
result should not contradict the result of the primary argument.

SWO01B.13 The Secondary argument might use a similar justification (same clauses as
primary justification) by an independent team or an entirely different form of
evidence, or both.

Sources of Evidence for Requirements Satisfaction

SWO01B.14 Evidence to support an argument that a software safety requirement has been
met may be obtained from one or more of the following main sources:

1. Testing of the object code.
2. Field service experience of an identical, or sufficiently similar, system.
3. Analysis of an appropriate level of design.

SWO01B.15 Which of the three main sources of evidence is most appropriate will vary
according to the attribute concerned and the required AEL, as indicated in Part 3
Section 6.

Note 1: In this context, source code is considered to be an aspect of design.

Note 2: Analysis can include evidence of the effective use of appropriate
processes and techniques.

Note 3: For the other assurance objectives (Configuration consistency,
Requirements traceability and Requirements validity) analytic evidence is
expected.
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SWO01B.16 The forms of evidence available for each attribute and each source of
evidence are listed in Table 1.

Note: Table 1 is not exhaustive; other forms of evidence that support a claim that
a given attribute is satisfied may be offered.

Table 1: Forms of Evidence: Satisfaction of Safety Requirements

Software Test evidence Field experience Analytic evidence
attribute
Functional Functional testing Analysis of known Formal proof of
properties faults in a product logical behaviour
Timing Response time tests. | Analysis of known Worst case timing
Properties Maximum throughput | faults in a product analysis.
tests Performance
modelling
Robustness Fault injection testing | Evidence from Design evidence that
(internal and i/o). incident reports on internal and external
Power failure and effectiveness of fault | failures can be
equipment failure tolerance measures detected, and
tests appropriate action
taken
Reliability Reliability testing Field reliability Evidence of a low
(using expected measurements (for a | probability of residual
operational profile) similar operational faults (from analysis
Evidence of high test | profile) Estimates of the process and
coverage based on residual the product).
faults and operating E.g. Static analysis
time (N/T) Compliance analysis
Complexity metrics
Inspection, Quality of
support tools. Fault
density in similar
projects
Accuracy Measuring error for Analysis of known Numerical analysis
known test cases faults in a product Algorithm stability
analysis
Resource Worst case load tests | Resource usage Design evidence of
usage (disc, memory, monitoring data from | static assignment of
input/output, similar applications resources at start-up.
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communications, Worst case resource
processor) analysis
Overload Excess load tests Analysis of known Design evidence that
tolerance faults in a product system will degrade
gracefully in overload
conditions

Rigour of Evidence

SWO01B.17 The rigour (depth and strength) of the evidence gathered (both direct and
backing evidence) also increases with AEL. This is reflected in the requirements
at paragraph SW01.24, which shows the evidence to be produced from each
source of evidence for each AEL.

SWO01B.18 The requirements in each table are cumulative — i.e. at a given AEL, its

requirements together with all requirements for lower AELs should be complied
with.

Safety Cases

SWO01B.19 Insofar as SW 01 deals only with the approval of software demonstration of
the satisfaction of the requirements herein may be used in support of a system
safety case.
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Appendix C to SW 01: Derivation of Safety Objectives

SWO01C.1 The CAA is required to set objective safety goals which do not remove the
Regulatees’ freedom of solution by prescribing the means of compliance. The
top-level safety goal for software used in CNS/ATM systems states that the
Regulatee is:

* G1. To ensure that the risks in deploying any software used in a safety
related CNS/ATM system have been reduced to a tolerable level.

Note: For the purposes of this section G'n’ denotes a Safety Goal and G'n.n’
denotes a Safety Sub-Goal to be met by the Regulatee.

SWO01C.2 The ANO gives the CAA the responsibility to be assured that the Regulatee is
meeting the above goal (G1). Consequently it is the responsibility of the
Regulatee to present a claim that the safety goal has been achieved and
convince the regulator that it is true. It is not the responsibility of the CAA to
construct the claim on behalf of the Regulatee. Hence the CAA requires the
Regulatee to demonstrate accomplishment of G1. For accomplishment of G1 to
be demonstrated to the CAA it is necessary:

= A1. For arguments and assurance evidence to be available which show
that the risks associated with deploying any software used in a safety
related ATS system are tolerable.

Note: A'n’ denotes a Regulatory (Assurance) Goal and A'n.n’ denotes a
Regulatory (Assurance) Sub-Goal.

SW01C.3 However it is necessary to decompose this Goal into sub-goals that are
meaningful regulatory statements that can be comprehended by the Regulatee.

SWO01C.4 The decomposition can be assisted through an understanding of the goal for
software behaviour:

= G2. To ensure that any software used in a system only behaves in a
manner that is safe and has been predicted.

SWO01C.5 Another way of saying this is that since the tolerability of the risks associated
with deploying systems containing software is established during the system
safety process, then the main safety goal for software is to implement those
safety requirements allocated to software by the system safety process
completely and correctly and to ensure that the implementation of non safety
functions does not have an adverse effect on safety.

SW01C.6 Therefore the main software safety goal may be divided into three sub-goals;
these are:
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* G2.1 To ensure that the software safety requirements are valid system
safety requirements and are necessary and sufficient to achieve the risk
tolerability

= G2.2 To ensure that safety requirements are implemented completely
and correctly

* G2.3 To ensure that the implementation contains no functions which
have an adverse impact on the safety of the system

SWO01C.7 In order to be assured that the risk of deploying software is tolerable (goal A1)
the arguments and assurance evidence must show that safety goals G2.1, G2.2
and G2.3 have been met. For the assurance evidence to be acceptable it must
meet the following criteria:

1. It can be demonstrated that the evidence was collected from the processes
and products to which it relates.

2. It has not been altered without the alterations and their justification being
made visible.

3. ltis available for inspection.

SWO01C.8 These criteria can be met by the retention and maintenance of all arguments
and assurance evidence data and all data used to generate the evidence. They
are expressed in the configuration consistency goal for software safety
assurance:

= A1.1 To ensure that the arguments and evidence, for the safety of the
software in the system context, are from: a known executable version of
the software, a known range of configuration data and a known set of
software products, data and descriptions that have been used in the
production of that version (ref 1709)

SWO01C.9 Assurance that Goal G2.1 has been met is obtained by assuring that software
safety requirements are valid and remain valid during software implementation,
as expressed in the Validity of Safety Requirements goal for software safety
assurance:

= A2.1 To ensure that arguments and evidence are available which show
that the Software Safety requirements correctly state what is necessary
and sufficient to achieve tolerable safety, in the system context (ref
1705)

Note: This includes requirements to control hazards identified during
implementation.
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SWO01C.10 Assurance that Goal G2.2 has been met is obtained by assuring that the
requirements have been correctly and completely implemented as expressed in
the Satisfaction of Safety Requirements goal for software safety assurance:

= A2.2 To ensure that arguments and evidence are available, which shows
that the software satisfies its safety requirements (ref 1706)

SW01C.11 However, during the software development process, functions may be
introduced which have repercussions on the safety of the ATS system, these will
need to be assessed and if necessary, new or changed safety requirements will
have to be generated. Otherwise the software safety requirements would no
longer be complete and correct.

SWO01C.12 In order to be assured that the software safety requirements remain complete
and correct and, consequently, that objective G2.1 is met for all stages of the
development, the software safety requirements must be traceable to the
implementation and vice versa. This is expressed in the Traceability of Safety
Requirements goal for software safety assurance:

= A2.3 To ensure that arguments and evidence are available which show
that each Safety Requirement can be traced to the same level of design
at which its satisfaction is demonstrated (ref 1707)

SW01C.13 CNS/ATM software will invariably contain software other than that which is
derived from software safety requirements. If these (nonsafety) software
requirements are implemented in such a way that they interfere with the safe
behaviour of the system then objective G2.3 will not be met.

SWO01C.14 In order to be assured of compliance with G2.3, behaviour resulting from the
implementation of software safety requirements must not be interfered with by
behaviour resulting from the implementation of other software requirements. This
is expressed in the Freedom from Interference goal for software safety
assurance:

* A2.4 To ensure that arguments and evidence are available which show
that functions implemented as a result of Software Safety Requirements
are not interfered with by other functions implemented in the software
(ref 1708)

SWO01C.15 The arguments given above demonstrate that the five assurance sub-goals
A1.1 and A2.1 to A2.4 are necessary and that they are sufficient to achieve the
top-level safety goal for safety related software in CNS/ATM systems. The reader
is invited to confirm this by negating each sub-goal and considering the
consequences on the accomplishment of the top-level safety goal.
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Appendix D to SW 01: Architectural Considerations

Introduction

SW01D.1

This Appendix discusses various aspects of software architecture that can
influence software safety assurance by having an impact on the structure and
content of the software safety argument and its supporting evidence.

Architectural Units

SW01D.2 The notion of architecture is often limited to a physical architecture of

equipments linked by physical connections. Thus interference is only precluded
due to the physical properties of the equipments or interconnections. Such views
of architecture originally arose from mechanical and analogue views of the world,
where data is represented by a physical property e.g. the length of extension of a
rod or the voltage existing on a wire.

SW01D.3 The concept of logical properties, e.g. data value, timeliness, etc., do not exist

in this view of the world and so protecting the entities described by such
properties from interference cannot be discussed. Consequently, the view
adopted makes it difficult to deal with software, as it implies that since all the
programmes running on a single computer are part of the same equipment,
architecture cannot be used to preclude interference between the programmes.

SW01D.4 This Appendix uses a broader notion of architecture by introducing the

concept of logical architecture, where reliance may be placed on physical
properties of the system to preclude interference with logical properties. The
logical properties of particular interest to a computer programme are those of
data, timeliness, order and access to a resource. For example, data is
represented in a computer by its value (a number) and its location (in memory).
Clearly, it shares its location with other programmes so cannot be physically
isolated. Thus it may be interfered with. However, by managing a programme’s
access to memory, it may be possible to be assured that access to the data of
one programme cannot be granted to another.

SWO01D.5 There are (at least) two simple ways of limiting access to data:

= Make sure a programme runs to completion and does not use data in RAM
from one run to the next.

= Set bounds on the memory access for each programme and make sure they
do not overlap.

SWO01D.6 The first requires a simple non-interruptible scheduler to handle multiple

programmes whereas the second usually requires some hardware and software
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to enforce separation; in both cases the implementation is physical while the
policy itself is logical. However in the first case the implementation is via some
software, which some may not consider to be ‘architectural’, whereas in the
second case hardware is used, which is always considered ‘architectural’ — this
apparent mix of physical and logical architecture often causes confusion.

SWO01D.7 In general all architecture has physical properties and these can be used to

protect the logical properties (values, time spans, etc.) of the things we are
interested in. A barrier can be drawn around these things, representing the limits
of protection from interference for a particular logical property of a particular set
of functions of interest. For example, using the simple non-interruptible scheduler
described above allows a temporal barrier to be drawn around each programme
unit.

SWO01D.8 Other sorts of barriers, which limit other forms of interference, can be drawn

around a programme unit (element). The functions of the unit are then protected
from outside interference. This is illustrated in Figure 1. It shows barriers
covering the periphery of a programme unit. This set of barriers is called a
barricade.

Barmricade

| Interference

Figure 1 Architectural Unit

SWO01D.9 Barriers are not perfect; a metal box does not reduce the EM

(Electromagnetic) environment (due to outside sources of EM interference)
within the box to zero. Neither does it provide equal protection for all frequencies.
Similarly, for the non-interruptible scheduler, the protection may not extend to
cover hardware interrupts or timeliness interference due to errors in the
operating system itself. Consequently, the amount of protection provided by an
individual barrier is represented in Figure 1 by the thickness of its line.
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SW01D.10 The behaviour of the barrier can either be described from an internal
perspective or an external perspective. An internal perspective would view the
barrier as preventing alteration to a property of the function, whereas an external
perspective would view the barrier as preventing a particular type of interference
from coming through the barrier wall. For example, an internal perspective on the
non-interruptible scheduler is that it protects the timeliness of the functions and
so limits interference in time, whereas an external perspective on the metal case
round a hardware unit is that it prevents EM interference.

SWO01D.11 There are many different types of interference. Consequently, for full
protection, many different barriers are needed. The gaps in Figure 1 illustrate
where no barrier exists and therefore where there is no protection.

Note: Barriers are put in place to protect the functions of the element from
external interference, not to stop interference being exported. This is normal
practice. Standards, such as DO 178, take the view that a high integrity function
should take the responsibility of protecting itself from interference from lower
integrity functions for two reasons:

= The higher integrity function is expected to carry overheads associated with
greater development rigour. To have to carry an overhead for protection as
well is not considered too onerous.

= The rigour of development of a lower integrity function would give little support
to an argument that it did not export any interference.

SWO01D.12 The consequence of this line of reasoning is that functions within an element,
which are protected by the same set of barriers, can expect no protection from
the other functions operating within the same element. For example, although a
metal box provides protection from external EM interference, the electronics
within the box also generate interference and consequently one card in a box
may be interfered with by the EM radiation of another. Similarly the OS provides
no data or timeliness protection from functions that are part of the same
programme unit. Thus the data of one function may be corrupted by another
function within the same programme unit.

SWO01D.13 Even though individual barriers are not perfect and there may not be a
complete set of them, the notion of a set of barriers surrounding a function is of
practical benefit. Where the logical properties protected are a useful subset of all
logical properties known to exist within some identifiable physical component, it
enables the construction of systems from independently assessed components.

SW01D.14 For example, an operating system may provide protection against data,
timeliness and resource interference for all programme units within a computer,
thus allowing each programme unit (a physical element) to be thought of as an
interference free container. Such containers i.e. elements and associated
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barricades, are architectural units (architectural components) and represent the
basic building blocks for non-interference arguments.

SWO01D.15 Another feature of barriers, illustrated in the OS example above, is that the

protection afforded to the element (the programme unit) may not be part of the
element itself i.e. the barricade is not physically attached to the element. The OS
establishes an interference free environment whose properties are inherited by
the elements within the computer. Consequently, although the OS may be
considered to provide one or more of the barriers in an elements barricade, the
implementation of the barrier is not physically part of that element.

SW01D.16 A barricade cannot completely envelop an element, as, to be useful, the

Figure 2

functions within it have to communicate with other functions and ultimately, the
outside world. Any communication channel can be thought of as a breach in the
barricade, allowing interference contained within it to be transferred to the
functions in the element. However, the communications channel itself can be
protected from interference e.g. an optical bus is protected from radio frequency
EM interference and protocols and checksums may be used to protect any data
it carries from most forms of corruption. Consequently the communications
channel is also an Architectural Unit, protected from the external environment by
its own barricade. This concept is illustrated in Figure 2. Systems of architectural
units may therefore be built in this way, allowing non-interference arguments to
be created for a complete system.

An Architectural System
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PART B, SECTION 4
GENERIC REQUIREMENTS AND GUIDANCE: GENERAL

GEN 01: Wind Turbines

Introduction

GENO1.1 A wind turbine is a device that converts the wind’s kinetic energy into electrical
power. A wind farm comprises two or more wind turbine generators.

GENO1.2 This document provides guidance which an ATS Provider or ANSP can apply in
order to safeguard against the possibility of adverse effects on ATS operations
caused by wind turbine development in the vicinity of an aeronautical radio
station. Sources of guidance to facilitate the process of assessment are also
provided.

Capture by ATS Provider of Development Proposal

GENO1.3An ATS Provider or ANSP should be notified of a wind turbine development
proposal by the developer. This notification provides the opportunity to enter into
consultation with the developer and provide comment on the proposed
development, ahead of a formal planning application.

GENO1.4In order to ensure comprehensive notification of any intended development, ATS
Providers and ANSPs are advised to arrange for the relevant Local Planning
Authority (LPA) to inform and consult with them, when they receive wind turbine
development proposals within a minimum radius of 20 km from their Aerodrome
or Radio Site.

GENO1.5ATS Providers and ANSPs should also ensure that any area of particularly
intense aircraft activity, e.g. an approach to a runway, is also considered by the
LPA as requiring safeguarding. This will normally be outside the ‘standard’ 20 km
range and may extend to 34 km for ILS approaches. It should be noted that such
ranges could require consultation with more than one LPA.

Responsibilities and Limitations

GENO01.6 Wind turbine developments need to be considered as a safeguarding activity.

GENO1.7 The ATS Provider or ANSP is responsible for ensuring, as far as is reasonably
practicable, that such development does not impact on the safety of the ATS
environment.

GENO01.8 The ATS Provider or ANSP is responsible for deciding whether or not it can
accept any degradation to the ATS environment.
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GENO1.91f the ATS Provider or ANSP predicts that the degradation is unacceptable then it
should make representations to the appropriate Local Authority.

GENO01.10 The ATS Provider or ANSP, after consultation with the developer, is
responsible for mitigating against any deterioration to ATS caused by wind
turbine developments. The CAA may request to examine any mitigation
measures taken and may vary approvals for ATS where the deterioration caused
by a wind turbine development has an adverse effect on the continued safe
operation of that service.

Assessment of Effect

GENO01.11 Wind turbines have the potential to adversely affect the ability to provide ATS
in several ways, not least because of degradation of radio signals emitted by
aeronautical radio stations due to multi-path inference caused by reflection from
the static elements (i.e. nacelles and masts) or signal modulation effects due to
rotating turbine blades.

GENO01.12 Aerodrome licensees and ATS Providers are reminded that information
regarding the technical safeguarding of aeronautical radio stations at their
aerodromes, including examples of the minimum dimensions for those areas
which must be safeguarded, is contained in CAP 670 Part B, Section 4 GEN 02.

GENO01.13 The CAA has been made aware of research that indicates the possibility of
wind turbines adversely affecting the quality of radio communication between air
traffic controllers and aircraft under their control. Further work is being
undertaken to establish the extent, likelihood and severity of the problem and
until further information is available, issues concerning wind turbines and VHF
communications should be dealt with on a case by case basis. ANSPs are
advised to include the radiation pattern of their antenna systems and the radio
horizon in their considerations.

Note: A wind farm whose blade tips, at their maximum height, are below the
visual horizon when viewed from a point situated 25 m above an aeronautical
radio station site may be acceptable to an ANSP.

Additional Guidance

GENO01.14 Further guidance regarding wind farm planning considerations and issues can
be sought from:

= CAP 764 CAA Policy and Guidelines on Wind Turbines
(www.caa.co.uk/CAP764). This document aims to provide assistance to
aviation stakeholders when addressing wind energy related issues, thereby
ensuring greater consistency across the whole aviation industry in the
consideration of the potential impact of proposed wind turbine developments.
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= The National Planning Policy Framework, published by the Ministry of
Housing, Communities and Local Government

» The Wireless Telegraphy Act 2006.
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GEN 02: Technical Safeguarding of Aeronautical Radio
Stations Situated at UK Aerodromes: Guidance Material

Introduction

GENO02.1 Aerodromes licensees together with their ATS Providers are responsible for the
technical safeguarding of all of the radio sites for which they hold approvals
under the ANO 2016. This document provides guidance to assist with that
process.

GENO02.2 Aerodrome Licensees and ATS Providers who register safeguarding maps with
the LPA should receive from that LPA a copy of any applications for
developments either on or within the vicinity of the Aerodrome. This information
should be made available to the person responsible for the technical
safeguarding of radio sites.

GENO02.3If safeguarding is not undertaken then it is likely that a gradual degradation of the
integrity of the radio signal will take place. This will be perceived in several ways;
for example, complaints from pilots or ATC regarding poor coverage, increased
background noise or worsening flight calibration results for ILS. This can be
avoided by proactively safeguarding the technical sites.

GENO02.4 The ATS Engineering Inspector will expect to see evidence of adequate
technical safeguarding. If the quality of service of the radio signal reduces below
acceptable limits, he or she can withdraw the ANO approval for the affected
radio facility until corrective measures have been taken.

Definition

GENO02.5 Technical Safeguarding is the process employed to protect radio signals from
being affected by physical or electromagnetic changes in their transmission
environment.

Background

GENO02.6 Technical Safeguarding consists of two processes, Physical Protection and
Radio Spectrum Protection.

Physical Protection

GENO02.7 Most physical objects act as reflectors or diffractors of radio signals. A
combination of object size, material, proximity and incident radio wavelength can
make them particularly efficient reflectors or diffractors. Technical site
safeguarding, a process applied as part of the technical safeguarding of Radio
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sites, seeks to prevent any development near to a radio transmitter or receiver
site, which may degrade the radio signal by enabling such reflection or
diffraction.

Physical Protection Process

GENO02.8 Every aeronautical radio station requires a technical area to be safeguarded
against the possibility that buildings or other structures erected within the
safeguarded area cause interference to the signal radiated by that station.

GENO02.9 On an aeronautical chart, a frame, representing this area, is drawn around the
aerial of the radio aid. If a proposed development falls within that frame or
volume, further analysis, or reasoned outright rejection should be considered. In
the case of development within an ILS area it is expected that computer
modelling of the development is undertaken. The size and shape of the frame or
volume is dependent upon the type of equipment and its aerial system.

GENO02.10 The dimensions provided below are examples of frame sizes associated with
specific types of equipment. These sizes should be applied in the absence of
data from other sources. Aerodromes are encouraged to obtain specific criteria
from the manufacturer or supplier of their equipment. It is likely that the
manufacturer may specify a smaller area to be safeguarded, which could provide
operational benefits to the Aerodrome. Aerodromes are expected to maintain
and apply criteria pertinent to their own technical sites. The Engineering
Inspector may wish to examine the criteria used.

Example Frame Sizes
ILS

Note: The following dimensions should not be confused with the ILS Critical and
Sensitive areas.

ILS Localiser Cat I/l
GENO02.11 The frame can be defined as two separate sectors:

1. A sector of 750 m radius centred on the localiser and £60° about the runway
centreline at ground level, in the direction of the runway threshold.

2. A sector, centred on the localiser, £15° about the runway centreline and
1500 m along the runway, at ground level, in the direction of the runway
threshold.
ILS Localiser Cat Ill
GENO02.12 The above Cat /Il sectors plus two additional sectors:

1. Arectangle 300 m either side of and parallel to the extended runway
centreline commencing 100 m behind the respective localiser and extending
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to 100 m beyond the end of concrete at the landing end of the respective
runway. This area is defined at ground level.

2. A volume commencing 100 m from the end of concrete at ground level on a
projected 1:50 slope to a range of 1000 m and £300 m about the extended
runway centreline.

Note 1: These frames are defined with respect to the localiser site and the
landing ‘end of concrete’ to take account of the variable length of runways
and inset threshold conditions.

Note 2: Aerodromes may consider extending the above Cat Ill criteria of £
300 m to + 500 m if large scale development on the edge of the + 300 m
boundary is likely.

ILS Glide Path
GENO02.13 This sector is defined with respect to the glide path aerial mast.

GENO02.14 A sector of 750 m radius £60° about a line originating at the base of the glide
path aerial parallel to the approach runway centreline.

DME associated with ILS or MLS

GENO02.15 An inverted cone of 500 m radius with a 2% (1:50) slope, originating at the
base of the DME aerial.

MLS

Azimuth System

GENO02.16 A rectangle £100 m either side of the extended runway centreline originating
100 m behind the aerial and extending to 100 m beyond the landing end of the
respective runway. This area is defined at ground level as 4.3.1.2 a.

Elevation Systems

GENO02.17 A sector of 500 m radius, centred at the base of the elevation aerial, +30°
about a line parallel to the approach runway centreline.

VOR

GENO02.18 At ground level a circle of 230 m radius from the site centre with a further
slope at 2% (1:50) out to 900 m radially from the site centre.

DME

GENO02.19 The foregoing VOR constraints where co-located with a VOR otherwise a 2%
(1:50) slope surface originating at the site ground level extending 300 m radially.

Radar: 10 cm, 23 cm, 50 cm and SSR

GENO02.20 The radar system shall be safeguarded with criteria which are derived from the
following as a minimum:
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1. Operational Range.
Base of Coverage.

Operational Usage.

> e N

Equipment Manufacturer's recommended clearances to prevent
deterioration of the system’s performance.

GENO02.21 The criteria for safeguarding should include the following for all radar systems:

1. A Sterile Zone around the antenna to permit clean, un-interrupted beam
formation:

a) Which should be precisely defined with respect to a clear reference point
on the antenna system;

b) Which should be derived from the vertical and horizontal beam patterns of
the antenna type;

c) Which should state both the vertical and horizontal extents of the Sterile
Zone.

2. A safeguarded slope should be defined around the system which shall
assure the system’s performance such that it continues to support the
operational requirement:

a) Which should be precisely defined with respect to a clear reference point
on the antenna system;

b) Which should define the gradient of the slope.

3. The criteria should also include consideration of the construction, shape,
location, orientation and materials used in any application.

Note 1: Example of Sterile Zone criteria: ‘The Sterile Zone is an area of z metres
in radius centred on the rotation axis of the radar antenna. The zone extends y
metres below the electrical centre of the antenna.’

Note 2: Example of slope criteria: “The protected slope shall be 1 in a*, centred on
a point on the rotation axis of the radar antenna that is b* metres below the lower
edge of the antenna. The slope shall extend to a ground distance of ¢c* metres
from the rotation axis of the antenna.’

*a, b and c are numbers defined by the system characteristics.

GENO02.22 For clarity, the safeguarded areas should be described diagrammatically as
well as textually.
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Surface Movement Radar
GENO02.23 The airport boundary from ground level.

VHF Direction Finder

GENO02.24 Ground level safeguarding of circle radius 120 m centred on aid, and 2%
(1:50) slope from ground level at aid out to 450 m radially.

VHF/UHF Receivers/Transmitters

GENO02.25 Ground level safeguarding of circle radius 91 m centred on the base of the
main aerial tower (or equivalent structure). Additionally, from an elevation of 9 m
on this circle a 2% (1:50) slope out to a radius of 610 m.

Radar and Radio Link Routes

GENO02.26 Certain areas of high ground may need to be safeguarded against
development in order to protect radar/radio beams. Such areas should be
individually specified.

75 MHz Marker Beacons
GENO02.27 Ground level safeguarding out to 100 m radially.

NDB

GENO02.28 From the centre of the aerial, at a height of 5 m out to 30 m radius, with a
further slope to a height of 14 m above ground, out to 90 m radius.

Radio Spectrum Protection Assessment

GENO02.29 Radio signals may also be degraded by interference from other radio sites,
such as a broadcast station whose harmonics conflict with an aerodrome
frequency. An assessment to ascertain the impacts and safeguarding against
such third party radio site development may be necessary.

GENO02.30 Deleted.
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Appendix A to GEN 02: Methodology for the Prediction of
Wind Turbine Interference Impact on Aeronautical Radio
Station Infrastructure

Introduction

Turbine interference prediction is a complex process which requires a detailed technical
knowledge of radio propagation theory and the application of a defined prediction
methodology.

Prediction of turbine interference impacts above a threshold value will not automatically
result in the rejection of a given development proposal. Technical impact (interference
levels) and operational impacts are assessed separately. The type of operational usage
and the geographic location and volume of affected airspace (Volume of Interest) will
affect the level of operational impact and hence sensitivity to a particular development

proposal.

The level of technical impact in any given scenario will vary considerably dependant upon
a number of variables including but not limited to:-

e Size of turbine

¢ Rotation rate

e Number of turbines

e Development layout

e Adjacent developments (accumulated impact)
e Physical separation from the radio station

e Terrain profile

e Signal levels
e Transmitted frequency

A wind turbine can produce two types of signal interference which are significant in the
context of Aeronautical Communication Systems i.e. multipath reflection and amplitude
modulation in the form of repetitive fast fading.

Multipath reflection is caused by reflection and re-radiation of a radio signal from the
turbine tower structure.

Amplitude modulation in the form of fast fading can be visualised as being a similar effect
to that which would be observed when shining the light from a torch through the rotating
blades of a desk fan.

Two assessment methodologies are discussed within this document, as follows:-

e Method 1 - Zonal assessment — Red, Amber, Green (RAG method)
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e Method 2 - Carrier to Interference ratio prediction (C/l| method)

The RAG method is used to enable a quick pass GO/NOGO assessment to be made for a
proposed development and class of turbine, and to define the region of uncertainty where
a more complex technical analysis will be required, supported by an operational airspace

impact assessment.

Turbine Classes

This document defines five separate classes of wind turbines found in the UK as shown in
table 1 below. These classifications have been defined to provide consistency in the
safeguarding process. The reference turbine type is a design in common usage. Where a
chosen turbine type is a borderline match for two classes and the appropriate classification
may be ambiguous, then the larger turbine classification should be utilised for impact
assessment.

Example - A turbine with hub height 20 metres, rotor diameter 18 metres, tip height 29
metres is classified as Medium Class due to the rotor diameter exceeding 15 metres.

Turbine Class Hub Height Range Rotor Diameter Tip Height Range
Range
Small < 20 metres < 15 metres < 27.5 metres
Medium 20 — 40 metres 15 — 35 metres 27.5 — 57.5 metres
Large 40 — 60 metres 35 — 60 metres 57.5 — 90 metres
Reference 80 metres 90 metres 125 metres
Large Industrial 60 — 95 metres 60 — 126 metres 90 — 158 metres

Table 1 — Turbine Classes

UK Radio Station Infrastructure

UK ANSP operate a network of radio stations throughout the UK. These radio stations
provide a range of operational services using the VHF and UHF aeronautical
communications frequency bands. The relative level of operational sensitivity for a given
development proposal will be principally determined by terrain profile, the type of
operational services being provided by the radio station and the volume of airspace
affected. In general terms, VHF communications services tend to be less sensitive than
UHF services to turbine related interference as can be determined from the relative radar
cross section (RCS) values for VHF and UHF bands in tables 4 and 5 below.

Carrier to Interference Ratio
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For any proposed development, peak levels of turbine related interference (Carrier to
Interference) must fall below a defined tolerance threshold (in dB) at the receiving
equipment aerial input in order to guarantee the safe provision of services. This C/I value
ensures that audio quality as perceived by either Air Traffic Controller or Pilot is not
significantly impaired. The threshold value was determined from laboratory-based
susceptibility testing of a wide range of ground based and airborne radio receiver types. It
has a modest safety margin included to allow for signal fading, effects of weather,
multipath reflection etc., which will all potentially degrade the C/I ratio further.

Radar Cross Section

RCS is a critical radio frequency parameter which indicates the ‘relative reflectivity’ of a
target and which is related to the physical dimensions of the target object and the
illuminating radio frequency. In simple terms, the use of RCS allows the extent of turbine
related interference to be determined for a specific type of turbine. The RCS value is a
number defined on a logarithmic scale and it increases with turbine dimensions and
frequency of radio signal. RCS values have been assigned to the classes of turbine as
defined below and these values were used to define the extent of their associated RAG
assessment zones.

A reference turbine class has been defined (see below). RCS values for this turbine type
have been established and refined over a period of time in line with the practical
application of safeguarding high availability critical infrastructure systems. RCS Values
have been assigned to four further classes of wind turbine — these values have been
scaled from the reference turbine RCS at 461 MHz in terms of swept blade area and radio

frequency.

RCS values have been calculated assuming an illuminating frequency of 127 MHz for
VHF, and 368 MHz for UHF frequency bands.
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Method 1 - Zonal Assessment

This method has been developed to enable rapid and non technical GO/NOGO
assessments to be made for simple development proposals only —i.e. between 1 and 10
turbines. Where the development proposal is complex in terms of scale, local
environment, cumulative impact or terrain profile then this method is not appropriate but it
can be used to obtain an initial indication of potential impact.

Zonal assessment is made on the basis of two parameters:-

e Minimum separation between turbine and infrastructure site assuming a flat earth
e Angqular displacement of turbine hub with respect to infrastructure site base level

Reference to Figure 3 and Table 2 will allow a Zonal assessment to be conducted.

Assessment zones are defined as follows:-

e RED — The minimum separation distance from an infrastructure site at which a
single turbine of a given class can be sited and which will ensure a minimum
acceptable C/l ratio at the receiver equipment. Violation of this parameter will result
in automatic rejection of the development proposal.

e GREEN — The separation distance from an infrastructure site at which a multiple
turbine development (up to 10 turbines) of a given class can be sited and which will
almost certainly exceed the required C/I criteria at the receiver equipment
irrespective of terrain, geometry and operational considerations.

e AMBER — The separation range situated between RED and GREEN zones. In this
region it is anticipated that the proposed development will produce a level of comms
interference and could potentially impact safe service provision. An amber zone
assessment will not necessarily imply rejection of the proposal. The development
will require a more detailed technical assessment using the C/I method as defined
below with any degradation in communications performance deemed acceptable
following an operational impact assessment conducted by ANSP air traffic
operations personnel.

NOTE — It is apparent that the probability of acceptance for a development falling
within the amber zone definition increases as physical separation and elevation
angle tend towards the green zone.
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RAG Safeguarding Criteria — nearest turbine

i 5 8

Figure 3 — RAG Assessment Methodology (for illustration purposes only)

Distance Angle

Red Green Dearees Red Degrees

(km) (km) ZEArees ned Green
e 214 | 172 26° 0.4°
ndustrial
Reference 1.3 10.5 3.5° 0.5°
Large 0.8 5.8 3.6° 0.6°
Medium 0.5 3.5 4.6° 0.7°
Small 0.25 1.8 4.6° 0.7°

Table 2 — RAG Assessment Parameters
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RAG Zones

m GO (10 Turbines)
= IMPACT ZONE
mNOGO (1 Turbine)

Turbine Separation (km)

Turbine Class

Figure 4 — RAG Zones

Out of Scope Proposals

a) If no part of a turbine installation is visible to the radio site, then regardless of
physical separation or size / quantity of turbine(s), that development proposal will be
acceptable.

b) For single turbine developments, if the hub height falls below radio station base
height (AMSL) then the red zone physical separation criteria can be used without
any further analysis. i.e. any turbine which would otherwise be classified as
marginal (Amber) development is deemed to be acceptable by default provided that
minimum physical separation is maintained as defined by the red zone criteria for
that turbine class.

c) Developments proposals that either fall into the Amber “Impact Zone” or are
deemed inappropriate for Zonal Assessment may be acceptable if supported by
technical impact assessment using the C/I prediction method as described below
and subject to a favourable operational impact assessment undertaken by ANSP air
traffic operations personnel.

d) Large developments i.e. turbine tip height greater than 110 metres AGL , and / or
more than 10 turbines will require detailed assessment using the C/I prediction
method as outlined below.

Interpretation of Assessment

Separate assessments are made for both hub elevation angle and physical separation to
allow terrain effect to be factored — see table 3 below.

Where terrain slopes downwards and away from the radio site towards the proposed wind
farm then turbine related interference is reduced allowing physical separation to be
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reduced. Upward sloping terrain will tend to increase the interference effect and physical
separation must be increased to compensate.

ASSESSMENT
DISTANCE | ANGLE | OVERALL RATIONALE
RED RED Excessive impact
RED |AMBER| AMBER |-l&rainsloping
downwards
RED GREEN Terrain sloping
downwards
AMBER RED Excessive impact
AMBER AMBER [ AMBER | Indeterminate impact
AMBER GREEN Terrain sloping
downwards
GREEN RED Terrain sloping
upwards
GREEN AMBER Marginal impact
GREEN GREEN Acceptable impact

Table 3 — Combined Assessment

Method 2 — Carrier to Interference Prediction

C/l prediction is a complex process which requires a detailed technical knowledge of radio
propagation theory and the application of a defined prediction methodology using
professional radio planning software tools. This type of assessment must be performed by
following the defined methodology and undertaken by a suitably qualified consultancy
practice or organisation.

NOTE — the ANSPs reserve the right to independently verify any C/I prediction produced
by a third party by utilising the prescribed methodology and supplied development data.

NOTE — Receiver Sites will be assessed as Transmitter Sites using the methodology
defined below.

Radiation Pattern Envelope (RPE)

A generic RPE should be produced for the specific class of turbine as outlined below.

Turbine RCS values in tables 4 and 5 should be selected for the most appropriate class of
turbine as previously defined in table 1.
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Bistatic Monostatic
VHE dBsm RCS m2 dBsm RCS m2
Large
Industrial 51.0 125707 41.0 12571
Reference 48.1 64136 38.1 6414
Large 43.8 23952 33.8 2395
Medium 39.9 9700 29.9 970
Small 32.5 1782 22.5 178
Table 4 — RCS Values — VHF
Bistatic Monostatic
UHE dBsm RCS m2 dBsm RCS m2
Large
Industrial 55.6 364254 45.6 36425
Reference 52.7 185844 42.7 18584
Large 48.4 69405 38.4 6940
Medium 44.5 28106 34.5 2811
Small 371 5162 271 516

Table 5 — RCS Values - UHF

Alternatively, where Frequency = 127 for VHF, 368 for UHF, RCS values can be derived
by scaling from the reference turbine as follows:-
e Monostatic RCS value = 10 Log (23281 * (Rotor Diameter / 90)2 * Frequency / 461)
in dBm2

e Peak Bistatic RCS value is 10dB higher

Radiation Pattern Envelope (RPE) is derived as follows:-

e General Scatter Region (GSR) — use Monostatic RCS value

e Forward Scatter Region (FSR) — use Bistatic RCS value

¢ Roll off characteristic between FSR and GSR is generated using the relative
amplitude (RA) equation as defined by ITU-R BT805 (the reference turbine uses a
mean blade width of 2.5m, other turbines are scaled proportionately).

RPE’s are aligned individually for each turbine with FSR peak values coincident with the
bearing from radio site to turbine.

Turbine Transmit Power

Transmit power values shall be calculated for each individual turbine as follows:-
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Radio Station

Calculate free space path loss between transmitting aerial at the radio station and

the turbine hub.

Determine any path losses above free space.

o NOTE — Path loss above free space can be derived using ITU-R

525/526/Delta Bullington propagation model and a k factor of 4/3

Calculate the equivalent isotropic signal received at the hub at 127MHz and

368MHz.
Using conventional radar theory and the appropriate RCS value, calculate the

isotropic power re-radiated by the turbine at 127MHz (Power A) and 368MHz

(Power B).

Baseline (default) data for a typical radio station shall be used, as follows:-

Turbine(s)

Baseline data for each turbine shall be used as follows:-

Tower coordinates to < 10 metres accuracy
Antenna height — 10 metres
Operating Frequency

o VHF : 127 MHz

o UHF : 368 MHz
Aerial Polar Pattern : Omnidirectional
Aerial Gain : 2.1 dBi
Aerial system losses : 3dB
Transmitter Power

o VHF : 50 Watts

o UHF : 100 Watts

Tower coordinates to < 10 metres accuracy.

Aerial height — Use hub height AGL

Operating Frequency

o VHF —127 MHz
o UHF —368 MHz
Aerial Gain : 0 dBi

Aerial system losses : 0dB

Transmitter Power

o VHEF : as calculated (Power A)
o UHF : as calculated (Power B)
RPE forward lobe for each turbine to be aligned in a direction pointing away from

the transmitter on the bearing (True) from radio site to turbine.
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Propagation Model

The following radio propagation model shall be used for coverage plot prediction:-

e |TU-R 525/526/Delta Bullington

Coverage Plots

VHF — Produce coverage plots from radio site using field strength limit of 26 dBuV/m

UHF - Produce coverage plots from radio site using field strength limit of 35 dBuV/m

Produce VHF and UHF coverage plots from the radio site at the following altitudes:-

o 1000ft AGL
e 2000ft AGL
e 5000ft ASL
e 10000ft ASL
e 20000ft ASL

At the same altitudes as above, produce turbine coverage plots to cover the same area as
the radio station. Where Wanted signal (W) is the carrier (C) and Unwanted signal (U) is
the turbine related interference (l) -

For a single turbine:-

e At each altitude, produce a C/l ratio map with the turbine interferer
o Acceptance criteria = > 20dB C/I ratio in the volume of interest

For multiple turbines:-

e 1) Ateach altitude, produce a C/lI ratio map for the worst single turbine
interferer
o Acceptance criteria = > 23dB C/I ratio in the volume of interest

NOTE — Equates to two worst case turbines with in-phase interference

e 2) Ateach altitude, produce a C/l ratio map with all turbine interferers added
o Acceptance criteria = > 14dB C/I ratio in the volume of interest

NOTE — Assumes all turbines producing in-phase interference
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Notes

1) Volume of Interest is defined as a volume of airspace in which there is a predicted
degradation of signal quality due to turbine related interference and there is an operational
requirement for aeronautical communications.

2) The Volume of Interest will be determined following an operational impact assessment
performed by air traffic control personnel as part of the mandated safequarding process.

3) Dependant upon the Volume of Interest as determined for any specific case, predicted
C/| ratios which fall below the relevant acceptance criteria will not automatically exclude a
development.

4) When performing an interference prediction, a useful check is to determine the degree
of confidence inherent within the prediction. This can be achieved by repeating the
prediction process using progressively higher values of monostatic and bistatic RCS until
the appropriate C/I threshold is breached. A significant variation in RCS between the
published value for the turbine class and the RCS value required to breach the C/I
threshold is indicative of a reasonable safety margin and provides some level of
confidence that the development proposal will not compromise ATC service provision.

June 2019 Page 16



CAP 670 Part B, Section 4: Appendix A to GEN 02: Methodology for the Prediction of Wind Turbine Interference Impact
on Aeronautical Radio Station Infrastructure

Wind Turbine Communications Impact Assessment - Process Flow
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GEN 03: Safety Requirements for Operational Trials in
Air Traffic Services

Part 1 Preliminary Material

Introduction

GENO03.1Changes to ATM technologies, procedures and practices are subjected to
thorough off-line testing and assessment’ prior to introduction into an operational
environment. It is sometimes necessary, in addition to formal off-line testing, to
operate such systems operationally for a trials period prior to complete
integration into the ATM system.

GENO03.2 An Operational Trial implements an unproven? (or partially proven) change to
ATS technology or procedures or practices for the purpose of providing
operational ATS.

Scope

GENO03.3Where trials or testing uses and contributes to the operational ATM function
during the course of the trial or testing activity, then this trial shall be performed
in accordance with the requirements detailed within this document.

GENO03.4 This document does not apply to off-line testing, or to any proving activity which
has no impact on the operational ATM function.

' Changes to ‘ATC Procedures’, which can include routine, minor and major changes, may or may not include
off-line testing depending on the scope and complexity. Very often the former are subjected to assessment by a
panel of selected individuals.

2 Note the term ‘unproven’ relates to airspace under UK jurisdiction. Technologies, practices and procedures in
use elsewhere in the world are considered unproven in terms of utility within the UK’s Air Traffic Management
environment.
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Part 2 Safety Requirements

Safety Objective

GENO03.5To ensure that the level of safety of the ATM function is retained or improved
during instigation, operation and removal of operational trials equipment,
procedures or practices (1720).

Requirements

GENO03.6 Start and end dates for the Operational Trial shall be submitted and agreed
between the CAA and the ATS provider prior to implementation of the trial (833).

GENO03.7 Periods of operation (i.e. part time or continuous) shall be defined for the
duration of the trials period described above (834).

GENO03.8 Outline proposals for transition from operational trial to full operation shall be
submitted to the CAA for review prior to commencement of the trial (835).

Note: Any approval granted shall relate exclusively to the trial (836), and shall
not guarantee or suggest that approval for permanent operation will be granted
(837).

GENO03.9 The applicant shall demonstrate that, in the event of short notice failure of the
trial, the ability to provide a tolerably safe ATM service is not compromised (838).

GENO03.10 The ATS provider shall provide a Safety Assessment for the operational trial
with full and complete adherence to the SMS (839).

Note: The Safety Assessment shall include evidence and arguments
demonstrating that the trial does not have a negative impact on the safety of
participating or non-participating aircraft and ATCUs (841).

GENO03.11 The terms of approval for an operational trial shall include an undertaking by
the proposer to supply to the CAA a report containing analysis of the trial’s
performance, and conclusions relating to the original objectives (842).
Timescales (or progress milestones if appropriate) for the issue of this
information shall be agreed prior to implementation of the trial (843).

GENO03.12 An operational trial shall be compatible with established mechanisms,
processes and where appropriate, equipment, which provides operational
services (844).
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Appendix A to GEN 03: Acceptable Means of
Compliance

GENO3A.1 A clear distinction is required as to what constitutes an operational trial as
opposed to routine testing. Testing, particularly of ground based systems, may
use an operational environment in which to perform the test procedures. If the
activities taking place affect the method or procedures used to provide the air
traffic service, then these should be treated as an Operational Trial.

GENO3A.2 The following diagram illustrates the process by which the Safety of
Operational Trials should be managed. Where the term ‘Safety Case’ is used,
this should be taken to mean full and complete adherence to the ATS provider
SMS.
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GENO3A.3 Procedures for failure of the trials equipment, procedures and/or practices
should provide assurance that in the event of short notice failure of the trial, the
ability to provide a tolerably safe ATM service is not compromised.

Current state

The safety case for

the implementation of
the trial system
includes reversion to
the existing system
should the trial results
not support progression
to the proposed state

System evolution

Existing system

"H_,_/_--

Trial state

As an example, the trial
system could be the
same as the proposed
system, and the
mitigation could be
retention of the existing
system alongside

Safety case

Trial system

Trial mitigations

o

Sa

ety case

Proposed state

The safety case for

the planned system
may cover reversion to
the trial state or
current state as
appropriate

Existing system

—>

~

-

Planned system

)

r

Passage of time

April 2013

Page 2



CAP 670 Part B, Section 4: GEN 04: Malicious Software Issues with External Storage Devices

GEN 04: Malicious Software Issues with External Storage
Devices

Introduction

GENO4.1 There have been instances of malicious or unwanted software being transferred
to operational ATS equipment through the use of external storage devices.

Scope

GENO04.2 This document addresses the use of portable storage devices with operational
ATS equipment.

GENO4.3 Any storage device used to transfer information to or from a system should be
considered a potential source of harmful software. This may include (but is not
limited to) floppy disks, USB memory drives, external hard drives, memory cards
and optical media.

Further Information

GENO04.4 External memory devices should be controlled, preferably being dedicated to one
system and not used for any other purpose.

GENO04.5Where it is necessary to use a device not normally associated with a specific
equipment, suitable precautionary measures should be taken to ensure that no
malicious software is transferred to either device (use of virus checking software
before and after transfer and write protection being two such processes). The
use of devices by external bodies, e.g. manufacturers and external maintenance
organisations, should also be controlled by the same processes.

GENO04.6 Where unwanted software is found on a device, any systems that may have
come into contact with this device will need checking to verify their status and
appropriate remedial action taken. This may include systems belonging to other
organisations.

GENO04.7 ANSPs should review the potential risks to systems from malicious
software introduced by external devices in line with their Safety and
Security Management Systems and introduce precautionary processes as
necessary.
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GEN 05: Remote Access to Operational Systems
Introduction

GENO05.1 There is potential for inappropriate system commands, infection by malicious
software or uncontrolled system changes to be actioned via remote access to a
system.

Scope

GENO05.2 This document addresses the security aspects of remote access facilities to
operational systems.

Further Information

GENO05.3 The ability for a manufacturer or maintenance organisation to access a system
remotely is often provided in a system to enable remote diagnostics,
performance monitoring or software upgrades.

GENO05.4 The correct and controlled use of these facilities is recognised as useful and cost
efficient method of providing these functions.

GENO05.5 The nature of these remote links may be dial-up connection, internet connection
or other publicly accessible technologies.

GENO05.6 To prevent access by anyone other than authorised parties the means to access
the systems should, wherever possible, be disabled whenever access is not
needed. If the nature of the remote access is such that it may be needed at times
when there are no staff on site to enable the access then sufficiently robust
password protection should be employed or the privileges of the remote user
should be limited to prevent inappropriate actions.

GENO05.7 Remote access should only be done under the prior agreement of local staff and
should be controlled and recorded accordingly.

GENO05.8 Once the remote tasks are complete the local staff should be made aware and
the means of access disabled as appropriate.

GENO05.91f changes have been made to the system, record should be made of these and
any documentation updated accordingly, e.g. Safety Case or IOP material.

GENO05.10 ANSPs should review the potential risks to systems from remote access in line
with their Safety and Security Management Systems and introduce management
processes as hecessary.
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PART B, SECTION 5
Aerodrome Flight Information Service
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Part B, Section 5: AFIS 01: Minimum Levels of Equipment, Facilities and Documentation

AFIS 01:

Minimum Levels of Equipment, Facilities and

Documentation

This document should be read in conjunction with Part C, Section 1 COM 01 for
voice recording aspects at AFIS Units.

Equipment

AF1S01.1The following items are considered to be essential for a FIS unit established at
an aerodrome:

1.

o a2 b

10.

11

12.
13.
14.

Headset or fitted speakers Microphone Transceiver Radio selector panel (if
more than one frequency available e.g. UHF vehicle frequency)

Telephone selector panel/handsets(s) to public telephone network
Main power supply

Signal lamp

Wind speed and direction indicator

Barometric altimeter/precision barometer (or other means of establishing
QNH and QFE)

Clock (set to UTC)
Aerodrome lighting panel (if lights available)
Navaid monitoring panel (if navaids available)

Internal lighting including emergency lighting

. Flight progress strip holder

Clipboards/displays (NOTAMs etc.)
Binoculars

System for measuring the outside air temperature.
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Guidance

AFIS01.2Radio and telephone communications, including standby and emergency
systems where available, should be sufficient to satisfy the operational
requirement of the unit.

AFIS01.3Procedures for the operational use of all equipment should be available to users.

AFIS01.4Procedures for the reporting of any un-serviceabilities and arrangements for
routine maintenance should be specified.

Facilities

AFIS01.5The location of the aerodrome FIS unit shall be a place which ensures the best
possible view of the aerodrome, the surrounding area and, in particular, the
manoeuvring area including the runway together with the approaches. This
facility at the chosen location shall be equipped with large unobstructed
windows.

AFIS01.6Guidance: The location on the aerodrome from which a FIS is to be provided
should be specified. Any limitations on the provision of the service that are
imposed by the location (a limited view of the aerodrome, for example) should be
identified and measures taken to mitigate these limitations described.

Meteorological Information

AFIS01.7The FISO shall be able to provide a pilot, upon request, with the following
meteorological information:

1. SIGMETS

Surface wind direction and speed
Relevant altimeter pressure setting(s)
Outside air temperature

Visibility

Present weather

N o o W N

Details of cloud cover.

AFIS01.8 Guidance: The provision of detailed information on current and forecast weather
conditions is essential. The means by which this information is determined
should be identified.

Minimum Scale of Documentation

AFIS01.9The following list is a minimum scale of documentation which shall be provided:
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N e 0k Db

9.

10.
11.
12.

13.
14.

CAP 797 Flight Information Service Officer Manual.
Unit Manual of Flight Information Service;

CAP 32 UK AIP;

Aeronautical Information Circulars;

NOTAMs pertinent to the unit and its operation;
CAP 413 Radiotelephony Manual;

CAP 168 Licensing of Aerodromes (at a FIS unit established at an
aerodrome);

CAP 772 Birdstrike Risk Management for Aerodromes (at a FIS unit
established at an aerodrome);

CAP 393 Air Navigation: The Order and the Regulations;
Aerodrome Manual (at a FIS unit established at an aerodrome);
Aerodrome Emergency Orders (at a FIS unit established at an aerodrome);

Instructions for the provision of the Alerting Service (at a FIS unit
established at an ACC);

CAP 1032 Aerodrome Flight Information Service Officers — Licensing.

CAP 774 UK Flight Information Services

AFIS01.10 A Watch Log shall be maintained in accordance with the procedures detailed
in CAP 410.

AFIS01.11 Guidance: Arrangements by which these documents are maintained and the
format in which they are stored should be specified.

AFIS01.12 At units located at an aerodrome the MAFIS (Local FIS Instructions) should
include local procedures for the management of aircraft on, or in the vicinity of,
the aerodrome.
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PART C, SECTION 1
Communication

Introduction

C1.1 Section 1 of Part C contains engineering requirements for communications
equipment and systems. These documents should be used in conjunction with
the Generic Requirements and Guidance contained in Part B as appropriate.

Scope

C1.2 COM 01 “‘Voice/Data Recording’ covers the requirements for the recording of
voice and data communications at ATC Units.

C1.3 COM 02 ‘VHF Aeronautical Radio Stations’ covers the engineering and
operational requirements for radio equipment and systems used for ATS.

C1.4 The other documents are COM 03 ‘Voice Communications Control Systems’,
COM 04 ‘ATC Datalinks’, COM 05 ‘Automatic Terminal Information Service
(ATIS) and COM 06 ‘UHF Radio Equipment Systems’.

Note: ‘Information and Alerting Systems’ (previously numbered as COM 05) has
been moved to Part C, Section 5 and named IAS.

SARPs Compliance

C1.5 In addition to the requirements in the following sections, communications
services, including fixed, mobile and broadcast services, shall comply with the
SARPs in ICAO Annex 10 Volume 2 — Communication Procedures, including
those with PANS status, and Volume 3 — Communication Systems (2260).

Note: Where the UK has filed differences to SARPS, these will be published in
Supplements to the Annexes and in the UK AIP.
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COM 01: Voice/Data Recording Equipment

Part 1 Preliminary Material

Introduction

COMO01.1 Under the terms of the ANO 2016, Article 206 (Air traffic service equipment
records) paragraph (2), recording apparatus is to be provided by the ATS
provider of an Aeronautical Radio Station, used for the provision of an ATC
service by an ATC Unit and at the direction of the CAA under the terms of
paragraph (3), by the ATS provider of ATC Units where an Aeronautical Radio
Station is not an integral part of the unit.

COMO01.2 Under the terms of Article 206 paragraph (4)(a), the recording apparatus is
required to be capable of recording and replaying the terms or content of any
messages or signals transmitted, received, or conveyed through the equipment
at the ATC Unit or Aeronautical Radio Station.

COMO01.3 Under the terms of Article 206 paragraph (5)(a), the recording apparatus is
required to be in operation at all times when an ATC service is being provided.

COMO01.4 Under the terms of Article 206 paragraph (5)(c) the recording apparatus
requires written approval by the CAA.

Note: Article 206 and its associated Schedule 11 should be consulted for further
details as the full terms are not reproduced in this document. References to
specific paragraphs of this Article may be included in Part 2 Requirements of this
document as appropriate.

COMO01.5 The CAA recommends that all RTF communications between FISOs based at
aerodromes and pilots are recorded on suitable equipment which has the
capability to identify the time the communication took place.

COMO01.6  Where a Flight Information Service is provided at an aerodrome at which
operations involving aircraft with a maximum total weight authorised exceeding
5700 kg and engaged on public service operations take place, the CAA strongly
recommends that such recording equipment is used.

COMO01.7 Aerodrome FIS units that use recording equipment are recommended to use
the standards contained in this document.
Scope

COMO01.8 This document sets out the engineering requirements for voice/data recording
equipment at ATC Units providing an ATC service.
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Note: The term ‘voice/data recording equipment’, referred to as ‘apparatus’ by
Article 206, may be abbreviated where appropriate to ‘recording equipment’ in
the remainder of this document. Similarly the term ‘communications’ applies to
both voice and data link communications unless voice or data link are specified.

COMO01.9 The requirements apply, but are not limited to, analogue tape recording/replay
equipment using magnetic tape archival media and to digital computer based
equipment using tape cartridge or other magnetic, electronic or optical devices to
provide secure and reliable long-term storage/archive of the recorded data.

COMO01.10 The Minimum Performance Specification for recording equipment is included
in the Appendix A to COM 01 for use in the design, manufacture and
procurement of recording equipment.

Part 2 Requirements

Safety Objective

COMO01.12 The recording equipment shall provide a complete, identified, intelligible and
accurate record of the communications to be recorded which may be used, in the
event of an incident, in any investigation by the CAA (960).

General Requirements

Minimum Performance Specification

COMO01.13 Recordings shall be retained for a minimum period of 30 days from the date of
the last recorded message (998).

COMO01.14 Acceptable Means of Compliance: This may be achieved by means of suitably
resilient internal storage, e.g. Hard Disk Drives or Solid State Drives, network
Storage, removable archive media or by a combination of these.

Note: Attention is drawn to CAP 670 Part B, Section 4 GEN 04 on precautions to
be taken with external storage media.

COMO01.15 The recording equipment shall comply with the Minimum Performance
Specification in the Appendix (2375).

COMO01.16 The manufacturer or supplier of the recording equipment may be required to
provide evidence of compliance with this requirement as part of the ATS provider
approval process.

COMO01.17 Archive media shall be controlled and stored in a suitably secure location
(2359).

CAA Equipment Compatibility

COMO01.18 The Air Traffic Control Unit shall liaise with the CAA to ensure that the
recording equipment is compatible with the replay facilities and working practices
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in use and shall present evidence to support this in any application for approval
(962).

COMO01.19 Guidance: At the initial stages when new or replacement recording equipment
is being considered, it will be essential to liaise with the CAA, via the appropriate
CAA RO or other interface, to ensure that compatibility can be achieved.

Time-Recording Devices

Note: Regulatory Requirements for ATS Unit Clocks are set out in paragraph
IAS01.8 of IAS 01 (Information and Alerting Systems).

COMO01.20 Voice/Data Recording equipment shall include time-recording devices or
techniques to ensure the ‘time-stamping’ of ATS communications (961).

COMO01.21 Time-recording devices or techniques shall use Co-ordinated Universal Time
(UTC) and shall express each time-stamp in hours, minutes and seconds of the
24 hour day beginning at midnight (963).

COMO01.22 The time-recording device or technique shall be checked as necessary to
ensure that the time-stamps are maintained within +2 seconds of UTC or by
regular reference to an international time standard such as the MSF signal
radiated from Anthorn in Cumbria or from the Global Positioning System (GPS)
(965).

Note: ATS units may already be deriving their master time sources from these
signals, but in both cases it is important to ensure that the output from these
receivers is UTC.

COMO01.23 Wherever Data Link Communications are in operation, time-recording devices
shall be accurate to within £1 second of UTC (966).

Note: In this case the time accuracy is 1 second and the resolution is 1 second.

Communications to be Recorded

Note: The CAA may require other/additional specific services to be recorded.

Air-Ground Communications (Aeronautical Mobile Service)

Note: Reference should be made to COM 02 VHF Aeronautical Radio
Communications Equipment COM02.52.

COMO01.24 Direct pilot-controller communications between aircraft stations and
aeronautical stations shall be recorded (967).

COMO01.25 The voice communications to be recorded shall be derived from a receiver in
the aeronautical station providing ‘off-air’ signals of the pilot and controller
transmissions (968).

June 2019 Page 3



CAP 670 Part C, Section 1: COM 01: Voice/Data Recording Equipment

COMO01.26 Where the voice communications to be recorded are routed via a VCCS or
other air traffic service equipment to the recording equipment, the continuity of
recording shall be ensured in the event of a failure of either the VCCS or air
traffic service equipment (969).

COMO01.27 Recommendation: In area coverage systems the output of the voting or
selection unit should be recorded (970).

COMO01.28 Recommendation: Voice communications derived from appropriate points at
the controller’s operating position should be recorded (971).

Note: This does not preclude unit management taking recordings at other points
in the system to facilitate incident/accident investigation.

Ground-Ground Communications (Aeronautical Fixed Service)

Communications within a Flight Information Region

COMO01.29 Direct communications between ATS Units and between ATS Units and
appropriate Military units shall be recorded (972).

COMO01.30 Recommendation: Direct communications which are not already covered
should be recorded (973).

COMO01.31 Guidance: ICAO Annex 11 Air Traffic Services § 6.2.2.2.1 and § 6.2.2.2.2
provide information on the communications between ATS Units and other Units
which may need to be considered. Communications with appropriate emergency
services and adjacent ATC Units with which co-ordination is necessary should
also be considered.

Communications between Flight Information Regions

COMO01.32 Direct communications between Area Control Centres serving contiguous
control areas shall be recorded (974).

COMO01.33 Direct communications between adjacent Flight Information Centres or Area
Control Centres shall be recorded (975).

COMO01.34 Recommendation: Direct communications between an Approach Control
Office/Aerodrome Control Tower and an Area Control Centre should be recorded
(977).

Surface Movement Control Service

COMO01.35 Surface Movement Control Service Communications, used for the control of
vehicles and personnel on the manoeuvring area, shall be recorded (978).

Communications within an Air Traffic Control Unit

COMO01.36 Recommendation: ICAO Annex 11 to the Chicago Convention, Chapter 3,
paragraph 3.3.3 contains a recommended practice that states “air traffic control
units should be equipped with devices that record background communication
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and the aural environment at air traffic controller work stations, capable of
retaining the information recorded during at least the last twenty-four hours of
operation.” Therefore ATC service providers should consider the introduction
such equipment, particularly with the installation of future systems or when major
upgrades to existing voice recording systems are carried out. (2254).

Installation

General

COMO01.37 The recording equipment shall be installed in accordance with the
manufacturer’s, supplier's or agent’s instructions so as to ensure correct and
reliable operation (980).

COMO01.38 Long-term archive/storage facilities shall be constructed, maintained and
operated in accordance with the manufacturer’s, supplier’s or agent’s instructions
so as to ensure the reliable retention of data for the ICAO minimum requirement
of 30 days (981).

Equipment and Power Supply Configuration

COMO01.39 The equipment and power supply configuration shall be such as to ensure the
availability of recording, without interruption, when an ATS is being provided
(982).

COMO01.40 ltis likely that the provision of main and standby equipment or systems, which
contain multiple hard disc drives (HDD) or solid state drives (SSD) configured as
a Redundant Array of Independent Drives (RAID), will be necessary to achieve
the required availability.

COMO01.41 The provision of a backup power supply from either a central battery system or
individual UPS units shall ensure the availability of power to the recording
equipment and other essential equipment in the event of a mains interruption
(2261).

COMO01.42 Guidance: The equipment configuration should take into account such factors
as the hours of operation of the ATS unit, provision for maintenance/repair,
ability to replay recorded archival media whilst continuing to record, exchange of
media.

COMO01.43 The incorporation of suitable mains conditioning devices as part of the
mains/backup power supply arrangements may be useful in preventing
equipment malfunction due to surges, spikes and noise on the power supply.

COMO01.44 Where the equipment and power supply configuration is such that the
availability of recording, without interruption, cannot be ensured whilst an ATS is
being provided, either the provision of the ATS shall cease within a time period
defined in the Local Instructions for the ATC Unit or a written record shall be kept
in accordance with Article 206 paragraph (8)(a) (983).
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COMO01.45 A practical demonstration of the capability to undertake the requirements of
Article 206 paragraph (8)(a) shall be given to the satisfaction of the CAA before
this option will be permitted as an alternative to the provision of additional
equipment and power supplies to ensure continuity of recording (984).

Note: In the event of a complete failure of the recording equipment, it is
generally not practical for a written record to be kept of the particulars and
summary of each communication and hence additional equipment and power
supplies are normally provided to cater for this event.

Alarm/Status Indications

COMO01.46 The local and remote alarm/status indications of the recording equipment shall
be used as appropriate to alert ATC and Engineering personnel to take the
necessary actions to ensure the continued operation of the equipment (985).

COMO01.47 The remote alarm/status indications shall be ‘latching’ such that they require
positive intervention to check that the recording equipment is operating correctly
before any alarm can be cancelled (986).

COMO01.48 Guidance: Whilst it may be appropriate to be able to cancel an audible alarm,
another indication such as a visual alarm should still remain until the alarm
condition has been resolved.

Working Facilities

COMO01.49 Working facilities shall be provided to enable authorised persons to operate
the equipment and undertake other duties such as replay and copying,
maintenance, repair and inspection (987).

COMO01.50 Guidance: Facilities may include provision of lighting and mains electrical
power in the vicinity of the recording equipment or control console, together with
suitable seating and writing surface. Easily accessible connections to the
recording equipment may be provided where copies of recordings are required to
be made.

Disposal of Recording Equipment

COMO01.51 Before the disposal of any Recording Equipment, the CAA shall be consulted
to determine whether there is a need to retain the equipment as a replay facility
for any impounded recordings (988).

COMO01.52 Guidance: Any original recordings that have been impounded for
accident/legal reasons may be required to be re-played for some considerable
time after the accident/incident and advice should be sought from the CAA
before disposal.
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Operation and Maintenance

Procedures

COMO01.53 Procedures for the operation and maintenance of the recording equipment
shall be produced and incorporated into the MATS Part 2 associated with each
ATC unit in accordance with the terms of ANO 2016 Article 182 (989).

COMO01.54 Guidance: The procedures may refer to Operating or Technical Manuals or
other documentation relating to the recording equipment as long as they are
readily accessible to the reader. Any preventative maintenance recommended by
the manufacturer or supplier of the recording equipment and handling/storage
precautions for the removable archive media may be incorporated into or
referred to by the procedures.

COMO01.55 The objective of any maintenance activity is to ensure the continued
operational availability of the equipment. Maintenance includes both routine
maintenance, which may be undertaken by suitably qualified persons at the ATC
Unit, and repairs/fault finding which may be carried out by the manufacturer,
supplier or a maintenance organisation.

Recording Equipment Logbook

COMO01.56 Details of the operation and maintenance of the recording equipment, the
management of the archive media, and visits by authorised persons from the
CAA shall be recorded in a logbook and preserved for a period of one year, or
longer as directed by the CAA (990).

COMO01.57 Acceptable Means of Compliance: The ATC or Engineering Watch logbook
may be used as an alternative to a separate recording equipment logbook if
appropriate.

COMO01.58 Guidance: Where a separate recording equipment logbook is used, it may be
advisable to include a brief entry in the ATC or Engineering Watch logbook to
note the status or actions concerning the recording equipment with full details
being kept in the recording equipment logbook.

Serviceability and Recording Function Check

COMO01.59 A daily check shall be made of the serviceability and recording function of the
recording equipment without interrupting the recording of any active
communications to intermediate and archive storage devices. Use may be made
of devices or facilities incorporated into the recording equipment which perform
automatic checks of the recording function. The results of these daily checks
shall be recorded in the logbook (991).

COMO01.60 Acceptable Means of Compliance: The recording function may be checked
manually by making test transmissions on each of the communications channels
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and confirming that the communications have been recorded and can be
replayed.

Note: This check shall be made from the hard drive and without interruption of
any ongoing recording activity. If this cannot be achieved, a separate replay from
a previously archived recording shall be made at monthly intervals and the result
recorded in the log book.

COMO01.61 A daily check shall be made of the time and date function of the recording
equipment. The results of these checks and any discrepancies shall be recorded
in the logbook (992).

COMO01.62 Guidance: When the recording equipment time and date function is found to
be outside acceptable limits, a correction must be made as soon as possible and
at an appropriate time which does not affect the recording of any active
communications or the archiving process.

Storage Capacity of Hard Disc Drives (HDD) and Solid State Drives (SSD)

COMO01.63 Systems using internal storage devices shall have the capability to archive to
external media for investigation purposes and where necessary to achieve the
required minimum retention period (2357).

COMO01.64 Data shall be transferred to long-term storage or archival media in the
proprietary format with minimal human intervention (2358). Data shall be
protected from loss or corruption during transfer of data from the HDD/SSD to
long-term storage or to removable media (2263). Corrupted or incomplete data
may result in the inability to replay archived recordings from removable media.

Note: The risks associated with data transfer between source and long term
storage should be minimised by using techniques such as a ‘read after write’
check or by incorporating a ‘check sum’ into the transferred data which is
subsequently compared with that computed from the original source data.

COMO01.65 Recommendation: Where regular transfer from internal storage to removable
archive media takes place the removable archive media should be changed on a
regular basis corresponding to ATC or engineering staff duty rosters (996).

Management of Removable Archive Media

Identification

COMO01.66 Each item of removable archive media shall each have a unique identity,
which shall be used in entries made in the logbook, and shall be shown by the
use of an indelible written or printed label firmly attached to the media (993).

COMO01.67 The records contained on the media shall comply with ANO 2016 Article 206
paragraph (5)(b) and Part 2 of Schedule 11 (994).
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COMO01.68 Guidance: The identity and some of the details required by Part 2 of Schedule
11 may be associated with the media by storing them as a recording on the
media in addition to any written or printed information attached to the media.

Lifetime of Removable Archive Media

COMO01.69 Removable archive media must be replaced before any deterioration results in
the loss of recorded data and any impounded recordings still required by either
the CAA or the AAIB must be accurately transferred onto new media if necessary
(2264).

COMO01.70 Acceptable Means of Compliance: The manufacturer’s stated lifetime for the
archive media together with media usage data from the logbook may be used as
an indicator for replacement. Other means may include tape usage data stored
on the media itself or data held within the recording equipment.

COMO01.71 Guidance: Any precautions stated by the manufacturer or supplier of the
recording equipment concerning the handling/storage of the archive media are
very important in ensuring the integrity of recorded data and achieving the stated
lifetimes for the media.

Impounding of Recordings

COMO01.72 On receiving a detailed request concerning recorded transmissions from either
the CAA or the AAIB, normally within the 30 day retention period, archived data
containing the specific recorded transmissions shall be removed from normal
storage or extracted from HDD/SDD and placed in a separate and secure
quarantine area pending further instructions (999).

COMO01.73 Units will be required to impound a minimum of 4 hours data for all audio
channels on each side of the occurrence times, i.e. 8 hours in total.

COMO01.74 If the system also records surveillance data, then this should be impounded at
the same time if possible; otherwise surveillance data can be quarantined locally
and made available to produce recordings as required by the CAA or the AAIB
(See also CAP 670, Part C, Section 3 SUR 10).

COMO01.75 For security reasons, the first generation data exported to removable media is
considered the Original recording and must be in a format that can only be
replayed on a dedicated replay machine or original recorder. Secondary copies
made for local use only may be in an open format.

COMO01.76 Extracts of recorded communications, copied from the original source files
contained on HDD/SSD or from a separate archive source to removable media
must be demonstrated to be a complete, accurate and verifiable copy of the
original recordings (2265).

Note: Manufacturers of ATS recording and replay systems are now able to offer
software tools which are capable of meeting this requirement and the ATS
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provider is encouraged to check whether the CAA will accept the production of
“copies on demand” from their particular systems.

COMO01.77 In the event of an aircraft accident or serious incident, ATS units are permitted
to make one single copy from the original media before the original recording is
placed into separate and secure storage (2360). An archive copy will be made
from internal storage devices before a local copy is made (2361). Subsequent
local replays of the recorded transmissions must only be made from the local
copy (2362).

COMO01.78 Guidance: Original recordings may be impounded for a minimum period of
three years in the case of accident investigations.

CAA Access to Recording Equipment

COMO01.79 Access to the Recording Equipment shall be permitted to authorised persons
from the CAA for the purposes of replaying and making copies of original
recordings (1733).

COMO01.80 Acceptable Means of Compliance: If the recording equipment is unable to
replay removable archive media whilst continuing to record communications,
another recorder or dedicated replay-only equipment may be required.

Prevention of Inadvertent Loss of Recorded Communications

COMO01.81 The inadvertent loss of recorded communications, whilst operating the
recording equipment, shall be prevented by means of procedures in conjunction
with equipment security functions where available (1734).
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Appendix A to COM 01: Minimum Performance
Specification for Recording Equipment

Scope

COMO1A.1 This document comprises the minimum performance specification for
analogue and digital recording equipment used at ATC Units for the recording of
voice and data link communications.

General

Equipment Configuration

COMO1A.2 The equipment shall be designed with appropriate options to ensure the un-
interrupted availability of communications recording (1045).

Note: Options might include the duplication of critical internal units such as
electronics modules, power supply units, intermediate and archival storage
media drives and the ability to interconnect main and standby recording
equipment.

COMO1A.3 Where an option to interconnect main and standby equipment is available, an
automatic changeover function shall be provided, which operates the main and
standby equipment in parallel to ensure continuity of recordings, for an
adjustable time period with a recommended minimum of 10 minutes (1046).

Alarm/Status Indications

COMO1A.4 The equipment shall provide appropriate local and remote alarm / status
indications including an output to indicate the overall operational status of the
equipment (1047).

COMO1A.5 The remote alarm / status indications shall not be affected by any loss and/or
subsequent restoration of electrical power to the equipment (1048).

Note: Urgent and non-urgent alarms may be used to distinguish between
problems which require immediate attention, such as failure of the recording
equipment, and those which do not, such as an impending recording archival
media change.

Time and Date Information

COMO1A.6 The equipment shall automatically record time (hours/minutes/ seconds) and
date (day/month/year) information (1049).
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COMO1A.7 Co-ordinated Universal Time (UTC) in hours, minutes and seconds of the 24-
hour day beginning at midnight shall be used (1050).

COMO1A.8 The time shall have an accuracy such that it can be maintained within plus or
minus 2 seconds (UTC) (1051), except when data link communications are
utilised, when the accuracy shall be plus and minus 1 second (UTC) (1052),
within a reasonable period of time and at least for the duration of recording time
on a single archival storage media.

COMO1A.9 The time shall have a resolution of 1 second (1053).

COMO1A.10  Where an external source is used to derive time and date information, the
equipment shall incorporate an internal source to be used in the event of failure
of the external source or temporary loss of signal from radio time code receivers
(1054).

Note: The time and date information may be derived from an internal source or
via an external interface with the ATC Unit Master Clock where this exists,
another common reference source, or a radio time code receiver utilising
terrestrial (e.g. MSF & DCF77) or Global Positioning System signals.

Line Interface

COMO1A.11  Line interfaces shall be provided which are compatible with telephone
connections made via the Public Switched Telephone Network or private lines
(1055).

COMO1A.12  Line interfaces shall be provided which are compatible with radio
connections made via the Public Switched Telephone Network or private lines to
transmitter, receiver and associated control equipment at 2 Wire or 4 Wire level
(1056).

Note: Optional modules to provide telephone connection Off-Hook and Ring
Detect signals for the contact activation circuits may be incorporated into the line
interfaces.

Recording Initiation

Voice Activation

COMO1A.13  Voice Activation or Voice Operated Switch (VOX) may be used to initiate
recording of telephone signals or other ground-ground communications.

COMO1A.14  The sensitivity of the voice activation circuit shall be adjustable (1057).

COMO1A.15  An adjustable time delay shall be provided after the voice activation circuit
releases before recording stops (1058).

COMO1A.16  An adjustable minimum time period shall be provided for the voice
activation to prevent spurious responses to noise pulses (1059).
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Note: Due to the inherent delay with the voice activation circuit responding to
initial syllables of speech and delays due to the mechanical inertia in the
magnetic tape transport system of analogue equipment, it is possible that initial
syllables of speech may not be recorded. A circuit to buffer the signals to be
recorded may be used to reduce this effect.

COMO1A.17  The setting of the voice activation sensitivity is more critical for varying
input levels, such as radio signals, which may result in communications not being
recorded.

COMO1A.18 Voice activation is not generally acceptable for radio signals due to these
possible effects.

Contact Activation

COMO1A.19  Contact activation derived from on/off hook, ring detect or other signalling
conditions, may be used to initiate recording of telephone signals or other
ground-ground communications.

COMO1A.20 Contact activation derived from transmitter push-to-talk (PTT) and receiver
squelch or mute lift conditions should be used to initiate recording of radio
signals (1060).

Analogue Signal Conditioning

COMO1A.21  Options for adjusting or disabling automatic gain control (AGC) for
individual inputs should be provided where it is used to compensate for
variations in line interface levels (1061).

COMO01A.22 Companding (Compression — Expansion) techniques may be used to
match the dynamic range of the line interface levels to that of the recording
equipment.

Human Machine Interface

Audio Output

COMO01A.23 A front panel loudspeaker, volume control and on/off switch shall be
provided on the equipment or on a separate remote control panel if this option is
provided (1062).

COMO1A.24 A front panel standard headphone socket and volume control shall be
provided on the equipment or on a separate remote control panel if this option is
provided (1063).

Copy Output

COMO1A.25 A front panel or easily accessible output connector for making copy
recordings shall be provided, which may have a preset output adjustment (1064).
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COMO01A.26  The output shall comprise one audio channel, which shall be the selected
recorded channel, and another audio channel which shall have either a voice
synthesised (spoken) time output or tone coded time markers from, or derived
from, the time and date information of the original recording (1065).

Security of Recordings

COMO1A.27  Techniques shall be used to reduce the possibility of inadvertent erasure
of recorded information (1066).

Note: The use of software controlled password, electronic or mechanical
keyswitch access or other measures may be appropriate. Where the use of such
devices is not feasible, for example with analogue reel to reel magnetic tape
recording equipment, the disabling of the recording/erase mechanism may be
necessary, which would then require the provision of a separate bulk erase
machine. The use of a single action to record without verification or protection
should be avoided.

Removable Media

COMO1A.28 The recording equipment or systems shall be capable of providing
complete, accurate and verifiable copies of the recorded data (see COM 01.76)
on removable media (2266). The type of media used and the file format
employed must be acceptable for use by the CAA (2267).

COMO1A.29  Guidance on the handling and storage of removable media shall be
provided, as appropriate, with the equipment documentation (1068).

Replay Functions

COMO1A.30 The equipment shall be capable of replaying the original recorded
communications on archival media in a continuous ‘real time’ mode and
presenting the time and date information separately from, but synchronised with,
the recorded communications (1069).

Note: The capability to replay in a continuous ‘real time’ mode means that the
messages can be replayed continuously without interruption or any manual
intervention, with any periods of silence or absence of recorded messages re-
inserted.

Analogue Equipment

COMO1A.31  Analogue recording equipment is classified as that which records
analogue signals in real time directly onto the archival media. Typically magnetic
tape reel to reel or cassette transport systems utilising electronic, electrical and
mechanical devices are used.
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Recording Check

COMO01A.32 Devices and/or techniques shall be incorporated to provide a check for
successful recording onto archival media (1070).

Note: Magnetic tape transport systems can employ off tape monitoring to
establish that successful recording has taken place.

Recording Quality

COMO1A.33 When compared with a reference of —10dBm at 1,200 Hz, the amplitude
variation from 300 Hz to 3,400 Hz shall not exceed + 3dB (1071).

COMO1A.34  Signal to noise ratio shall be better than 40 dBA (38dB) when the
reference signal is replayed (1072).

COMO1A.35 Harmonic distortion of the reference signal, replayed at 0dBm, shall not
exceed % (1073).

COMO1A.36  Crosstalk from adjacent channels shall not exceed 40 dB (1074).
COMO1A.37  Wow and Flutter shall not exceed 1% (1075).

Digital Equipment

COMO1A.38 Digital recording equipment can be classified as that which encodes and
records analogue voice or data communications onto internal storage with the
capability to transfer the recorded data into archive storage periodically to
achieve the minimum retention criteria or on demand for investigative purposes.
Magnetic/optical media or storage drives utilising electronic, electrical or
mechanical devices may be used in this process.

Analogue to Digital Conversion

Voice Coding and Decoding (Codec) Techniques

COMO1A.39  The recording equipment or system shall employ voice coding techniques
which ensure the replay quality of previously archived radio communication
messages will achieve a minimum Mean Opinion Score (MOS) of 4.0 (Good)
(2268).

COMO1A.40 The voice coding scheme shall be able to cope with different types of
voice, multiple voices, background noise without any significant deterioration in
quality (1077).

COMO1A.41  The voice coding scheme should comply with published European or
International standards where available (1078).

Note: Voice coding schemes using waveform coding techniques include CCITT
G.711 — Alu-law PCM and CCITT G.726-ADPCM. Codecs using these
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techniques have been scored in accordance with ITU (T) Recommendation
P.862.1. The results obtained from these tests have indicated that the use of
codecs which employ either G.711 (at 64 kbit/second) or G.726 (at 32
kbit/second) will meet or exceed the minimum MOS required for the replay of
radio communications between ATC and aircraft under their control.

Data Compression

COMO0O1A.42  The amount of data compression applied at the analogue to digital

conversion, either as part of the voice coding scheme or as a separate process,
shall not significantly degrade the recorded communications (1079).

Note: Based upon trials involving the subjective assessment of data
compression of speech for ATC Applications, a minimum MOS of 3.5 is
acceptable for the recording and subsequent replay of telephone
communications.

Intermediate Storage

COMO1A.43  Where an internal storage device is used, the process by which the

communications are routinely transferred onto a separate and secure archive
storage system, where necessary to meet minimum retention criteria, shall be
automatic (not requiring human intervention) (1080) and shall be secure from
attempts to select, alter or interfere in any way with the data (1081).

COMO1A.44  The information held on the intermediate storage devices shall be

transferred to the archive storage system via an appropriate communication
system at regular intervals (2269).

COMO1A.45 The equipment shall use a safe shutdown mode, in the event of power

failure or equipment malfunction, to ensure that intermediate storage data is not
lost and that the communications can be replayed normally from the archive
storage system (1083).

Archive Storage System

COMO01A.46  The equipment shall use a safe shutdown mode, in the event of power

failure or equipment malfunction, to ensure that any necessary file management
information can be written to the archive storage system, so that the
communications can be replayed normally from the archive storage system
(1084).

Recording Check

COMO1A.47  Devices and/or techniques shall be incorporated to provide a check for

successful recording onto the archive storage system (1085).

Note: Read after write verification between the intermediate and archive storage
systems can be used.
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Recording and Replay Quality

COMO1A.48 The voice quality obtained during replay of recorded radio communication

between ATC and aircraft under their control shall be equal to or better than the
MOS required in COM01.13 (2270).

Note: Manufacturers are encouraged to consult the Recommendations
published by the International Telecommunications Union (ITU) as P.862. The
technique described in P.862 is an enhanced perceptual quality measurement of
voice quality in telecommunications known as PESQ (Perceptual Evaluation of
Speech Quality). The PESQ algorithm is protected by patents and was jointly
developed by British Telecommunications plc and Royal KPN NV
(www.pesq.org).

PESQ provides rapid and repeatable results without the need for the listening
panel tests usually needed to establish an MOS.

Several manufacturers are now able to offer test equipment or software based
tools capable of determining PESQ but it must be remembered that ATC radio
communications usually consist of several brief and rapid exchanges, the quality
of which may vary greatly during typical operations. In contrast, the quality of
operational telephone conversations that must also be recorded will generally
conform to commercial standards.

[Editorial note 1 June 2019: Remaining text deleted]
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COM 02: VHF Aeronautical Radio Stations

Part 1 Preliminary Material

Introduction

COMO02.1 Under the terms of ANO 2016 Article 205, any ATS equipment is required to
have CAA approval before being established or used in the UK. Under the terms
of Schedule 1 an Aeronautical Radio Station is specifically included in the
meaning of ATS Equipment.

Note: The term ‘Aeronautical Radio Station’ in the definitions contained in the
Glossary, is taken to include the terms Aeronautical Station and Aeronautical
Mobile Station for the purposes of this document.

Scope

COMO02.2 This document sets out the engineering requirements for VHF radio equipment
and systems at Aeronautical Radio Stations of the Aeronautical Mobile Service
established or used within the UK to provide ATS.

Note: ‘Air Traffic Services (ATS) means the various flight information services,
alerting services, air traffic advisory services and ATC services (area, approach
and aerodrome control services). One or more of these services may be
employed in the En-Route Communications Network, at Area Control Centres,
and Aerodromes.

COMO02.3 This document applies to fixed, stationary, vehicle, portable and hand held
equipment categories comprising transmitter, receiver and transceiver equipment
types operating in the VHF Aeronautical Mobile (R) Service allocation 118 MHz
to 136.975 MHz, using Double Sideband (DSB) Amplitude Modulation (AM) full
carrier with 8.33 kHz or 25kHz channel spacing, intended for analogue voice and
data link communications.

References

1. ICAO Annex 10 Aeronautical Telecommunications Volume Il —
Communication Systems Part | — Digital Data Communication Systems; Part
Il — Voice Communication Systems.

2. ICAO Annex 10 Aeronautical Telecommunications Volume V (Aeronautical
Radio Frequency Spectrum Utilization).
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3. CAA Paper 96006 Co-channel Interference Study (Report prepared by Roke
Manor Research Ltd and published by the CAA).

4. EUROCAE ED-67 ‘Minimum Operational Performance Specification for
devices that prevent unintentional or continuous transmissions’ April 1991.

Part 2 Requirements

Safety objective

COMO02.4 The equipment and systems at Aeronautical Radio Stations shall provide
complete, identified, accurate and uncorrupted voice and data link
communications for Air Traffic Services (1002).

General Requirements

COMO02.5 The requirements in this section are applicable to equipment and systems at
all ATS Aeronautical Radio Stations operating on Aeronautical Mobile (R)
Service frequency assignments.

International Standards

Note: This document incorporates the relevant SARPs from ICAO Annex 10 and
Annex 11 together with material from the ITU Radio Regulations.

COMO02.6 The equipment, systems, services and facilities shall comply with the
applicable international standards, recommended practices and procedures for
ANS in Annex 10 and Annex 11 to the Convention on International Civil Aviation
(376).

COMO02.7 The equipment, systems, services and facilities shall comply with the
applicable Radio Regulations of the International Telecommunications Union
(377).

Radio Spectrum Management

COMO02.8 The equipment and systems shall be designed and constructed to operate
within the Aeronautical Mobile (R) Service allocation 117.975 MHz to 137.000
MHz (378). The first and last assignable frequencies being 118.000 MHz and
136.975 MHz. For radiotelephony channel spacing is either 25 kHz or 8.33 kHz
using Double Sideband (DSB) Amplitude Modulation (AM) full carrier with ITU
emission designator 6K80A3EJN for 25 kHz and 5KOOA3EJN for 8.33 kHz
channel spacing (379). For data link communications channel spacing is 25 kHz
using Double Sideband (DSB) Amplitude Modulation (AM) full carrier with ITU
emission designators 13KOA2DAN for ACARS using MSK modulation, 14K0G1D
for VDL Mode 2 using D8PSK modulation and 13KOF7D for VDL Mode 4 using
GFSK modulation (380).
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Note 1: The equipment and systems are only required to be capable of operation
in the modes specified by the ANO Approval. However, new equipment may be
purchased with options for other modes of operation to cater for future
operational requirements.

Note 2: Equipment and systems at Aeronautical Radio Stations must be capable
of operation in both 25 kHz and 8.33 kHz modes to ensure their compliance with
“Commission Implementing Regulation (EU) No 1079/2012 of 16 November
2012 laying down requirements for voice channels spacing for the single
European sky.

COMO02.9 The equipment and systems shall be installed, operated and maintained in
compliance with the terms of specific location dependent or general frequency
assignment(s) and the terms and conditions of an ANO Approval granted in
respect of the ATS being provided (381).

COMO02.10 Guidance: The frequency assignments may include parameters such as the
Designated Operational Coverage (DOC), minimum field strength within the
DOC, maximum field strength outside the DOC and/or minimum and maximum
effective radiated power (ERP). These parameters are designed to support
reliable communications and to reduce the probability of co-channel or adjacent
channel interference to other users.

COMO02.11 The DOCs associated with the frequency assignments for ATS
Communications Facilities and Radio Navigation and Landing Aids at
aerodromes, shall be published in the Remarks column of sections AD 2.18 and
AD 2.19 of the AIP, respectively (2271). The communication coverage provided
by a VHF ground transmitter must be kept to the minimum consistent with the
operational requirement for the function, in order to avoid the potential risk of
harmful interference to other stations.

COMO02.12 Frequencies for En-route Navigation Facilities shall have their DOCs published
in the AIP section ENR 4.1 under the associated Remarks column (2272).

Note: Aircraft radio transmissions outside of the DOC are a known source of co-
channel and adjacent channel interference.

COMO02.13 Recommendation: The effective radiated power should be such to provide a
minimum field strength of 45 dBuV/m within the radio service area for Air Traffic
Services, or such a minimum field strength or minimum effective radiated power
as may be specified by the ANO Approval (383).

[Based on ICAO Annex 10 Aeronautical Telecommunications Volume Il §
2.2.1.2. Power and Volume V Attachment A § 2.4]

COMO02.14 Guidance: The ICAO Annex 10 Volume IIl §2.2.1.2 recommendation specifies
that “On a high percentage of occasions, the effective radiated power should be
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such as to provide a field strength of at least 75 uV/m (- 109 dBW/mZ2) within the
defined operational coverage of the facility, on the basis of free space
propagation.” This field strength has been assumed to be the median (50
percentile) value and to achieve the ‘high percentage of occasions’ has been
adjusted to a 95 percentile value, considered appropriate for Air Traffic Services,
by the use of an additional margin of 8dB based on CCIR (ITU)
Recommendation 528-2 using the expression [20 log 75 dBuV/m + 8 dB]. Further
information may be found in reference [3].

Wireless Telegraphy Act Aeronautical Radio Licence

COMO02.15 All Aeronautical Radio Stations shall be suitably licensed under the Wireless
Telegraphy Act prior to any transmissions being made (384).

COMO02.16 For new installations that operate on aeronautical frequency assignments,
initial applications to establish an Aeronautical Radio Station shall be made to
Ofcom, which will trigger the process of issuing a Wireless Telegraphy Act
aeronautical radio licence and ANO Approval for ATS (385).

COMO02.17 Further information on the application process can be obtained from:

https://www.ofcom.org.uk/manage-your-licence/radiocommunication-
licences/aeronautical-licensing

COMO02.18 Ofcom may be contacted at:

Ofcom

Riverside House

2a Southwark Bridge Road
London

SE1 9HA

www.ofcom.org.uk

COMO02.19 Failure to renew a Wireless Telegraphy Act aeronautical radio licence will
invalidate the associated ANO Approval. If a Service Provider does not renew
their Wireless Telegraphy Act aeronautical radio licence within a reasonable
period of that licence becoming invalid, the associated frequency assignment will
be withdrawn. Co-incident with the withdrawal of the frequency assignment the
ANO Approval will be withdrawn. Renewal after the withdrawal of the ANO
Approval will be treated as a new application, which may lead to delay and
Service Provider expense in re-establishing an Aeronautical Radio Station.

Note: All new ATS Aeronautical Radio Stations must have been assessed under
the ANO 2016 Article 205 by the CAA before a Wireless Telegraphy Act
aeronautical radio licence can be issued.
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CAP 670 Part C, Section 1: COM 02: VHF Aeronautical Radio Stations

Inspection of Aeronautical Radio Stations

COMO02.20 The equipment and systems at aeronautical radio stations, associated records
and Wireless Telegraphy Act Aeronautical Radio Licence shall be made
available for inspection by an authorised person, being a CAA Inspector or an
OFCOM Radio Investigation Service Officer (388).

COMO02.21 Guidance: Demonstration of compliance with the terms and conditions of the
ANO Approval and Wireless Telegraphy Act Aeronautical Radio Licence may be
required. This may include measurements to verify transmitter frequency,
modulation depth, transmitter output power and a determination of effective
radiated power. The ATS Provider responsible for the operation of the
Aeronautical Radio Station would normally be expected to provide calibrated
measurement equipment for this purpose.

Note: Where the transmitter output power is not adjustable, and is at a level
which may result in the effective radiated power permitted by the ANO Approval
being exceeded, a means for reducing the power will be required to be fitted
prior to operation of the equipment.

Maintenance of Aeronautical Radio Stations

COMO02.22 Maintenance arrangements shall be established to ensure the continued
availability and reliability of all radio facilities, including vehicle mounted, hand-
held and UHF Land Mobile equipment, at an Aeronautical Radio Station
associated with the provision of an ATC service (390).

Note: Further information is contained in Part B, Section 1 APP 02.

COMO02.23 Maintenance arrangements shall also be established to ensure the continued
availability and reliability of all radio facilities, including fixed base, hand-held and
mobile equipment, at an Aeronautical Radio Station associated with the provision
of FIS or AGCS. Appropriate actions shall be taken to ensure the continued
compliance with the Wireless Telegraphy Act Aeronautical Radio Licence, ANO
Approval and other applicable standards or requirements (391).

COMO02.24 Recommendation: Regular functional and performance checks, including
measurements to verify transmitter frequency, modulation depth, output power
and a determination of effective radiated power using calibrated measurement
equipment, should be undertaken (392).

COMO02.25 A record of any functional test, flight checks and particulars of any
maintenance, repair, overhaul, replacement or modification shall be kept in
respect of the equipment and systems at Aeronautical Radio Stations, as
required under ANO 2016 Article 206 (1) in accordance with Part A of Schedule
11 (1006) and the records shall be preserved for a period of one year or longer
as directed by the CAA (393).
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Specific Requirements

Communications Availability

COMO02.26 Adequate safety assurance, risk assessment and mitigation shall be
performed by the Service Provider to ensure that the equipment and system
design, installation, operation and maintenance ensures availability of
communications appropriate for the Air Traffic Services and environment in
which it is being provided (394).

COMO02.27 Guidance: The availability of communications is dependent on the radio
system design, including equipment configuration and power supply
arrangements. The selection of equipment with the appropriate duty cycle can
also reduce equipment failure. The provision of alarm/status indications is also
important in ensuring that appropriate actions are taken to restore
communications when a failure occurs.

Radio System Design

COMO02.28 Communications of a specified quality of service shall be provided within the
radio service area appropriate to the services being provided (395).

COMO02.29 The maximum field strength outside the DOC, as specified in the frequency
assignment, shall not be exceeded (396).

COMO02.30 Acceptable Means of Compliance: Evidence to demonstrate that the defined
quality of service and any other conditions associated with the frequency
assignment have been met within the radio service area.

COMO02.31 For communications in support of ATC and Traffic/Deconfliction/Procedural
Services, a combination of radio service area predictions and functional tests
would be acceptable. For other ATS-limited functional tests would be acceptable.

COMO02.32 Guidance: Quality of service comprises the two aspects of signal (voice or
data) quality and availability. Signal quality can be defined by signal to noise ratio
or SINAD for analogue systems and by bit error ratio for digital systems. The
availability can be defined in terms of a percentage of time and location.

COMO02.33 Where co-channel and adjacent channel interference are the limiting factors,
signal quality is directly related to the desired-to-undesired (D/U) signal ratio
criteria used in the frequency assignment planning process, the results of which
give a minimum field strength within the DOC which should be achieved and a
maximum field strength outside the DOC which must not be exceeded. The
signal quality at the receiver can be affected by local noise and interference
effects such as man-made noise and precipitation static.

Note: Radio system design includes the consideration of location dependent
factors such as a clear radio line of sight, location of antenna, antenna type and
transmitter power etc. to ensure reliable radio propagation paths are achieved.
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COMO02.34 Recommendation: The Radio Service Area should be published to provide
aviation users with information on the anticipated service volume within which
reliable communications may be expected (397).

Note: Where the communications quality of service cannot easily be achieved
uniformly over the service volume at the lower height limit of the Radio Service
Area, an alternative is to publish the DOC and to identify areas within which the
quality of service is not achieved.

COMO02.35 The antennas shall be installed such as to provide vertically polarised radiation
(398).

Equipment Configuration

COMO02.36 The equipment configuration shall be such as to ensure the availability of
communications appropriate to the service being provided (399).

Note: The configuration of equipment includes associated antennas, cables,
filters, commutation units and other equipment necessary for the operation of the
equipment and systems.

Acceptable Means of Compliance:

Air Traffic Control Services — The provision of main and emergency
equipment.

UK Flight Information Services:

Deconfliction and Procedural Service — The provision of main and emergency
equipment.

Traffic Service — The provision of main equipment only.
Basic Service — The provision of main equipment only.
Aerodrome FIS (AFIS) — The provision of main equipment only.

Note 1: Equipment provided in addition to the above would be considered to be
‘Contingency Equipment’, formerly known as ‘standby equipment’, which is
installed for business continuity purposes.

Note 2: Wherever a service is provided using main equipment only, it shall be
explicitly shown how the risks of ATS radiotelephony failure have been
adequately mitigated, taking account of: the local airspace environment, specific
ATS task, aircraft characteristics and needs and flight crew procedures. Where
appropriate mitigation cannot be demonstrated, it is expected that emergency
radiotelephony equipment and/or additional contingency equipment will be
provided.
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Note 3: It shall also be clearly demonstrated how services will be managed
during periods of planned withdrawal of single systems to provide for such things
as periodic maintenance.

Note 4: COMO02.36 will be updated in due course (with advance notification of
the change) to include data communications equipment used for links between
VHF radio systems and the Voice Switch equipment (for example as part of
remote tower modules) within the definitions of main, contingency and
emergency equipment.

COMO02.37 The equipment type shall be appropriate for the service being provided and be

compatible with the equipment configuration (400).

COMO02.38 Guidance: Whilst it is feasible to use transceivers and separate receivers to

derive Off-Air Sidetone for ATC and the output for Voice Recording, the lack of
redundancy within typical transceivers and the likelihood of an intermittent duty
cycle restriction on the transmitter and power supply mean that transceivers are
not generally suitable for use in ATC Services as main or contingency
equipment, although they may be suitable for emergency equipment in particular
situations.

COMO02.39 For AFIS, a transceiver or separate transmitter and receiver are considered

suitable as main equipment, with a hand held or portable transceiver being used
for emergency equipment.

Note: Main and contingency equipment may be operated as ‘System A’ and
‘System B’ where either may be considered as Main whilst in operational service
and the other is considered as contingency, awaiting selection in the event of
failure of the Main equipment or when the Main equipment is taken out of service
for maintenance.

COMO02.40 The planned temporary or permanent simultaneous withdrawal of main and

emergency radiotelephony equipment shall be considered a significant safety
related change to current operations and the requirements of CAP 670 Part A
paragraphs A88-A90 Change Notification Requirements shall apply.

Duty Cycle — Radio Transmitters/Power Supply Units

COMO02.41 The duty cycle for Radio Transmitters and associated Power Supply Units

shall be appropriate for the service being provided (401).

COMO02.42 Guidance: ATC and Traffic/Deconfliction/Procedural Services are likely to

generate peaks in use which may exceed the duty cycle of equipment rated for
intermittent use and thus continuously rated equipment with a duty cycle of 100%
is likely to be required. VHF Radio Transmitters used for ATIS and VOLMET
obviously require continuously rated equipment.
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CAP 670 Part C, Section 1: COM 02: VHF Aeronautical Radio Stations

Power Supply

COMO02.43 The power supply for emergency equipment shall be independent of that for
the main equipment (402).

COMO02.44 Acceptable Means of Compliance: The independence of the power supplies
need only be for a known limited period provided that the MATS Part 2
procedures manage the safety issues this introduces.

COMO02.45 Users shall be provided with an indication of failure of the power supply to the
emergency equipment (403) and instructions shall be provided in MATS Part 2
for user actions in the event of failure (404).

COMO02.46 Recommendation: For an ATC and Traffic/Deconfliction/Procedural Service a
primary and alternative power supply should be provided to increase the
availability of power to equipment and systems in the event of an interruption to
one of the power supplies (405). Change over between supplies should be on a
‘no break’ basis (406). The primary and alternative supplies should be
independent of each other for a known period of time (407). An indication of
failure for each power supply should be provided to the user (408) and corrective
action taken in the event of failure (409). MATS Part 2 procedures should instruct
the user of actions necessary in the event of failure (410).

[ICAO Annex 10 Aeronautical Telecommunications Volume | Paragraph 2.9
Secondary power supply for radio navigation aids and communication systems.]

COMO02.47 Guidance: The incorporation of suitable conditioning devices as part of the
power supply arrangements may be useful in preventing equipment malfunction
due to surges, spikes and noise on the power supply.

Alarm/Status Indications

COMO02.48 For an ATC and Traffic/Deconfliction/Procedural Service, the system shall
provide an indication of system failure that may have an effect on the service
being provided, in a timely manner (411), so that actions can be taken to ensure
the safe continued provision, or if necessary, the controlled withdrawal of the
service (412).

COMO02.49 Recommendation: The Significance to the user of the indication of failure
should be obvious from the indication given (413).

COMO02.50 The failure indication should remain obvious to the user whilst the condition
causing the failure indication remains (414). Consideration should be given to
providing a power supply to the alarm indication that is not dependent upon the
system it is monitoring (415).

COMO02.51 Changes in the System’s state should attract the operator’s attention, without
continuing to distract once they are aware of the change of state (416). Attention
should be drawn both when failures are detected and when they clear (417).
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CAP 670 Part C, Section 1: COM 02: VHF Aeronautical Radio Stations

Attention to subsequent status changes should not be masked (418). The
attention seeking indication should have both visual and audible elements and
the ability for the user to acknowledge that they are aware of the change of state
thereby removing the attention seeking element (419).

Interface to Voice/Data Recording Equipment

COMO02.52 The system at Aeronautical Radio Stations shall provide all the necessary
signals and information to the Voice/Data Recording Equipment in compliance
with Article 206 of the ANO (420).

COMO02.53 Acceptable Means of Compliance: For Aeronautical Radio Stations using a
separate transmitter and receiver, the receiver audio output may be used as the
signal source for the recording equipment. For Aeronautical Radio Stations using
a transceiver, a separate receiver on the same frequency will be required.

COMO02.54 Guidance: Where a separate transmitter and receiver are used, an ‘off-air’
sidetone will be present at the audio output of the receiver when the associated
transmitter is operated.

COMO02.55 Where a transceiver is used, the receiver is normally muted in transmit mode,
and sidetone is not present at the audio output. A separate receiver and antenna
can be used to derive an ‘off-air’ sidetone.

COMO02.56 If a separate receiver is used to record aircraft station transmissions, the
antenna and receiver combination must provide a signal comparable in strength
and reception area to that of the main antenna and transceiver.

Provision of Off-air Sidetone

Note: Reference should be made to Part C, Section 1 COM 03 Voice
Communications Control Systems.

COMO02.57 Where Off-air sidetone is provided for ATS, it shall be a replica of the
transmitted voice communications without any degradation of quality or

significant delay such as to cause annoyance or disturbance to the operator
(421).

Note: The Acceptable Means of Compliance and Guidance in COM02.52 can be
applied as appropriate to the provision of Off-air Sidetone.

Provision of Emergency Frequency 121.500 MHz

COMO02.58 The emergency frequency 121.500 MHz shall be provided at area control
centres, aerodrome control towers and approach control offices serving
international aerodromes and international alternative aerodromes (422).

Note: The UK civil aerodromes listed in the ICAO European Air Navigation Plan,
Volume | Part Il (AOP) Table AOP I-1, International Aerodromes Required in the
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EUR Region are deemed to meet the criteria for International Airports in ICAO
Annex 9 Facilitation.

COMO02.59 Acceptable Means of Compliance: The equipment configuration shall be
consistent with that for ATC Services and shall, as a minimum, comprise of a
main transmitter and receiver with emergency equipment providing redundancy,
together with system and location dependent redundancy measures.

COMO02.60 The coverage provided by the equipment, both main and emergency, should
be capable of achieving coverage within the greatest DOC at the particular unit.

COMO02.61 121.500 MHz is an ATS frequency and as such shall be subject to off-air
recording.

COMO02.62 Guarding/monitoring of 121.500 MHz shall be achieved by means identified in
a unit's MATS Part 2 (2255).

COMO02.63 Should a unit have an approved arrangement in place whereby guarding is
undertaken on its behalf by another unit or facility, then the relevant safety case
shall be considered adequate if that guarding can be achieved down to
aerodrome circuit altitude. Appropriate written agreements shall be put in place.

Note 1: Under schedule 4 ‘Specified Services’ of the NATS Licence, NERL
(NATS) is required to provide and maintain the VHF emergency frequency.
Under a derogation of NATS license, control of the emergency frequency is
ceded to the MoD; details of the ceding arrangement are found in the
Memorandum of Understanding between the CAA and MoD. The capability is
currently delivered by the MoD through the Distress and Diversion (D&D)
operation where military controllers constantly monitor the frequency
121.500MHz. The primary role of D&D is to provide pilots with an emergency
assistance and, where possible, a position fixing service.

Note 2: Should an ATS Unit closer to an emergency event be better placed to
handle the situation, D&D may elect to delegate Operational Control to that unit.
In such circumstances D&D would retain Executive Control.

Note 3: Attention is drawn to the CAA Statement on ‘Provision and Support of
Frequency 121.500 MHz for the Purposes of Supplying an Emergency Aid and
Position Fixing Service'. The Policy Statement is available from the CAA website
at the following link:
http://publicapps.caa.co.uk/modalapplication.aspx?appid=11&catid=1&id=4492&
mode=detail&pagetype=65

COMO02.64 There should be no transmissions on the frequency 121.500MHz by ATS units
without the authority of D&D. The only exceptions to this are when:
(i) A pilot in distress calls a specific ATS unit that is local to the pilot concerned.
(i) It is apparent that D&D is not responding to an emergency transmission.
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Stations

Unintentional or Continuous Transmissions

Note: Reference should be made to Part C, Section 1 COM 03 Voice
Communications Control Systems.

COMO02.65 The equipment and systems at Aeronautical Radio Stations shall not fail in a
manner such as to cause unintentional or continuous transmissions (423).

COMO02.66 Recommendation: New equipment and systems at Aeronautical Radio
Stations should incorporate features to prevent unintentional or continuous
transmissions, unless this is contrary to the intended purpose for which they
have been designed (424). For existing equipment and systems, consideration
should be given to incorporating such devices by retrofit, modification or add-on
circuitry where appropriate (425).

COMO02.67 The equipment and systems should conform to the ‘Minimum Operational
Performance Specification for devices that prevent unintentional or continuous
transmissions’ EUROCAE document ED-67 April 1991 [4], so far as it is
appropriate for ground based systems (426).
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COM 03: Voice Communications Control Systems

Part 1 Preliminary Material

Introduction

COMO03.1 Under the terms of Article 205 (1) of the ANO 2016, any ATS Equipment is
required to have CAA approval before being established or used in the UK.

COMO03.2 This document covers VCCS providing communications facilities for the
following categories of service described in ICAO Annex 11 Chapter 6 ‘Air Traffic
Services Requirements for Communications’:

= ‘The Aeronautical Mobile Service (Air-Ground Communications) which uses
radiotelephony and/or digital data interchange for radio communications in the
VHF Aeronautical Mobile Band'.

* ‘The Aeronautical Fixed Service (Ground-Ground Communications) which
uses direct-speech communications and/or digital data interchange over radio
communications links and other telecommunications media such as optical
fibre and land lines’.

* ‘The Surface Movement Control Service which uses two-way radiotelephony
communications to provide an aerodrome control service for the control of
vehicles on manoeuvring areas, except where communication by a system of
visual signals is deemed to be adequate’.

COMO03.3 The structure of this document has been arranged to consider these services
under the broad heading of ‘COMMUNICATIONS FACILITIES'. The Aeronautical
Mobile Service and the Surface Movement Control Service are normally provided
using radio communications and will be referred to by the description
‘radiotelephony communications’ abbreviated to ‘RTF communications’. The
Aeronautical Fixed Service incorporating telephone and interposition
communications (Intercom) will be referred to by the description ‘Ground-Ground
Communications’. The term ‘lines of communication’ covers both ‘RTF
communications’ and ‘Ground-Ground Communications’.

Scope

COMO03.4 This document sets out the engineering requirements for VCCS
communications facilities established or used at locations within the United
Kingdom providing Air Traffic Services.
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References
1. ICAO Annex 11 — Air Traffic Services.

2. ICAO Annex 10 Aeronautical Telecommunications Volume Il —
Communication Systems Part | — Digital Data Communication Systems; Part
Il — Voice Communication Systems.

Part 2 Requirements

Safety Objective

COMO03.5 The VCCS shall enable direct, rapid, continuous and intelligible two-way voice
communications for Air Traffic Services (1087).

General Requirements

International Standards

COMO03.6 The equipment, systems, services and facilities shall comply with the
applicable international standards, recommended practices and procedures for
air navigation services in Annex 10 [2] and Annex 11 [1] to the Convention on
International Civil Aviation (1088).

Communications Facilities

General

COMO03.7 The operator shall have clear visual and audible indication of the status of all
available lines of communication (1090).

COMO03.8 The operator shall have the ability to select or deselect independently lines of
communication or facilities in any combination, without affecting the operation of
other lines of communication or facilities available at that or any other position
(1091).

COMO03.9 Where the system configuration can be changed, a means of quickly restoring
the last set option configuration before any failure shall be provided (1092).

COMO03.10 Recommendation: Operator workload should be reduced to a minimum by
implementing functions with single keypress operation where practicable (1093).

COMO03.11 Headsets shall be provided except at units with very low density operations
where loudspeaker and free-standing microphone (i.e. no headset capability)
may be authorised (1094).

COMO03.12 Recommendation: Loudspeaker and headset earphone volume should be
audible at the operating position when set to their minimum level (1095).

Note: The air-ground communications may be switchable between headset and
loudspeaker as traffic conditions dictate.
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COMO03.13 Recommendation: Headsets are the preferred audio interface equipment and
should be configured to operate in split mode (1096).

Note 1: Split headset mode implies the following:

RTF Communications only — Transmissions heard in both earpieces.

RTF Communications and Ground-Ground Communications — RTF
transmissions heard in one earpiece and Ground-Ground Communications heard
in the other earpiece. When the operator makes an RTF Communications
transmission sidetone is heard in both earpieces.

Note 2: Handsets, desk or hand microphone may be used in combination with
the desk loudspeaker where the ambient noise or traffic levels permit such
operations.

COMO03.14 Operating positions shall have a loudspeaker which will allow selected lines of
communication to be monitored (1097).

COMO03.15 Recommendation: Operating positions should have provision for the
connection of a number of headsets enabling instructor/student, dual operator
and supervisor monitoring facilities (1098).

COMO03.16 The instructor/student facility, where provided, shall enable direct
communications via headsets (1099).

COMO03.17 The instructor/student facility, where provided, shall enable the instructor to
interrupt any student communications at any time (1100).

Note: The instructor/student interrupt may be achieved by use of a dedicated
instructor PTT Press-To-Talk control incorporating separate switches for RTF
Communications and Ground-Ground Communications.

COMO03.18 Operating positions shall have provision for at least two momentary action
PTT controls, one of which shall permit ‘hands-free’ operation (1101). The
controls shall be used to control RTF Communications transmissions (1102).

Note: Typical PTT controls may be panel mounted switches, headset in-line
switches, foot switches, switches incorporated into desk or handheld
microphones and handsets.

COMO03.19 The audio level of each audio outlet shall be independently adjustable (1103)
and any communications shall still remain audible and intelligible to the operator
when the minimum level is selected (1104).

COMO03.20 Separate controls for the audio level of RTF Communications and Ground-
Ground Communications shall be provided with the setting in use being apparent
to the operator (1105).
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COMO03.21 The return path of each communication function shall incorporate an automatic
gain control (AGC) function to ensure an acceptable signal to noise level and to
minimise the possibility of hearing damage (acoustic shock) by preventing
extremely loud signals from being delivered into the ATC headset (1106).

Note: A signal gain path memory or similar feature can prevent distortion of the
initial syllables of speech at the beginning of each received message or after
pauses in speech. The principle of operation is that the last dynamic gain or
attenuation setting is retained for future use.

COMO03.22 Recommendation: The presence of two or more AGC devices in a signal
path could degrade the received audio signal and only one single AGC device or
function should therefore be employed in each signal path (1107).

COMO03.23 The design and implementation of the voice switch shall be such that any input
can be connected to any output without the possibility of blocking occurring
(1108).

COMO03.24 Where a system provides the capability for instant replay of communications
this shall not be made available at operational positions. Where it is not possible
to disable the feature, its use shall be disallowed by local procedures.

RTF Communications

Note: Reference should be made to Part C, Section 1 COM 02 ‘VHF
Aeronautical Radio Stations’ and Part C Section 1 COM 06 ‘UHF Radio
Equipment and Systems’ (1109).

COMO03.25 Air-ground Communications on appropriate frequencies shall be provided
(1110).

COMO03.26 Two-way radiotelephony communication facilities shall be provided for
aerodrome (surface movement) control service for the purpose of controlling
vehicles on the manoeuvring area, except where communication by a system of
visual signals is deemed to be adequate (1111).

Note: This communication facility is normally provided by UHF radio equipment
and systems but the use of VHF Aeronautical Mobile Service frequencies may
be permitted for ground to ground communications in specific circumstances.

COMO03.27 Recommendation: Where conditions warrant, separate communication
channels should be provided for the control of vehicles on the manoeuvring area
(1112).

COMO03.28 Recommendation: VHF air-ground communications should be cross-coupled
to UHF two-way radiotelephony communications for vehicles operating on the
active runway (1113).
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Note: Cross-coupling between the VHF air-ground communications used for the
control of aircraft and the UHF two-way radiotelephony communications used for
the control of vehicles provides situational awareness for the aircrew, controller
and operator of the vehicle. The vehicle operator is aware of any aircraft
transmissions by monitoring the cross-coupled VHF Air-Ground Communications
and has direct two-way radiotelephony communications with the controller. In
some cases the transmissions from vehicles are re-transmitted to aircraft. As
separate transmit and receive frequencies are used at UHF between the base
station and vehicles, talkthrough facilities may be used to enable vehicles to hear
one another.

COMO03.29 RTF communications which have been selected shall always be available

irrespective of the state of other lines of communication (1114).

COMO03.30 The operator shall be provided with a degree of assurance that Air-Ground

Communications transmissions have been successful (1115).

Note: The normally accepted method of implementing this is to provide off-air
sidetone to the operator’s headset derived from either the radio receiver
associated with the transmitter for that radio channel, or from a separate
receiver. Modern digital or Voice Over IP (VOIP) radio systems can introduce
noticeable round trip delay to audio that would cause distracting echo to
operators where used as ‘off-air’ sidetone. Where this is the case, alternative
methods of providing sidetone may be used e.g. immediate local audio feedback
to the operator becoming dependent, after a short period, on an ‘off-air’ receiver
mute lift. The short period is needed to account for the round trip delay to the ‘off-
air’ receiver mute lift. If, due to technical restrictions, off-air side tone cannot be
implemented in all situations, alternative ways of indicating successful
transmission may be used.

COMO03.31 Recommendation: The operator should be provided with a degree of

assurance that two-way radiotelephony communications for the control of
vehicles on the manoeuvring area transmissions have been successful (1116).

Note: The normally accepted method of implementing this is to provide off-air
sidetone to the operator's headset. Where UHF Radio Equipment and Systems
are used, it may be necessary to provide a separate receiver in addition to the
base station receiver, in order to derive the off-air sidetone signal for both
directions of transmission.

COMO03.32 The operator shall be provided with the facility to select more than one air-

ground communications frequency simultaneously (1117). When the PTT control
is operated communications shall be transmitted on all selected frequencies to
aircraft (1118). When the PTT is released the operator shall be provided with the
combined audio signals from all selected frequencies (1119).
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Note: The operator will normally be provided with off-air sidetone derived from a
combination of all the received audio signals from all selected frequencies. It is
recognised that the operator is unlikely to be able to determine whether
transmissions on each and every selected frequency have been successful;
alternative ways of indicating the successful transmissions may be required. It is
also acknowledged that the combination of the received audio signals may result
in distortion of the overall off-air sidetone. Particular attention may be required in
the design and implementation.

COMO03.33 Recommendation: When two or more ATS frequencies are being used by a

controller, consideration should be given to providing facilities to allow ATS and
aircraft transmissions on any of the frequencies to be simultaneously
retransmitted on the other frequencies in use thus permitting aircraft stations
within range to hear all transmissions to and from the controller (1120).

Note: The operator will normally be provided with off-air sidetone derived from
only one of the received audio signals. This may be arranged such that the
signal paths utilise all the cross-coupled transmit and receive communications
channels selected.

COMO03.34 The operator shall be provided with the facility to select any available radio

channel and an appropriate visual indication shall be given to confirm the
selection made (1121).

Note: The frequency indicator should display all 6 digits (i.e. 131.750).

COMO03.35 The operator shall be provided with a visual/aural indication of the status of

available radio channels (1122).

Note: Status indications normally provided for each of the selected channels are:
= Channel deselected.

= Channel selected to receive only.

= Channel selected to receive and transmit.

= Selection of duplicated receivers and/or transmitters.

= Selection of cross-coupling.

= |ncoming call from an aircraft or vehicle/hand-held transmitter (i.e. receiver
mute lift).

= Operator press-to-talk (PTT) function selected (i.e. out going transmission).

COMO03.36 The delay between operating the PTT control and the appropriate electrical or

electronic signal being present at the interface with the VCCS shall be as low as
practical (1123).
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Note: A delay of 20 ms or less should be achievable.

COMO03.37 The delay between receiving the appropriate electrical or electronic signal at
the interface with the VCCS and the activation of any electrical or electronic
device, visual or aural indication shall be as low as practical (1124).

Note: A delay of 20 ms or less should be achievable.

COMO03.38 When Air-Ground Communications transmissions to aircraft are in progress,
Ground-Ground Communications also in progress at the same time shall not be
transmitted to the aircraft (1125). An indication shall be given to the other party
that Air-Ground Communications are in progress and this may be achieved by
relaying the operators’ speech (1126).

COMO03.39 The VCCS shall not fail in a manner such as to cause unintentional or
continuous transmissions (1127).

Note: The equipment and systems should conform to the ‘Minimum Operational
Performance Specification for devices that prevent unintentional or continuous
transmissions’ EUROCAE document ED-67 April 1991, so far as it is appropriate
for ground based systems.

COMO03.40 Anti-Blocking Systems (ABS) — Providers must ensure that the installation and
operation of such a system will not be detrimental to the integrity or reliability of
the communications system (1128). An isolating switch must be provided at the
ATC operating position which will effectively remove the ABS from the RTF
system (1129). ABS must not be fitted to an emergency RTF system (1130). The
received audio volume to the controller must not be affected by the addition of
the ABS (1131).

Note: An ABS prevents transmissions when the associated receiver is in use.
The CAA does not currently propose to make installation of ABS a requirement
or a recommendation for ATC units.

COMO03.41 Comprehensive training shall be provided to both Air Traffic Engineers and Air
Traffic Controllers on the possible effects of failures within a communications
system which has an ABS fitted (1132). MATS Part 2 and Engineering
Instructions are to include this information (1133).

COMO03.42 There shall be a visual or other indication to the controller that an ABS system
is selected for use (1134).

COMO03.43 Recommendation: There should be a visual indication to the controller that
the ABS is inhibiting controller transmission (1135).

COMO03.44 Recommendation: The duration of a transmission inhibited by an ABS should
be detectable on the associated voice recording (1136).
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Ground-Ground Communications

COMO03.45 The Provider shall satisfy the CAA that the Aeronautical Fixed Services
equipment is adequate for the task for which it is to be used (1137). Among other
things, consideration shall be given to reliability, integrity, levels of redundancy,
hours of service, classification of airspace and complexity of traffic (1138).

COMO03.46 Ground-Ground Communications shall be provided for the telecommunications
services required by the ATC unit (1139).

COMO03.47 There shall be provision for direct and immediate broadcast and break-in
interposition communications (intercom) between supervisors/operators at
different positions which shall be possible irrespective of the state of other lines
of communication (1140).

Note 1: A broadcast call is used between one position and all others, whereas a
break-in call is only between two positions.

Note 2: In some cases it may be necessary to provide an indication of the
receipt of an intercom call and to identify the operating position from which the
call originated.

COMO03.48 Intercom communications shall not be transmitted on any RTF frequency or
Ground-Ground Communications (1141).

COMO03.49 An adequate number of connection(s) to the public telephone system must be
provided (1142).

COMO03.50 Other Aeronautical Fixed Services are to be provided as appropriate (1143).
Note 1: They may include a means of communicating:
= Between operational positions within the unit.
= Directly with adjacent ATS units including the parent Area Control Centre.

Note 2: In certain circumstances an automated dialling system may satisfy the
requirements. Maximum connection times may be specified by the CAA.

Note 3: The provision of Aeronautical Fixed Services directly into the headsets
may be required by the CAA.

COMO03.51 Operating positions shall have provision for connection to the Public Switched
Telephone Network (1144).

COMO03.52 Recommendation: In order to achieve a high availability of communications,
the Telecommunications Network access should be duplicated and
routing/operator diversity used as appropriate (1145).

Note: Access to Telecommunications Network Operators is essential to the
implementation of a Ground-Ground Communications network required for the
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operation of an ATC Unit. Access may be via the Public Switched Telephone
Network or via private lines and networks.

COMO03.53 Recommendation: \Where mobile, cellular or personal communications

networks are used to fulfil the requirement to access the Public
Telecommunications Network, the availability under conditions of congestion
should be considered and a priority access facility arranged with the network
operator (1146).

Note: The method of access to a Telecommunications Network Operator is not
limited to landline connections and may be by means of optical fibre, microwave
radio or by mobile cellular or personal communications networks.

Interface to Voice/Data Recording Equipment
COMO03.54 The VCCS shall provide all the necessary signals and information to the

Voice/Data Recording Equipment in compliance with Article 206 of the ANO
(1147).

System Performance

COMO03.55 The clarity and volume of communications is to be ‘readable’ or ‘perfectly

readable’ (see CAP 493 MATS Part 1) (1148).

Voice Transmission Quality — Radio Transmissions

COMO03.56 The voice transmission quality of those communications facilities that utilise

radio transmissions, the Aeronautical Mobile Service and the Surface Movement
Control Service, shall meet or exceed a quality defined by the following:

1. The frequency response shall be such that the gain at any frequency
between 300Hz and 3.4 kHz shall be within + 3dB of the gain at 1kHz
(1149).

2. The Total Harmonic Distortion (THD) shall not exceed 2% at any frequency
between 300Hz and 3.4 kHz with any gain controls adjusted to give the
maximum permitted audio level at the headset or handset (1150).

3. Residual noise and hum on any correctly terminated idle voice circuit shall
not exceed -60dBm (1151).

Note 1: The minimum voice channel audio frequency bandwidth for Air-Ground
Communications using VHF Aeronautical Mobile radio frequencies has been
determined as 400 Hz to 2.7 kHz for 25 kHz channel spacing.

Note 2: The voice transmission quality requirements apply to the voice channel
only and do not include microphone and headset characteristics.
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Voice Transmission Quality — Non-Radio Transmissions

COMO03.57 The voice transmission quality of non-radio transmissions shall meet or
exceed those requirements as may be defined in standards for systems which
are connected to the Public Switched Telephone Network (1152).

COMO03.58 In the absence of any such standards referred to in 7.3.1, the following shall
be met:

1. The frequency response shall be such that the gain at any frequency
between 300Hz and 3.4 kHz shall be within + 3dB of the gain at 1TkHz
(1153).

2. The Total Harmonic Distortion (THD) shall not exceed 2% at any frequency
between 300Hz and 3.4 kHz with any gain controls adjusted to give the
maximum permitted audio level at the headset or handset (1154).

3. The Crosstalk level on any voice circuit shall not exceed -60dBm when a
1kHz tone is injected into any other circuit at a level of 10dB above nominal
test tone level, with all voice circuits correctly terminated (1155).

4. Residual noise and hum on any correctly terminated idle voice circuit shall
not exceed -60dBm (1156).

Note: The voice transmission quality requirements apply to the voice channel
only and do not include microphone and headset characteristics.
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COM 04: ATC Datalinks

Part 1 Preliminary Material

Introduction

COMO04.1 Datalink applications have been available globally for Aircraft Operations
Control (AOC) and Aircraft Administrative Control (AAC) functions for many
years. The networks, systems and applications providing this functionality are
well established, and aircraft equipage is widespread. Since the mid 1990s the
systems and networks designed for this function have been expanded to provide
limited ATC applications.

COMO04.2 Datalink technology is intended to provide enhancements to the processes
used within the provision of ATS. In its most simplistic form, the radio
communications between ATC and aircraft could be accomplished by digital data
transmission using datalink. However the provision of datalink facilities may give
rise to significant benefits in the following areas?:

= Capacity

= Range

* Reliability

= Speed

= Security
Scope

COMO04.3 This document applies to the use of datalink technologies and applications for
‘low risk’ ATM functions (i.e. those which are not critical in terms of safety and/or
time). It is applicable to both Aeronautical Fixed Services and Aeronautical Radio
Stations.

COMO04.4 This document covers the use of private networks, such as those provided by
ARINC and SITA.

3 The benefits listed here are only some of those which have been identified by EUROCONTROL ODIAC Task
Force in the EATCHIP Transition Guidelines for Initial Air/Ground Data Communications Services, EUROCAE
WG-45 Data Link Applications ED-78, ED-85, ED-89, ED- 106, EUROCAE WG-53/RTCA SC-189 Air Traffic
Services ED-100 and ICAO Manual of Air Traffic Services Data Links Applications (Doc 9694).
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COMO04.5 The use of datalink technology for applications other than those detailed within
this document will either be the subject of an amendment to this document or a
new CAP670 requirement.

Part 2 Safety Requirements

Safety Objective

COMO04.6 To ensure that the level of safety of the ATM function is maintained or
improved during installation, transition and operation of datalink equipment,
applications and procedures (1003).

Requirements

COMO04.7 A comprehensive safety assessment of the datalink application/system and its
interfaces with existing ATC equipment, people and procedures shall be
performed and submitted as part of the approvals process (371).

COMO04.8 The Safety Assessment for a datalink application/system shall be provided by
full and complete adherence to the ATS provider's SMS, if this exists (372).

COMO04.9 Provided the Safety Assessment concludes that the datalink
system/application is at least tolerably safe, then the use of private datalink
networks, which may pre-date the ICAO SARPSs, shall be permitted for the
following categories* of communications messages:

» Meteorological Communications

= Flight Regularity Communications

= Aeronautical Information Service Messages
= Network/Systems Administration (374)

COMO04.10 Communications in categories assigned a higher priority than those listed
above may be permitted if the ATS provider supplies the CAA with evidence, in
addition to the Safety Assessment, proving that:

= The application is not time critical
and

= Procedures exist for ensuring that the failure of datalink systems has no long
term, short term, or immediate effect on the ability of the aircraft or ATSU to
complete the communication at an appropriate time (375).

4 These message categories are referenced in the ICAO Manual of Air Traffic Services Data Links Applications
(Doc 9694) and the ICAO Manual of Technical Provisions for the Aeronautical Telecommunications Network
(ATN) (Doc 9705)
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Note: The message categories are referenced in the ICAO Manual of Air Traffic
Services Data Links Applications (DOC 9694) and the ICAO Manual of Technical
Provisions for the Aeronautical Telecommunications Network (ATN) (DOC 9705).
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Appendix A to COM 04: Acceptable Means of
Compliance

Operational Requirements

COMO4A.1 The datalink application/system should be demonstrably compliant with its
Operational Requirement (OR), produced by the ATS Provider (1157). This OR
should form the basis for the collection of evidence that the stable
implementation of the application/system is suitable for operational service
(1158).

COMO4A.2 The OR should include performance and safety requirements pertinent to the
application/system concerned (1159).

COMO4A.3 The OR should specifically reference any security needs pertinent to the
application/system concerned (1160).

Compatibility

COMO4A.4 Any datalink system supporting existing functionality should be backwards
compatible with any existing ATC methods, procedures and equipment which
currently provides all or part of the service for which it is designed (1161).

COMO4A.5 Any incompatibilities should be identified, and an impact assessment
performed on the ability of the revised systems and procedures to meet the OR
of all ATSUs using the datalink system/application (1162).

COMO4A.6 The datalink system should be compatible with all levels of aircraft equipment
normally expected to be present in the ATSU’s operational area of interest
(1163).

Guidance

COMO04A.7 Guidance on the implementation of datalink applications is available from
various national and international bodies. On an application specific basis these
documents may be used as part of an acceptable means of compliance.
Examples of such documentation are as follows:
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EUROCAE Data-Link Application System Document (DLASD) for the “Departure Clearance” Data-
Link Service ED-85A December 2003

EUROCAE Data-Link Application System Document (DLASD) for the “ATIS” Data-Link Service ED-
89A December 2003

EUROCAE Data-Link Application System Document (DLASD) for the “Oceanic Clearance” Data-
Link Service ED-106A March 2004

EUROCAE Guidance Material for the Establishment of Data Link Supported ATS Services ED-78A
December 2000

EUROCAE/RTC |Interoperability Requirements for ATS Applications using ARINC 622 Data

A Communications ED-100A April 2005

ICAO Manual of Air Traffic Services Data Link Applications Doc 9694
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COM 05: Automatic Terminal Information Service

Part 1 Preliminary Material

Introduction

COMO05.1 Under the terms of Article 205 (1) of the ANO 2016, any ATS Equipment is
required to have CAA approval before being established or used in the UK.

COMO05.2 The purpose of an ATIS is to reduce ATS workload by the use of a means
other than the controller's VHF air-ground communications frequency to convey
current and routine meteorological and aerodrome information to aircraft.

COMO05.3 ATIS may be implemented by Voice-ATIS or data link (D-ATIS). An aerodrome
Voice-ATIS may be provided by an ATS Provider, using either a dedicated VHF
transmitter or a CVOR/DVOR transmitter. A D-ATIS may be provided by an ATS
Provider, in conjunction with a data link communication Service Provider, using a
VHF ground station network or by satellite.

Scope

COMO05.4 This document sets out the engineering requirements for Voice-ATIS and D-
ATIS used within the UK in support of an ATC Service.

COMO05.5 For the purpose of this document, ATIS is only considered to include the
collation of meteorological and aerodrome data, the preparation of messages
and the transmission of the messages.

COMO05.6 The UK Meteorological Authority is responsible for the regulation of
meteorological services to aviation. The use and processing of meteorological
information within an ATS unit is subject to regulation by the CAA. Further
information about the regulatory arrangements for meteorological equipment and
services can be found in Part C, Section 4, MET and CAP 746 Meteorological
Observations at Aerodromes.

COMO05.7 The origination of meteorological reports and other related information is
regulated by the UK Meteorological Authority. ATIS equipment and the
content of ATIS broadcast messages are regulated by the CAA.

References
1. ICAO Annex 11 — Air Traffic Services.

2. ICAO Annex 10 Aeronautical Telecommunications Volume IIl —
Communication Systems Part | — Digital Data Communication Systems; Part
Il — Voice Communication Systems.
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3. ICAO Annex 3 — Meteorological Service for International Air Navigation.

4. ICAO Procedures for Air Navigation Services — Air Traffic Management
(Doc 4444-ATM/501).

5. ICAO Manual of Air Traffic Services Data Link Applications (Doc 9694).

6. CAP 746, Meteorological Observations at Aerodromes.

Part 2 Requirements

Safety Objective

COMO05.8 The ATIS equipment and systems shall provide complete, identified,
accurate and uncorrupted voice/data communication of meteorological and
other aeronautical information (1004).

General Requirements

International Standards

COMO05.9 The equipment, systems, services and facilities shall comply with the
applicable international standards, recommended practices and procedures for
air navigation services in Annex 11 [1], Annex 10 [2] and Annex 3 [3] to the
Convention on International Civil Aviation (236).

Interface to Voice/Data Recording Equipment

COMO05.10 The equipment and systems used in the provision of a Voice-ATIS or D-ATIS
shall provide all the necessary signals and information to the Voice/Data
Recording Equipment in compliance with Article 206 of the Air Navigation Order
(238).

Note: EUROCAE has published the document ED-93, ‘Minimum Operational
Performance Specification for CNS/ATM Recording Systems’, which includes the
ground recording of data-link communications.

MATS Part 2

COMO05.11 Appropriate material relating to the operation of the ATIS shall be written for
inclusion in the MATS Part 2 (239).

Note: See CAP 670 Part B Section 2 ATC 02 ‘ATC Documentation’ for the
requirements and details on the format of MATS Part 2.

Specific Requirements

Voice-ATIS and D-ATIS
COMO05.12 The ATIS message shall relate to a single aerodrome (240).
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COMO05.13 The ATIS message shall be updated immediately a significant change occurs
(241).

COMO05.14 The preparation and dissemination of the ATIS message shall be the
responsibility of the ATS Provider (242).

COMO05.15 Individual ATIS messages shall be identified by a letter designator from the
ICAO spelling alphabet assigned consecutively in alphabetical order (243).

COMO05.16 ATIS shall only be broadcast when the ATC Watch is operational (2327).
However, units may be approved to make use of the ATIS frequency to
broadcast Auto METAR when the ATC Watch is closed, where the Unit meets
the requirements of COM 05 paragraphs COM05.51 to COM05.53 (Broadcast of
Auto METAR).

Voice-ATIS

COMO05.17 In the UK, ATIS shall only be provided in association with an ATC service
(2053).

COMO05.18 Voice-ATIS shall be provided at aerodromes where there is an operational
requirement to reduce ATC VHF air-ground communications workload (244).

Note: The provision of a Voice-ATIS may be limited by the availability of discrete
VHF frequencies which are in short supply.

COMO05.19 Voice-ATIS broadcasts shall comprise (245):
1. One broadcast for arriving aircraft or
One broadcast for departing aircraft or

One broadcast for arriving and departing aircraft or

W n

Two separate broadcasts for arriving and departing aircraft where the
combined broadcast would be excessively long.

COMO05.20 Voice-ATIS shall be provided on a discrete VHF frequency whenever
practicable (246).

COMO05.21 Guidance: As the VHF spectrum is congested and there is a shortage of
available radio frequency assignments, any application for the use of a VHF
frequency assignment will require a justification of the operational requirements.

COMO05.22 When a discrete VHF frequency is not available, Voice-ATIS may be provided
on the most appropriate terminal navigation aid (247).

COMO05.23 Guidance: CVOR or DVOR facilities are considered to be appropriate
navigation aids subject to evidence from the ATS Provider of the Voice-ATIS,
justifying the choice of navigation aid, taking into account the DOC, quality of the
voice transmissions and any other appropriate factors. The ATS Provider of a
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CVOR or DVOR navigation aid used for Voice-ATIS would be responsible for
demonstrating compliance with Part C, Section 2 NAV 04.

COMO05.24 Voice-ATIS shall not be provided on an ILS facility (248).

COMO05.25 Voice-ATIS broadcasts, when provided, shall be continuous and repetitive
(249).

COMO05.26 Guidance: In the event of failure of the Voice-ATIS, the air traffic controller
may provide the ATIS information using the control VHF frequency or, where the
workload prevents this, by opening of another alternative VHF frequency by an
additional air traffic controller or assistant.

D-ATIS

COMO05.27 Where D-ATIS is provided alongside the existing availability of Voice-ATIS, the
content and format of the information shall be identical (250).

COMO05.28 Where D-ATIS is provided alongside the existing availability of Voice-ATIS,
when the ATIS requires updating, the Voice-ATIS and D-ATIS shall be updated
simultaneously (251).

COMO05.29 Where D-ATIS broadcast includes real time meteorological information, which
is within the parameters of the significant change criteria reference [3], the
content shall be considered identical for the purpose of maintaining the same
designator (252).

COMO05.30 Guidance: In the event of failure of the D-ATIS, the ATIS information can be
obtained from the Voice-ATIS. Where both D-ATIS and Voice-ATIS fail, the
situation is the same as that for a failure of the Voice-ATIS.

COMO05.31 ltis likely that interface arrangements will need to be established between the
ATS Providers, operating the aerodrome Voice-ATIS, and the D-ATIS data link
Service Provider, to ensure compliance with the requirements of paragraphs
COMO05.27 to COMO05.31, which are based on ICAO SARPS.

Note: Guidance material relating to D-ATIS is contained in the document cited at
paragraph 3 reference [5]. The technical requirements for the D-ATIS application
are contained in Part 1 Chapter 3 of ICAO Annex 10 Vol lll, see paragraph 3
reference [2].

Collation of Meteorological and Aerodrome Data

COMO05.32 The meteorological data used in the preparation of ATIS messages shall be
compliant with ICAO Annex 3 (253).

COMO05.33 The meteorological data shall be extracted from the local meteorological
routine or special report (254).
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COMO05.34 Where rapidly changing meteorological conditions preclude the inclusion of a
weather report, the ATIS message shall contain information that the relevant
weather information will be given on initial contact with the Air Traffic Control Unit
(255).

COMO05.35 The ATS Provider shall ensure that the accuracy and integrity of the data used
in the preparation of the ATIS message is maintained at a level appropriate to
the operational requirements (256).

COMO05.36 Guidance: It is likely that the interface arrangements between the ATS
Provider and the Data Link Communications Service Provider will enable the
ATS Provider to obtain evidence of compliance with this requirement for the Data
Link operations.

Preparation of Messages

COMO05.37 Where the Voice-ATIS broadcast messages are not prepared by the
aerodrome ATC Unit, the organisation responsible for this task shall immediately
make known the information contained in the current broadcast to the ATC Unit
(257).

COMO05.38 Voice-ATIS broadcasts shall be prepared in the English language (258).

COMO05.39 Recommendation: The Voice-ATIS broadcast should be prepared to achieve
optimum readability consistent with message length, speed of transmission and
human factors performance (259).

COMO05.40 Guidance: The message length should not exceed 30 seconds.

COMO05.41 Recommendation: The message contents should be kept as brief as possible
and information additional to that specified in ICAO Annex 11, 4.3.7 t0 4.3.9
should only be included in exceptional circumstances (260).

COMO05.42 The message contents shall contain the elements of information as defined in
ICAO Annex 11, 4.3.7 t0 4.3.9 in the order given (261).

Note: The Appendix A to COM 05 contains a summary of the ATIS message
elements in ICAO Annex 11.

COMO05.43 Guidance: Where the preparation of messages involves recording speech
using a microphone, care should be taken to ensure that any background noise
does not degrade the quality of the recording. Where the preparation is done
automatically, using either synthesised or pre-recorded spoken words or
phrases, care should be taken to ensure that the quality and readability of the
recording is equivalent to that achieved by manual recording.
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Transmission of Messages

Voice-ATIS VHF Transmitter

COMO05.44 Guidance: CAP 670 Part C Section 1 COM 02 ‘VHF Aeronautical Radio
Stations’ contains requirements for all radio equipment including Voice-ATIS
VHF Transmitters and VHF Transmitters used for ACARS and VDL Mode 2 data
link communications.

Voice-ATIS CVOR/DVOR Transmitter

COMO05.45 Guidance: CAP 670 Part C Section 2 NAV 04 ‘Engineering Requirements for
Conventional and Doppler VHF Omni-Directional Range (CVOR/DVOR)
Beacons’ includes the option of providing Voice-ATIS by using the speech
modulation input to the transmitter.

COMO05.46 The DOC and frequency assignment terms and conditions must be consistent
with both the CVOR/DVOR and Voice-ATIS operational requirements. Radio
coverage problems may be found if the CVOR/DVOR is not located on or near
the aerodrome providing the Voice-ATIS.

COMO05.47 Where the CVOR/DVOR beacon is not the direct responsibility of the
aerodrome ATS Provider providing the Voice-ATIS, then a service level
agreement or some other arrangement might be necessary to ensure
compliance with operational requirements and to cover aspects such as
maintenance.

D-ATIS VHF Ground Station Network/Satellite

COMO05.48 Guidance: CAP 670 Part C Section 1 COM 04 ‘ATC Datalinks’ covers the
provision of D-ATIS by ATS Providers. The ATIS may be delivered to aircraft by
means of a VHF ground station network and/or earth stations of the mobile
satellite service operated by Data Link Communications Service Providers.

COMO05.49 If any of the VHF ground stations are located within the UK they will require
ANO approval and CAP 670 Part C Section 1 COM 02 ‘VHF Aeronautical Radio
Stations’ applies.

Voice-ATIS Telephone Information Service

COMO05.50 Guidance: Access to the Voice-ATIS may be provided via a PSTN/PBX
telephone information service as an additional service to aviation and other
users. There is no requirement to record the telephone service.

Broadcast of Auto METAR

COMO05.51 Broadcast of Auto METAR, utilising an ATIS frequency, shall be in conformity
with ICAO Annex 3 and shall be approved for use only at aerodromes where an
ATIS facility has been approved and when the ATC Watch is closed. The DOC of
the ATIS frequency shall be valid for the Auto METAR broadcast.
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COMO05.52 The weather report (METAR) shall be prefixed with the word ‘AUTO’ and only

the METAR information shall be included in the broadcast.

COMO05.53 Approval to permit aerodrome weather to be broadcast when the aerodrome is

effectively closed shall be subject to a safety case assessment. Where an
approval is granted the broadcast should state that the aerodrome is closed
except to the specific aircraft operation that gave rise to the approval.

Example: xxxxx (Name of Aerodrome) AERODROME IS CLOSED EXCEPT
FOR AUTHORISED EMERGENCY SERVICES OPERATORS. AUTO METAR
ETC
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Appendix A to COM 05: ICAO Annex 11 ATIS Message
Elements

Message Elements

£
o
=
o
<)
('8

(a) name of aerodrome

(b) arrival and/or departure indicator

(c) contract type, if communication is via D-ATIS

(d) designator

(e) time of observation, if appropriate

(f) type of approach(es) to be expected

(9) the runway(s) in use; status of arresting system constituting a

potential hazard, if any

NENENEN < AN A AN A Arrival & Departure
NENENAN < ANEBNENENENER NN
NENENEN < AN AN A A | Departure

(h) significant runway surface conditions and, if appropriate, braking
action

(i) holding/departure delay, if appropriate

)] transition level, if applicable

(k) other essential operational information

(N surface wind direction and speed, including significant variations and,

if surface wind sensors related specifically to the sections of the
runway(s) in use are available and the information is required by
operators, the indication of the runway and the section of the runway
to which the information refers

(m) visibility and, when applicable, RVR

NE
NE
NE

(n) present weather
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(o)

<
<
<

cloud below 1 500 m (5 000 ft) or below the highest minimum sector

altitude, whichever is greater; cumulonimbus; if the sky is obscured,
vertical visibility when available

(9]

air temperature

(@)

dew point temperature T

(r)

altimeter setting(s)

CSNAS
SN ASS
CSNAS

any available information on significant meteorological phenomena in
the approach and climb-out areas including wind shear, and
information on recent weather of operational significance

trend-type landing forecast, when available; and

ANIRN
ANIRN
ANIRN

specific ATS instructions

Those elements are replaced by the term “CAVOK”, whenever the conditions as specified in
reference [4] Chapter 11 prevail.

As determined on the basis of regional air navigation agreements. See reference [5].
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COM 06: Equipment and Systems for Aerodrome
Surface Movement Communications

Part 1 Preliminary Material

Introduction

COMO06.1 Under the terms of Article 205 of the ANO 2016, any ATS Equipment is
required to have CAA approval before being established or used in the UK. An
Aeronautical Radio Station is specifically included in the meaning of Air Traffic
Service Equipment.

COMO06.2 The CAA reqgulatory responsibility for UHF aerodrome radio equipment and
systems is limited to those aspects directly associated with the ANO Approval.

COMO06.3 Ofcom is responsible for WT Act licensing and associated frequency
assignments for UHF.

Scope

COMO06.4 This document sets out the engineering requirements for radio equipment and
systems at Base Stations and Land Mobile Stations of the Land Mobile Service
established or used within the UK to provide Air Traffic Services (ATS)
aerodrome surface movement vehicle radio communications for the
manoeuvring area.

COMO06.5 This document applies to fixed (Base Station), stationary, vehicle, portable and
hand held (Land Mobile Station) equipment categories comprising transmitter,
receiver and transceiver equipment types.

COMO06.6 Air Traffic Control Services, Aerodrome Control Services and Aerodrome
Flight Information Services use aerodrome surface movement radio
communications to regulate the activities and movement of vehicles and
personnel such as fire service, air traffic engineering and aerodrome operations
on the manoeuvring area.

COMO06.7 The radio equipment and systems used to provide aerodrome radio
communications may be designed using analogue or digital technology but are
limited to those defined by and that comply with the Ofcom Business Radio
Wireless Telegraphy (WT) Act, the CAA Aeronautical Radio Station Licensing
requirements, the Radio Equipment Directive (RED) and the available VHF/UHF
Land Mobile/Mobile Service allocations.
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COMO06.8 General requirements for the provision of communications between
aerodrome fire service vehicles and aircraft on the ground during a declared
emergency using 121.6 MHz are described in CAP168.

Part 2 Requirements

Safety Objective

COMO06.9 The radio equipment and systems shall provide complete, identified, accurate
and uncorrupted voice or data communications for Air Traffic Services (1005).

General Requirements

COMO06.10 Two-way radiotelephony communication facilities shall be provided for
aerodrome control service for the control of vehicles on the manoeuvring area,
except where communication by a system of visual signals is deemed to be
adequate (264). [ICAO Annex 11]

COMO06.11 Where conditions warrant, separate communication channels shall be
provided for the control of vehicles on the manoeuvring area (265). [[CAO Annex
11]

Guidance Material

COM 06.12 Guidance: This communication facility is normally provided by UHF radio
equipment and systems but the use of VHF frequencies may be permitted for
ground to ground communications in specific circumstances.

Note: Where this communication facility is provided by a VHF Aeronautical
Mobile Service frequency that is also used for communication with aircraft (e.g.
GMC, Tower or FIS) then the requirements of Part C Section 1 COM 02 shall
take precedence.

COMO06.13 Guidance: Guidance on aerodrome vehicle operations is contained in ICAO
Annex 14 Attachment A Section 18 and includes operators’ qualifications,
competency, radiotelephony operating procedures and phraseology. CAP 413
Radiotelephony Supplement 2 also provides guidance on UK phraseology.

Inspection of Equipment and Systems

COMO06.14 The equipment, systems and associated records shall be made available for
inspection by an authorised person, being a CAA SARG Regional Inspector, for
the purpose of demonstrating compliance with the terms and conditions of the
ANO Approval and CAP 670 requirements (270).
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COMO06.15 Guidance: Ofcom may inspect UHF equipment and systems to ensure
compliance with the terms and conditions of the WT Act licence. Further details
on the licensing and requlation of PBR may be obtained from Ofcom.

Maintenance of Equipment and Systems

COMO06.16 Maintenance procedures shall be established for equipment and systems as
described in COM 02 ‘Maintenance of Aeronautical Radio Stations’.

Operational Requirements

COMO06.17 MATS Part 1 Section 2 Chapter 1 Part 10 describes operational requirements
for control of surface traffic.

Requirements for UHF Ground Communications

COMO06.18 Recommendation: Where separate transmit and receive frequencies are
used between the base station and Land Mobiles, talkthrough facilities should be
used to enable vehicles to hear one another.

COMO06.19 Recommendation: VHF air-ground communications should be cross-coupled
to UHF two-way radiotelephony communications for vehicles operating on the
active runway. See Part C Section 1 COM 03.28.

Ofcom WT Act Business Radio Licence Applications for UHF Ground
Communications

COM 06.20 Guidance: When applying for a Business Radio Licence using the Ofcom
online licensing system the following guidance should be considered, on the
assumption that a Base Station will be used. For the situation where a Base
Station is not used and communications are only between Land Mobile Stations
the application details will be different. Technical advice may need to be sought
from the radio equipment supplier concerning some of the details required to be
submitted on the application form as these may be dependent on the radio
system design and specification.

COMO06.21 The Requested Service Area (RSA) represents the area over which radio
operation is desired. Airport operators should take into account any
requirements for airport fire service off-aerodrome response and ensure that the
Requested Service Area is not restricted to the aerodrome boundary.
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COMO06.22 Additional Services - Talkthrough and Trunking (utilisation of a pool of
channels that are dynamically assigned to give spectral efficiency) may
need to be considered depending on the method of operation and the type
of communications system chosen.

COMO06.23 Assignment Type - An exclusive assignment should be requested on the basis
of providing extra protection because of safety critical reasons and signalling
tones/codes to reduce co-channel interference.

COMO06.24 The callsign(s) for the aerodrome radio communications, being part of an Air
Traffic Service, should conform to radio telephony callsign(s) given on the CAA
ANO approval and Ofcom WT Act licence.

Note: The Ofcom restriction on using place names is inappropriate for Air Traffic
Services.

COMO06.25 Signalling Codes - A minimum of one Continuous Tone-Coded Squelch
System (CTCSS) tone and one Digital Coded Squelch (DCS) tone are normally
assigned with each frequency assignment on application ensuring that the codes
are not being used by other licensed systems in the surrounding geographical
area. The use of appropriate signalling tones/codes for the radio system being
used should help to reduce co-channel interference.

Communications Availability

COMO06.26 Adequate safety assurance, risk assessment and mitigation shall be
performed by the Service Provider to ensure that the equipment and system
design, installation, operation and maintenance ensures availability of
communications appropriate for the Air Traffic Services and environment in
which it is being provided (394).

COMO06.27 Guidance: The availability of communications is dependent on the radio
system design, including equipment configuration and power supply
arrangements. The selection of equipment with the appropriate duty cycle can
also reduce equipment failure. The provision of alarm / status indications is also
important in ensuring that appropriate actions are taken to restore
communications when a failure occurs.
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Radio System Design

COMO06.28 Communications of a specified quality of service shall be provided within the

radio service area appropriate to the services being provided (274).

COMO06.29 Acceptable Means of Compliance: Evidence to demonstrate that the

specified quality of service has been met within the radio service area. Radio
service area predictions or ground functional tests would be acceptable
evidence.

COMO06.30 Guidance: Quality of service comprises the two aspects of signal (voice or
data) quality and availability. Signal quality can be defined by signal to noise ratio

or SINAD for analogue systems and by bit error ratio for digital systems. The
availability can be defined in terms of a percentage of time and location.

COMO06.31 Where co-channel and adjacent channel interference are the limiting factors,

signal quality is directly related to the desired-to-undesired (D/U) signal ratio
criteria used in the frequency assignment planning process, the results of which
give a minimum field strength within the DOC which should be achieved and a
maximum field strength outside the DOC which must not be exceeded. The
signal quality at the receiver can be affected by local noise and interference
effects such as man-made noise and precipitation static.

Note 1: Radio system design includes the consideration of location dependent
factors such as a clear radio line of sight, location of antenna, antenna type,
transmitter power, to ensure reliable radio propagation paths are achieved.

Note 2: The quality of service within the radio service area includes the
consideration of additional propagation loss due to buildings or other structures
obscuring the line of sight between the base station and the mobile station.

COMO06.32 The antennas shall be installed such as to provide vertically polarised

emissions (275).

COMO06.33 Talkthrough facilities can be provided either within a base-station or externally,

for example in the VCCS. Where this is provided externally, all failure modes
should be considered in the safety assessment.

Equipment Configuration

COMO06.34 The equipment configuration shall be such as to ensure the availability of

communications appropriate to the service being provided (276).

Note: The configuration of equipment includes associated antennas, cables,
filters, commutation units and other equipment necessary for the operation of the
equipment and systems.
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COMO06.35 Acceptable Means of Compliance:

Air Traffic Control Services — The provision of main and emergency equipment.
Emergency equipment is necessary for the safe termination of surface
movement vehicular and personnel traffic.

Aerodrome FIS (AFIS) — The provision of main equipment only.

Note 1: Wherever a service is intended to be provided using single main
equipment, it shall be explicitly shown how the risks of ATS radiotelephony
failure have been adequately mitigated, taking account of the local surface
movement arrangements. Where appropriate mitigation cannot be
demonstrated, it is expected that contingency (previously known as standby)
radiotelephony equipment will be provided.

Note 2: It shall also be clearly demonstrated how services will be managed
during periods of planned withdrawal of single systems to provide for such
things as periodic maintenance.

Note 3: Main and contingency equipment may be operated as 'System A' and
'System B' where either may be considered as Main whilst in operational
service and the other is considered as contingency, awaiting selection in the
event of failure of the Main equipment or when the Main equipment is taken out
of service for maintenance.

COMO06.36 The use of an alternative channel on separate and independent equipment, or

through direct Land Mobile to Land Mobile communications, may be considered
as emergency equipment. Instructions for failure of the main equipment and
transfer to emergency equipment or channel shall be provided.

COMO06.37 Where UHF equipment is configured for duplex operation as a main

equipment, typically where a UHF base-station is used, it will be configured to
reverse the transmit and receive frequencies when compared with the Land
Mobiles on the manoeuvring area. Therefore any Land Mobile used as an
emergency equipment in the VCR or elsewhere, will need to be configured with
transmit and receive frequencies similarly reversed. As such, UHF equipment
from vehicles cannot simply be re-used in the VCR or elsewhere as emergency
equipment without reconfiguration.

COMO06.38 The equipment type shall be appropriate for the service being provided and be

compatible with the equipment configuration (400).

Duty Cycle - Radio Transmitters / Power Supply Units
COMO06.39 The duty cycle for Radio Transmitters and associated Power Supply Units

shall be appropriate for the service being provided (401).
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COMO06.40 Guidance: Air Traffic Control Services are likely to generate peaks in use
which may exceed the duty cycle of equipment rated for intermittent use and
thus continuously rated equipment with a duty cycle of 100% is likely to be

required.

Power Supply

COMO06.41 The power supply arrangements for the emergency equipment should be
independent of that for the main equipment, such that there are no common
components that can cause immediate failure to both equipments.

COMO06.42 Acceptable Means of Compliance: The independence of the power supplies
need only be for a known limited period provided that the MATS Part 2
procedures manage the safety issues this introduces.

COMO06.43 Users shall be provided with an indication of failure of the power supply to the
emergency equipment and instructions shall be provided in MATS Part 2 for user
actions in the event of failure (278).

COMO06.44 Recommendation: For an Air Traffic Control Service a primary and alternative
power source should be provided to increase the availability of power to
equipment and systems in the event of an interruption to one of the power
supplies (279). Change over between supplies should be on a 'no break' basis
(280). The primary and alternative sources should be independent of each other
for a known period of time (281). An indication of failure for each power source
should be provided to the user (282). MATS Part 2 procedures should instruct
the user of actions necessary in the event of failure (283).

COMO06.45 Guidance: The incorporation of suitable conditioning devices as part of the
power supply arrangements may be useful in preventing equipment malfunction
due to surges, spikes and noise on the power supply.

Alarm / Status Indications

COMO06.46 For an aerodrome surface movement radio system supporting an Air Traffic
Control Service, the system shall provide an indication of system failure that may
have an effect on the service being provided, in a timely manner, so that actions
can be taken to ensure the safe continued provision, or if necessary the
controlled withdrawal of the service (284).

COMO06.47 Recommendation: The Significance to the user of the indication of failure
should be obvious from the indication given (285).

COMO06.48 The failure indication should remain obvious to the user whilst the condition
causing the failure indication remains (286). Consideration should be given to
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providing a power supply to the alarm indication that is not dependent upon the
system it is monitoring (287).

COMO06.49 Changes in the System’s state should attract the operator’s attention, without
continuing to distract once they are aware of the change of state (288). Attention
should be drawn both when failures are detected and when they clear (289).
Attention to subsequent status changes should not be masked (290). The
attention seeking indication should have both visual and audible elements and
the ability for the user to acknowledge that they are aware of the change of state
thereby removing the attention seeking element (291).

Interface to Voice / Data Recording Equipment

COMO06.50 Aerodrome Surface Movement Communications used to support an Air Traffic
Control Service shall be recorded.

COMO06.51 Recommendation: Aerodrome Surface Movement Communications used to
support an Aerodrome FIS should be recorded (293).

COMO06.52 The radio equipment and systems at the Base Station shall provide all the
necessary signals and information to the Voice / Data Recording Equipment in
compliance with Article 206 of the Air Navigation Order (292).

COMO06.53 Acceptable Means of Compliance: Where the Base Station operates in duplex
mode and comprises a separate transmitter and receiver, the receiver audio
output may be used as the signal source for the recording equipment for Land
Mobile Station transmissions. A separate receiver will be required as a signal
source for the Base Station transmissions if ATC are transmitting from the Base
Station.

Provision of Off-air Sidetone

COMO06.54 Where Off-air sidetone is provided for Air Traffic Services, it shall be a replica
of the transmitted voice communications without any degradation of quality such
as to cause annoyance or disturbance to the operator (294).

Communications between Aerodrome Fire Service Vehicles and Aircraft
on the Ground

COMO06.55 Land Mobiles used as Fire Service Radios with 121.6 MHz are Aeronautical
Radio Stations and as such the relevant requirements of CAP670 COMO02 apply.
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PART C, SECTION 2
Navigation

Introduction

C2.1 Section 2 of Part C contains engineering requirements for navigation equipment
and systems. The approval of flight inspection organisations is included in this
section in recognition of their role in the approval and continuing operation of
navigational aids. These documents should be used in conjunction with the
Generic Requirements and Guidance contained in Part B as appropriate.

Scope

Cc2.2 The ‘ILS’ documents cover all aspects of ILS and some ILS/DME flight inspection
and identity keying requirements.

C23 MLS 01 covers general requirements for Microwave Landing System (MLS).

C24 FLI 02 covers the procedures and requirements for the approval of flight
inspection organisations. It is divided into sections covering the approval
procedure, flight inspection system for navigational aids in general and specific
annexes for ILS, MLS, VHF Omnidirectional Radio Range and NDB.

C2.5 The ‘NAV’ documents cover Instrumented Runway Visual Range systems,
Medium Frequency (MF) NDB, Conventional and Doppler VOR Beacons, DME
Transponders and VOR and DME flight inspection requirements.

C2.6 The ‘VDF’ document covers the flight and ground inspection of VHF Direction
Finding Systems.
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ILS 01: ILS Monitors

Part 1 Preliminary Material

Introduction

ILSO01.1 Under the terms of Article 205 of the ANO 20186, all ILS installations intended for
use at civil airports within the UK require approval by the CAA.

Scope

ILS01.2 This document defines the monitor alarm limits and the method of testing those
alarms.

Part 2 Requirements

Safety Objective

ILS01.3 The equipment shall not radiate guidance signals which are outside the
standard operational tolerances.

Near Field Monitor

ILS01.4 Localisers shall have a minimum of one near field monitor measuring the course
centreline (1412).

ILS01.5 Glidepaths shall have a minimum of one near field monitor measuring either the
glidepath angle or the displacement sensitivity (1413).

Note: Where multiple monitors are used, the signal from the near field monitor
aerial may be split and fed into each set of monitors.

Far Field Monitor

ILS01.6 Category Il and Il localiser systems shall be fitted with a far field monitor which
measures centreline accuracy and displacement sensitivity (1414).

ILS01.7 The monitor shall be installed near the relevant runway threshold (1415).

ILS01.8 The far field monitor shall provide alarms to a remote point (1416), but shall not
take executive action (1417).

ILS01.9 A delay shall be incorporated in the monitor to prevent false alarms due to
aircraft movement (1418).

ILS01.10 During the time that the ILS is being used to support low visibility procedures, the
output of the far field monitor shall be recorded and time stamped (1419). The
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minimum parameters to be recorded shall be centreline DDM and displacement
sensitivity (1420).

ILS01.11 The far field monitor output should be recorded and time stamped at all times
when the ILS is operational (1421).

ILS01.12 Means shall be available to replay or present the recorded information (2273).

ILS01.13 Recorded information shall be retained for a minimum of 30 days (2274).

Monitor Correlation

ILS01.14 Any monitors on which the integrity assessment is based shall correlate with
changes in the far field (2196). This correlation shall be demonstrated for each
new design of ILS transmitter, antenna or monitor system installed in the UK
(1423).

Alarm and Warning Settings

ILS01.15 Monitor alarm settings shall not exceed the limits given in Table 1 (1165). This
requirement applies to all monitors on which the integrity of the ILS is based
(1801).

ILS01.16 On a system where several sets of monitors have been considered in the
integrity assessment, the system shall be adjusted to a point where sufficient
alarms on those monitors are generated to cause a changeover/shutdown
(1172).

ILS01.17 If flight or ground tests show that the change measured in the field exceeds the
limits given in Table 1 with the transmitter set to the alarm condition, then the
monitor system shall be adjusted to tighter limits than those given in Table 1
(1802).

ILS01.18 Monitor limits shall not be so tight that equipment instability can cause false
shutdowns (1167).
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Table 1 Monitor Alarm Limits

Parameter CAT I CATII CAT Il

LOCALISER

Alignment at threshold 1£1.5% ddm £1.1% ddm 10.9% ddm
(15 pA) (1803) (11 pA) (1804) (8 pA) (1827)

Displacement Sensitivity

1+17% of nominal input (1828).

The ICAO Annex 10 standard that a localiser width angle must not exceed
6° is interpreted as an ‘adjust and maintain’ limit. The system alarms will
still be set to £17% of the nominal input (1829).

Field measurement is of nominal displacement sensitivity (1830).

Clearance

1+20%o0f nominal input (1833)

Localiser with a separate clearance transmitter

+10% of the nominal clearance input if clearance in the region between
+10° and +35° is at any point <170 pA (1834)

Frequency Difference
(Dual Frequency)

5 KHz to 14 KHz (2376)

RF Level
Single Frequency

-3dB provided that coverage is satisfactory when the power is reduced to
the alarm limit (1837)

RF Level
Dual Frequency

+1dB
Unless tests have shown that a wider limit may be used (1838).

GLIDEPATH

-0.0750 (5.5% ddm 47 pA) (2377)
+0.10 (7.3% ddm 63 pA) (2378)

1£25% of nominal input (1841)

Field measurement is of nominal displacement sensitivity (1842).

Glidepath with no separate clearance transmitter:

120% of the nominal displacement sensitivity. If the ‘fly up’ signal at 0.36
is <200 pA (1843).

Clearance

1£20% of nominal input (1844)

Frequency Difference

(Dual Frequency)

4 KHz to 32 KHz (2379)
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Parameter CAT | CAT I CAT 1l

RF Level -3dB provided that coverage is satisfactory when the power is reduced to
Single Frequency the alarm limit (1847)

RF Level +1dB

Dual Frequency

Unless tests have shown that a wider limit may be used (1848).

Changeover and Shutdown Times

ILS01.19 The maximum TOTAL time of false radiation shall not exceed the number of
seconds shown in Table 2 (1187).

ILS01.20 In the case of a common fault, e.g. the aerial system, in a system configured for
immediate changeover, the quoted time is the total time from beginning of the
fault until final shutdown of the system.

ILS01.21 For category | and Il systems, where immediate changeover is not provided, the
delay from the time of shutdown of the main transmitter to the start of radiation
from the standby transmitter shall be 20 £2 seconds (1188).

ILS01.22 For systems having this delay, the figures given in Table 2 shall apply separately
to each transmitter of the system (1189).

Table 2 Changeover and Shutdown Times (in seconds)

CATI CATII CATII
Localiser 10 (1856) 5 (1857) 2 (1858)
Glidepath 6 (1859) 2 (1860) 2 (1861)

Alarm Testing

ILS01.23 The alarm points of all monitors shall be checked and recorded at commissioning
(2364).

ILS01.24 The alarm points of all monitors shall be checked and recorded at intervals not
exceeding 12 months (2365).

ILS01.25 Where it is not possible to establish the amount of change of the transmitted
parameter when checking the alarm points, then independent test equipment
shall be used (2366).

Commissioning Alarm Conditions

Glidepath

ILS01.26 At commissioning the alarm condition given in Table 3 shall be set and checked
by flight inspection (2396).
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Localiser

ILS01.27 At commissioning the Alignment and Displacement Sensitivity alarm shall be
checked by field or Flight Inspection (2397).
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Table 3 Commissioning Flight Inspection Alarm Conditions

GP type

Method

Pass criteria

Sideband reference

Adjustment of relative phase between
upper and lower aerials to give
sufficient alarms to cause shutdown
(2367).

Alignment and Displacement
Sensitivity within the limits in Table 1.

Below Path Clearance and Coverage
within the limits in ILS 02 Table 2
(2370).

Null reference

Adjustment of relative phase between
upper and lower aerials to give
sufficient alarms to cause shutdown
(2368).

M-Array

Adjustment of the relative phase of the
middle aerial, compared to the upper
and lower aerials to give sufficient
alarms to cause shutdown (2369).

Alignment and Displacement Sensitivity

Condition

Pass criteria

Width wide and angle low (2325)

Width normal and angle high (1873)

Width normal and angle low (1874)

Width narrow and angle normal (1875)

Width and angle normal (1876)

Alignment and Displacement
Sensitivity within the limits in Table 1
(2380).

Routine Monitor Recording

ILS01.28 All equipment monitor readings for all transmitters capable of operating into the
aerial shall be taken at monthly intervals or